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Abstract— The General Data Protection Regulation
(GDPR) has been presented by many policymakers as net
welfare enhancing policy. It can be also seen from the point of
a regulation that does not have adequate parameters to
measure its effectiveness. For example, the Gordon-Loeb
model [1] which calculates the optimal investment in
cybersecurity has not been performed as part of the
promulgation of the regulation. It can also be understood
within the context of a “privacy overreach,” in which the drive
to protect privacy becomes absolute and lacks balance with
other rights, [46], upsetting the calculus of progress toward a
range of social and economic goals.

Since promulgation of the law in May 2018, important
security side effects of the policy have reported which are not
insignificant, including the blocking of public information in
the WHOIS internet protocol database, identity theft through
the hacking of the Right to Access provision (Article 15), and
the proliferation of next generation networks in the EU built
by Huawei Technologies, the world’s leading network
equipment provider which is implicated in many data
protection debates.

The impact of the GDPR to the local digital economy in
EU is also significant. Evidence suggests that the GDPR has
made it more difficult for European SMEs to compete.

This paper highlights whether and to what degree security
has been impacted by the promulgation of the GDPR and the
challenges created for the realization of “security of
processing” which provides for the controller and process to
“implement appropriate technical and organisational
measures to ensure a level of security appropriate to the risk”
(Article 32). Unwittingly in implementing the GDPR, it
appears that new cyber risks have been created. The authors
have identified five areas where the impact of GDPR has been
significant and likely counterproductive to the promised goals
of the policy.
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I. BACKGROUND oON THE GDPR

In April 2016 the European Union (EU) adopted the
General Data Protection Regulation (Regulation 2016/679,
GDPR) [2]. It includes 99 articles and 173 recitals detailing
the regulatory requirements. Failure to comply with the
regulation can be met with fines up to four percent of an
organization’s annual revenue. The GDPR is not the first
data protection regulation for the EU. In fact, it repeals EU
directive 95/46/EC, which was the basis for prior national
data protection legislation. In the intervening years, data
collection and storage has become lifeblood of online
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marketing and services [3]. The rate and severity of data
breach is also significant.

Rapid technological development has enabled
increasing collection, transmission, and storage of user-
generated data. By leveraging existing hardware, such as
smartphones, the cost for this collection is decreasing as
well. This vast amount of data has also led to substantial
new developments in Business Models, which enable
vertical as well as horizontal integration of services [4]. It
has enabled a shift from product development towards
information aggregation: Facebook creates no content, Uber
does not employ any drivers, Airbnb does not own any real
estate, Apple co-shares serves with Amazon for the storage
of iCloud users, etc.

However, the basic culture of the Internet has been wary
of national/boundary sovereignty and many have argued
against rules that would lessen freedom of the network.
Importantly the word privacy does not appear in the text of
the GDPR; instead it is a regime to govern personal data and
to regulate the conduct of enterprise. The regulation clearly
states that any entity which processes the personal data of
an EU resident must be compliant with the GDPR [5]. The
GDPR has become the de facto standard for many
technology based sectors, however the cost of compliance
is significant. For example, some estimates suggest that the
cost of compliance for Internet of Things (10T) firms could
increase by three to four times on average and by as much
as 18 times compared to earlier regulatory regimes [6].

The GDPR does not apply at all to non-personal
information and states that disclosure of personal
information can be warranted for matters such as consumer
protection, public safety, law enforcement, enforcement of
rights, cybersecurity, and combating fraud. Moreover, the
GDPR does not apply to domain names registered to USA
registrants, registrars and registries. Nor does it apply to
domain name registrants that are companies, businesses, or
other legal entities, rather than “natural persons.” All the
same, actors including ICANN are practicing voluntary
censorship because the GDPR’s provisions are so vague and
the potential penalties so high.

The paper now illustrates examples of the privacy and
security problems created by GDPR- some expected, others
not envisaged — and their repercussions.

Il. CASES AND ANALYSIS

A. Reinforcement of USA Internet Platforms

Since the implementation of the GDPR, Google,
Facebook, and Amazon have increased their market share in
the EU [7]. Three things have happened: [8]



(1) The cost of GDPR compliance for most organization
is a large, fixed cost. The GDPR imposes this fixed cost on
business; large, profitable firms can absorb it; but it falls
hard on small, lean firms. As we stated in our abstract there
has not been a proper evaluation on the impact of those costs
at level of European SMEs.

(2) Many advertisers and publishers have stopped using
competing tracking tools to Google and Facebook, giving a
greater share of the market to the established players.

(3) Users are less likely to try new platforms and tools,
sticking instead with the “devil they know” in the incumbent
players because they perceive that the larger companies
have more resources to comply with the regulation.

This outcome runs counter to the GDPR proponents
declarations that the EU would somehow “tame” the large
USA players. There was an expectation that large fines
would deter the platforms’ business, that companies would
be less aggressive in data collection, and that a space would
open for small firms, but as Politico reported, large firms
with financial and regulatory resources have “gamed” the
system. Rules that were supposed to empower citizens have
instead helped “Big Tech.” [9]

The GDPR has affected the downstream advertising
market. Given the scope of Google’s advertising platform
and its affiliates on syndicated networks, its compliance
with the GDPR has caused ripple effects in ancillary
markets. Independent ad exchanges noted prices
plummeting 20 to 40 percent [10]. Some advertisers report
being shut out from exchanges [11]. The GDPR’s complex
and arcane designations for “controllers” and “processors”
can ensnare third-party chipmakers, component suppliers,
and software vendors that have never interfaced with end
users, as European courts have ruled that any part of the
internet ecosystem can be liable for data breaches [12].

One online publisher calls the GDPR the “Google Data
Protection Regulation and explains: “We have suddenly
become even more dependent on Google, while other
exchanges are hurting.” [13]. Some large firms may
welcome the GDPR because they can afford the cost of
compliance and thereby reduce the threat of disruptive
startups. means there are fewer competitors, but in a more
pernicious

For those who study the empirical outcomes of
regulation, this is not a surprise. As Nobel Memorial Prize
on Economics George Stigler observed more than 40 years
ago, “Regulation is acquired by industry and operated for its
benefit.” [14]

B. SMEs in Europe

The GDPR has weakened small- and medium-sized
firms (SMEs). One study suggests that small- and medium-
sized ad tech competitors have lost up to one-third of their
market position since the GDPR took effect [15].
Researchers at Aalborg University found that the GDPR has
led to smaller third-party trackers disappearing to the
advantage of the big ones, enhancing concentration of
power for access to and collecting of user data [16].

Despite some years of notice about the GDPR’s coming
implementation, only 20 percent of EU companies,
primarily the large firms, are digitized [17]. There is little
to no data that show that SMEs are growing in the EU

because of the regulation [18]. The European
Commission’s Digital Scoreboard reports show a consistent
lag in the small to medium enterprise segment, particularly
to modernize their websites and market outside their own
EU countries [19].

Many USA media, retailers, game companies, and
service providers no longer operate in the EU because of the
GDPR. The Williams-Sonoma and Pottery Barn websites
are dark [20]. Over 1000 US newspapers no longer show
their content in the EU for fear of breaking the rules [21].
Such heavy-handed regulation would likely be considered
a violation of free speech in US.

There are numerous examples of how the regulation has
already impacted USA based firms. The San Francisco—
based Klout, an innovative online service that used social
media analytics to rate its users according to online social
influence, closed down completely. [22] Drawbridge, an
identity-management company from San Mateo, California,
exited the EU and sold off its ad-tracking business because
of the GDPR activation [23].

Verve, a leading mobile marketing platform with offices
in six US cities, closed its European operation in advance of
the GDPR, affecting 15 EU employees [24]. Valve, an
award-winning video game company in Bellevue,
Washington, shut down an entire game community rather
than invest in GDPR compliance [25]. Uber Entertainment,
also based in Washington, similarly shut down one of its
most popular games entirely after a six-year run because
upgrading the platform to GDPR compliance was too
expensive [26]. California-based Gravity Interactive no
longer offers games in the EU and refunded its European
customers [27]. The Las Vegas-based Brent Ozar
Unlimited, which offers a range of information technology
and software support services, stopped serving the EU [28].
San Francisco’s Payver, the dashboard camera app that pays
drivers to collect road information on potholes, fallen road
signs, and other inputs to build maps to improve the safety
of self-driving cars, no longer supports the EU [29].

Legal news website Above the Law describes the EU
closures of Ragnarok Online, Unroll.me, SMNC, Tunngle,
and Steel Root, noting that the GPDR is splintering the
internet and that GDPR policymakers refused to listen to
concerns from startups before the launch and now refuse to
fix its problems [30]. Even the Association of National
Advertisers website is not available in the EU [31].

Indeed, the GDPR can be examined as a trade barrier to
keep small USA firms out so that European SMES can get a
foothold [32]. Even so, the GDPR has also made it difficult
for European startups to comply and grow. SMEunited,
which represents 12 million of the 24 million micro- to
medium-sized enterprises in Europe (99.8 percent of all
enterprises, two-thirds of employment, and close to 60
percent of the added value created in the EU) observes,
“Overall this legislation creates severe difficulties for
micro-enterprises and SMEs as it is not proportional. The
legislation was conceived to tackle attitudes of big players,
not those of SMEs. The administrative burden for
documentation has increased and SMEs suffer from the lack
of human and economic resources to cope with this
legislation.” [33]

The regulation has also hurt the European venture
capital market which funds startups. An important study



published by the USA National Bureau of Economic
Research and coauthored by the USA Federal Trade
Commission’s (FTC) former chief economist notes a $3.38
million decrease in total dollars raised per country per week
from July 2017 to September 2018, a 17.6 percent reduction
in weekly venture deals, and a 39.6 percent decrease in the
amount raised per deal. The numbers are associated with
between 3,000 and 30,000 job losses. [34]

Allied for Startups, a pan-European advocacy group,
recognized that while there are fewer examples of European
firms closing because of the GDPR, the regulation has not
made it easier for startups. “Shutting down is not the same
of growing slower. Every small startup, NGO or one person
blog has to comply” [35]. A Bitkom (German tech industry
association) survey found that eight out of ten companies
had a significantly increased workload. Ninety-six percent
of companies ask for corrections to the new rules. Six out of
ten companies even demand a simplification of the GDPR”
[36].

Consider the case of Momio, a social network for
children started to offer an alternative to Facebook. Momio
is an online social network designed and operated
exclusively for children age 5-15 with one million users
across the Nordic region and Netherlands, Germany, and
Poland [37]. Launched in 2013, it operates a flagship
version and Momio Lite, which does not process any
personal data. The Lite version does not allow posting of
text or images. Parental consent is required for users under
the age of 13. Kids access the platform via a mobile device
and interact with avatars they individually create. The
platform is funded by partnerships with kid-friendly content
and media companies. The platform is grounded in concepts
of digital life skills with a focus on digital use, safety,
security, emotional intelligence, communication, and
literacy. As explained in an email by the company’s CEO
Mikael Jensen, “...as far as I know, the GDPR legislative
work has not involved parents and children in the
development of the law when it comes to child protection.
GDPR has not made it easier to be a child on digital
platforms, but on the contrary, more difficult.” [38]

C. WHOIS and Cyberrisks

The GDPR has created increased cyber risk notably with
the WHOIS [39] and identity theft [40]. A key unintended
consequence of the GDPR is that it undermines the
transparency of the international systems and architectures
that organize the internet. The WHOIS query and response
protocol for internet domain names, IP addresses, and
autonomous systems is used by law enforcement,
cybersecurity professionals, researchers, and trademark and
intellectual property rights holders [41]. The Internet
Corporation for Assigned Names and Numbers (ICANN)
recently announced a Temporary Specification that allows
registries and registrars to obscure WHOIS information they
were previously required to make public, ostensibly to
comply with the GDPR [42]. This has hindered efforts to
combat unlawful activity online, including terrorism [43],
identity theft, cyberattacks, online espionage, theft of
intellectual property, fraud, unlawful sale of drugs, human
trafficking, and other criminal behavior, and it is not even
required by the GDPR.

The GDPR does not apply at all to non-personal
information and states that disclosure of even personal
information can be warranted for matters such as consumer

protection, public safety, law enforcement, enforcement of
rights, cybersecurity, and combating fraud. Moreover, the
GDPR does not apply to domain names registered to US
registrants by USA registrars and registries. Nor does it
apply to domain name registrants that are companies,
businesses, or other legal entities, rather than “natural
persons.” All the same, actors including ICANN are
practicing voluntary censorship because the GDPR’s
provisions are so vague and the potential penalties so high.
GDPR proponents have likely contributed to the impression
that the GDPR urges measures such as the Temporary
Specification. For example, in her role in the Article 29
Working Party, the group that drove the promulgation of the
GDPR, Andrea Jelinek said that the elimination and
masking of WHOIS information is justified under the
GDPR [44].

The WHOIS problem can be described as the conflict
between the individual’s right to privacy and the public’s
right to know [45]. The situation harkens back to a policy
fallacy which emerged to challenge the rollout of caller ID
arguing that the technology violated the privacy rights of
callers. Today the receiver’s right to know who is calling is
prioritized over the caller’s right to remain anonymous [47].
Similarly, it is understood that the needs of public safety will
supersede data protection, particularly in situations of
danger to human life. Moreover, one should expect
intellectual property to be in balance with data protection,
not in conflict, as it is under the GDPR. The pace of
development of privacy and data protection law is
significantly faster than that of other kinds of law, leading
one scholar to suggest that it threatens to upend the balance
with other fundamental rights [48]. This point is
underscored by Richard Epstein in his critique of the idea of
privacy rights established by the Warren Court noting the
theory that assumes that it is “always easy, if not inevitable,
to expand the set of rights without adverse social
consequences,” but it never stops to consider that, when
rights are expanded, correlative duties are imposed on
others [49].

The GDPR has unwittingly created incentives for
identity theft and online fraud. The GDPR and the
California Consumer Privacy Act (CCPA) purportedly give
users the ability to control their data by facilitating user
requests. However, they also give hackers and identity
thieves the ability to steal data because there is no provision
for user authentication. Companies now must develop data
pools to respond to user requests, creating a target-rich
environment for cyber criminals [50]. This outcome is
indicative both of the zeal of policymakers to regulate
without thinking through the consequences (let alone
consulting users about their preferences) and the general
sloppiness of a law stitched together in a mere week, as was
the case of the CCPA.

There are additional security problems. In their rush to
declare moral superiority over the US, European
policymakers disregarded the threats to privacy posed by
network hardware manufacturers Huawei, ZTE, and
Lenovo. European authorities, wanting to expand service
networks cheaply, blessed the construction of
communications networks with equipment from dubious
Chinese vendors. Data-protection standards mean little if
affiliates of the Chinese government and military can access



data in the cloud, through backdoors, by hacking, or through
other illicit means.

D. Consumer Trust and Digital Services

The GDPR might be justified if it created greater trust in
the digital ecosystem, but there is no such evidence. After a
decade of GDPR-type regulations—in which users endure
intrusive pop-ups and disclosures on every digital property
they visit [51] —Europeans report no greater sense of trust
online [52]. More than half of survey respondents in the UK
say that they feel no better off since the GDPR took effect
and that it has not helped them understand how their data
are used [53]. As of 2017, only 30 percent of Europeans
shop outside their own country (a paltry increase of 10
percent in a decade), demonstrating that the European
Commission’s Digital Single Market goals are still elusive
and below expectations [54].

Political science could suggest that the GDPR is a
response to reduced voter confidence slipping, and is thus
an attempt by European policymakers to solidify legitimacy
for Brussels during a period of deep skepticism among
voters. The GDPR can be examined in the context of a
heightened pro v. anti-EU debate, fueled by a rise in
Euroscepticism and nationalist parties which charge that
European integration weakens national sovereignty [55].
Smarting from a disgruntled electorate and the Brexit
bombshell [56], pro-European coalitions support pan-
European regulation such as the GDPR to legitimize the EU
project. It should be noted that Eurosceptic political actors
are not necessarily opposed to data protection regulation;
they merely prefer the primacy of national institutions over
European ones, largely because of concerns that EU
institutions and policies are subverting democracy.

In the case of the GDPR, there was no groundswell of
public support calling for the enactment of greater data
protection regulation. The GDPR was enacted during a
period of voter “disengagement.” [57] Participation in
European Parliament elections has dwindled from 62
percent in 1979 to just 42 percent in 2014. [58] This
environment of voter disengagement is conducive for the
collective action of organized special interests to defeat a
diffuse, disgruntled, and unorganized majority [59].
Relatively few Europeans are even aware of the GDPR. For
example, a survey found that only 34 percent of respondents
recognized the law, and even fewer knew what it covered
[60]. Essentially, a relatively small group of GDPR
advocates successfully implemented massive pan-European
regulation without significant voter buy-in. Public opinion
as measured by the Eurobarometer poll [61] suggests that
most people would prefer a more nuanced approach to data
protection over the GDPR, and that most would rather
strengthen regulation at the nation-state level than at the EU.
[62]

E. Privacy Expectations

To do business in the EU today, the average firm of 500
employees must spend about $3 million to comply with the
GDPR [63]. Thousands of US firms have decided it is not
worthwhile and have exited [64]. Of course, $3 million, or
even $300 million, is nothing for Google, Facebook, and
Amazon (many Fortune 500 firms have reportedly
earmarked $8 billion for GDPR upgrades [65]), but it would
bankrupt many online enterprises. Indeed, less than half of
eligible firms are fully compliant with the GDPR,; one-fifth

say that full compliance is impossible [66]. In a recent
survey of small business owners in the EU, a whopping nine
out of ten reported not knowing about the GDPR and that its
fines for non-compliance could adversely impact them [67].

Firms are right to be concerned about non-compliance.
Failing to meet one of the 45 business regulations of the
GDPR appears to be the leading cause of complaints against
individuals, small businesses, and nonprofit organizations,
as noted by the of Ireland’s Data Protection Commission
[68]. She reported that the bulk of complaints are billing
issues with retailers and bank statement disputes with
financial institutions. While these issues are already covered
under other laws, plaintiffs use the GDPR to win additional
leverage for separate legal actions and litigation such as
wrongful termination, personal injury, identity theft,
inappropriate disclosure, and so on. The direct welfare loss
of the GDPR is estimated to be about €260 per European
citizen [69].

It does not appear that consumers are so empowered by
the GDPR, however litigants received many new “rights” as
a result of the GDPR including the right to organize class
actions [72], lodge complaints [73], and receive
compensation [74] from fines levied on firms’ annual
revenue, as high as four percent of annual revenue [75].
Historically, Europe has largely eschewed “U.S.-style”
class actions [76], noting that they disproportionately
reward lawyers and litigation financiers over consumers
[77]. But policymakers have engineered the GDPR so that
privacy activists can bring cases without overcoming legal
barriers of standing and jurisdiction, which are traditional
safeguards against the abuse of the legal system for private
gain. A mere 7 hours after the GDPR was implemented,
complaints requesting over $8 billion in damages and
compensation had already been filed by professional
litigants who helped craft the law [78].

Another issue with the GDPR s selective enforcement
or enforcement discretion, which occurs when authorities
choose whether and how to punish an actor which has
violated the law, including to what degree it turns a blind
eye to lack of compliance. While selective enforcement may
sometimes be more efficient, it can also produce bias,
corruption, and prejudice. For example, there is evidence of
bias in the selective enforcement of human rights laws [79],
as well as in the selective enforcement of industrial
regulation [80]. A recent doctoral thesis in the European
University Institute’s Department of Law documents the
European Commission’s policy of selective law
enforcement and argues that it is based upon the pillars of
confidentiality, bilateralism, flexibility, and autonomy [81].
While it has been pressured to increase its legitimacy by
improving enforcement with standards such as
transparency, trilateralism, objectivity, and accountability,
the Commission has resisted, and its position has been
upheld in the European Court of Justice. The thesis explains
that selective enforcement is prevalent because the
Commission’s ability to enforce the law is limited. Indeed,
the Commission is perceived as reluctant to improve
standards and formalize enforcement because doing so
would create administrative burdens, which would in turn
decrease its efficiency [82].



I1l. CONCLUSIONS

The paper presents five major outcomes which appear
to contradict the policy expectation of the GDPR:

1. The largest USA platforms have increased market
share. Success EU data protection regulation does not
appear to incentivize the creation or formation of European
native platforms of global importance.

2. The GDPR has weakened already small and
medium sized firms and has not made it easier for them to
grow in the EU. The impact in the ability to create internal
markets for competition in emergent services (e.g. 10T) is
now limited by the compliance of the regulation.

3. Consumers’ trust online has fallen to its lowest
point in a decade. While it is not suggested that there is a
direct relationship between GDPR and trust; it is merely
observed that successive data protection regulation is not
associated with greater trust. The dip in the indicator is
concerning at a time when policymakers have messaged
repeatedly that the GDPR is a pro-consumer regulation.

4. The GDPR has increased cyber risk around
WHOIS, identity theft, and fraud. This risk has not been
quantified in monetary terms nor is there a clear economic
figure on the impact of implementation the regulation.

5. The GDPR may in fact create an illusion of
privacy, with the presence of a strong regulation to which
less than half of applicable firms comply because of the high
cost and discretionary enforcement.

It is not evident that the GDPR which was purported to
ensure users’ rights and privileges will necessarily
discipline the largest online players. In particular there is a
need to review data breaches and conceptualize threats of
data processing to individual privacy within the large
hierarchy of threats: individual, community, country,
industry or sector based, primary or critical infrastructure
(e.g. nuclear stations, hospitals, water supplies ) and civilian
and military uses. Moreover a comprehensive economic
analysis of the real costs and impact of the implementation
of the GDPR rules is required to understand the impact in
the European digital economy.
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