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Takeaways

|dentify the privacy initiatives that will lay the groundwork for ongoing compliance

Leverage existing privacy law initiatives and project workstreams into sustainable business
processes by finding a home for those workstreams in a privacy management accountability

framework

Learn how to effectively report on key compliance requirements so that you can
communicate with key stakeholders and are “regulator-ready”



Agenda

The state of the States

What is an “evergreen” privacy program

Panel Discussion

Case Study — turning a privacy compliance initiative into a sustainable business process

Questions



CCPA OVERVIEW



Main Individual Rights

RIGHT TO KNOW

RIGHT OF DELETION

RIGHT TO OPT-OUT FROM SALE

RIGHT TO NO DISCRIMINATION
PRIVATE RIGHT OF ACTION (breaches)

i bR

Rights mainly apply to data collected in the
12 months preceding the request and can be
exercised free of charge.

CALIFORNIA CONSUMER

PRIVACY ACT (CCPA)

» Applies in the State of California and
to organizations doing business there

» Legislation focuses on data subject
rights

« Rights only extended to California
residents

»  Will apply as of 1 January 2020




Thinking Ahead - California is Not the Only Law

5 Note for Maine
9 Effective July 12020,

Note for California:
ffective January 1t, 2020.

Legend

W Consumes Privacy Law A —

Cansumer Privacy Bill

Update 122019

NYMIT

PRIVACY COMPLIANCE SOFTWARE

Note for Nevada.
Effective October 1st, 2019

States and Territories

1. California
California Consumer Privacy Act of 2018 (CCPA)
(California Civil Code - Division 3 - Part 4 - Title 1.81.5)

4. Maryland
'S8 613 Online Consumer Protection Act (adjourned sine die)
HB 901 Online Consumer Protection Act (adjourned sine die)
5. Massachusetts
SB 120 Relative to consumer data privacy

6. Minnesota

9. New York
8224 Right to Know Act of 2019
AB 3739 Right to Know Act of 2019
SB 4411 An Act to amend the general business law and the state finance
law, in relation to allowing consumers the right 10 request from businesses
the categories of personal information the business has sold o disclosed
10 third parties.
AD6351 - An Act to amend the general business law and the state finance
law, in relation to allowing consumers the right 1o request from businesses
the categories of personal information the business has sold o disclosed
10 third parties.
Bill AO7736 - It's your Data , Act

10. Pennsylvania
HA 1040

@ Sector-Specific (ISPs)

2. Louisiana
HB465 - Interet and Social Media Data Privacy
and Protection Act

3. Maine
S8 946, An Act to Protect the Privacy of Online
Customer Information - (Effective July 1 2020)

Scope

State-level Privacy Legislation
in the United States

Inits current form, this bill
student data and on: nits
name a reader may think it's a CCPAike bill.
Further reviews are expected.



The US Consumer Privacy Laws and Bills

Parallels
“DO NOT SELL” GDPR AND STRONG EQUAL
PERSONAL CCPA-LIKE ENFORCEMENT TREATMENT
INFORMATION RIGHTS & I |
|
OBLIGATIONS . Attorneys- « Prohibition to
* Individual can I General in discriminate
request h f i
information * Individual has :n?cr)?:e(r)nent igslstsr:\ers
bout dat the right of . o ]
about data . Possibility to exercising their
sales Zt:t::ss to his/her impose rights
* Individual has Iti hold
the right to opt- * Individual can g(:g:nilzeasti(())rnso
out of data request liable
sales correction or
« Organization deletion of data
has the

obligation to
display opt-out
link or button



ACCOUNTABILITY VS.

COMPLIANCE



Development of Accountability as a Privacy and Data Protection Principle

.
Aélvl[ OECD — :""’4":::""!"‘“"'
@)) OECD iy
LE R
Guidelines on the Protection [ e - Columbia: Guide for Australia:
of Privacy APEC Pri U.S. Federal Trade the Implementation Privacy
and Transborder Flows of Fra(r:ne:r:/\’oariy Commission Enforcement OECD Revised of Accountabilityin ~ Management
Personal Data

Actions Guidelines Organizations Framework
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Canada: Getting

PIPEDA Schedule 14.1 Article 29 Data Protection Accountability Right With EU: General
Principle 1: Accountability Working Party a Privacy Management Data Protection Philippines
Opinion 3/2010 on the Principle Program Regulation Privacy
of Accountability Accountability
| Hong Kong: and
Privacy Compliance

Management Program Framework
Best Practice Guide - -

The Madrid Resolution —
International Standards on the
Protection of Personal Data and Singapore
Privacy PDPC




Operationalizing Accountability

A proven method for putting in place appropriate technical and organisational measures and
demonstrating compliance

@esponsm,t y

Accountability is embedding ongoing technical and organisational Structured
measures throughout the organisation, resulting in the ability to Management
demonstrate accountability and compliance with evidence.

Appropriate Technical and organisational measures have been
RESPONSIBILITY identified and are implemented and maintained on an ongoing
basis

An individual (or function or business unit) is answerable for the
OWNERSHIP management and monitoring of technical and organizational
measures

Documentation is produced as a result of implementing technical
EVIDENCE or organisational measure and that can be used as Evidence of
accountability and compliance (board reporting, regulators)




Traditional Compliance Assessment Approach

Regulatory Requirements l» Privacy Programs & Activities

EU GDPR Company Policies and

R s Procedures

a Brazil LGPD ‘ = Information Security
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Traditional Compliance Assessment Approach

Regulatory Requirements

EU GDPR

v Rit~ 2

v RI

Brazil LGPD

v R Y RU

v RI

v RI

v RL
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v RU
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California CCPA

YRy Hong Kong

v r Ordinance
v RU .

0 Mexico Data

+~ Rru Protection Act

v R v Rule 1
v RL

Y Ry v Rule 2
v RL

v Rule 3
v RL

v Rule 4

v Rule 5

l» Privacy Programs & Activities

Rationalized

Rule Set
v Rule A

v Rule B
v Rule C
v Rule D
v Rule E

HK v Rule 1
PDPO v Rule 2

v Rule 2




Accountability Based Approach

Leverage existing activities to comply with many laws and evidence of accountability to demonstrate compliance

ONE ACCOUNTABLE

PRIVACY PROGRAM

Responsibility
Ownership
Evidence

| 2

Evidence of accountability is
mapped to requirements,
allowing the organization to
demonstrate compliance
with laws and regulations
on-demand, supported by
evidence.

MANY REGULATORY

REQUIREMENTS

Washington
Privacy Act
v

NY Consumer
Privacy Act
v Rule 1

Texas Privacy
Act

Massachussetts
Consumer Data
Privacy act

vriel @

¥ Rule 2

California - CCPA

¥ Rule 3
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v Rules g
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Responsible Measures (policies,
procedures, processes)

Maintain procedures to respond to requests for access to personal data

Nevada

Maintain procedures to respond opt-out of, restrict or object to

processing

Maintain procedures to respond to requests for data portability
Maintain procedures to respond to requests to be forgotten or for erasure
of data

Provide data privacy notice at all point where personal data is collected

Maintain technical security measures
Maintain a data privacy incident/response plan
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Privacy Frameworks

INTERNATIONAL STANDARD
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C ] Gt e Security techniques — Extension to
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privacy information management —
Requirements and guidelines

150|1EC

NIST Privacy Framework Nymity Privacy Management ISO/IEC 27701: 2019
Accountability Framework Extension to ISP 27001 for
privacy information management
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PANEL DISCUSSION
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ALL EMPLOYEES
"TRAINED BY
MR MIYAGI



The evergreen privacy program

+

START WITH
BEST PRACTICES
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The evergreen privacy program

+
BUILD INTO (owwhat data you have

EVERYDAY
PROCESS ES Know where that data is

What tools/platforms do you
use?

Who do you share data with,
what do you share and why?
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The Evergreen Privacy Program



ABC Co.

Record of Personal Information and Required Categories

Categories of

Types of personal information
collected e.g name, address,

Categories of sources

Categories of third

Categories of third
parties to whom

General description of

Business Purpose of Categories of . o N arties to whom  _ . . Retention schedule N e —
: pose g personal = | IP address, demographic data, = Sensitive Data = | from which personal P - = = information was : R technical and organisational =
function processing Consumers . N p n — personal information . n (if possible) " 3 3
information age, gender,shopping information is collected was sold disclosed for a business security measures (if possible)
preferences purpose
: ) 6 years
Human Resources Personnel file Employees Contact details name, address N employees N/A Service Providers Encrypted storage
post-employment
6 years
Human Resources Personnel file Employees Pay details account number ¥ - Bank account details employees N/A Service Providers post—en‘:plo ment Encrypted storage, access controls
6 years
Human Resources Recruitment Successful candidates Qualifications name, address, email address N employees N/A Service Providers post-en‘:ployment Encrypted storage, access controls
Human Resources Recruitment Successful candidates |  Employment history N employees N/A Service Providers 6 years Encrypted storage, access controls
. . Advertising/Marketing
name, address, email address, IP Data Compiling companies Companies, Apparel & End of customer
Sales Direct marketing Existing customers Identifiers address, age, N On\m_e and mobile Accessory Companies, N/A relationship Encrypted storage and transfer
websites and apps y
Automaotive Companies....
Apparel and Accessory
Sales Direct marketing Existing customers Transatngns total annual purchase of women'’s N Companies, Cnnsgmer N/A N/A End of .custo.mer Encrypted storage and transfer
Information apparel Survey Companies, relationship
Electronic Companies
Sales Direct marketing Potential customers Demographic age, gender, marital status N Data Compiling companies N/A N/A 1 year post-campaign Encrypted storage and transfer
Advertising/Marketin,
Marketing segments: high income| Maybe - includes data Companiegﬂprparel g%
Sales Direct marketing Potential customers Inferences earner, outdoor enthusiast, pets, | elements race, ethnicity, | Data Compling companies Accesso 6om anies N/A 1 year post-campaign Encrypted storage and transfer
hatchback cars, right-wing politics political affiliation oY P !
Automaotive Companies....
Internet ar other Advertising/Marketing
. . ) . . A Cnline and mobile Companies, Apparel & B
Sales Direct marketing Potential customers electronic netwark browsing history, online interests N obsi d : - N/A
activity information websites and apps Accessory Companies,
Antnmats Camnani
+ = P2RROPA ~ H sources ~ Third-Party Recipients ~ v Categories Example ~ ndustry Categories ~ Sensitive Data ~ Example Exp
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Demonstrating Compliance
- Regulator and Audit Ready

How will we demonstrate compliance?

How the Request was Identity of Employee Nature of the Search for Records (where, Request was granted Request was denied (reasons, legal Data Subject Statement outlining

Request No. Date of Request Made applicant verified Status Assigned Request when and by who) (how, date) provision, date) Communication Sent  disagreement or complaint Final Outcome

A 4

Electronic file for every Upon request, write
request with the evidence a formal report




Questions and Contact

TERESA TROESTER-FALK RACHEL GLASSER BRITTANIE HALL

Chief Global Privacy Strategist, Chief Privacy Officer Senior Associate
Facilitator & Speaker



