
Taking full effect on January 1, 2020, the California Consumer Privacy Act has been heralded 
as a major step in the protection of consumer data in the United States and possibly a 
forerunner of changes to come in other U.S. states and even nationally. This primer addresses 
common concerns that businesses face in assessing whether they must comply with the 
CCPA’s extensive requirements.

The California Consumer Privacy Act: Is my business caught?

The California Consumer Privacy Act of 2018, Cal. Civ. Code § 1798.100 
et seq., (“CCPA” or the “Act”), provides for broader consumer rights 
than previously available in the United States. The Act was passed 
by legislators in Sacramento, California and signed into law by the 
Governor of California in June 2018 to avoid a more restrictive ballot 
initiative. As a result, the CCPA never received a level of scrutiny by the 
state legislature customary of most bills. Though the Act was amended 
slightly a few months after it was passed, there are still more than 20 
proposed amendments pending, some of which are expected to pass 
in the summer and fall of 2019 and possibly into 2020. The California 
Attorney General is expected to publish the Act’s implementing 
regulations as early as October 2019 and can begin enforcing the Act 
six months thereafter or starting July 1, 2020, whichever is sooner.

As currently drafted, the CCPA requires covered companies to disclose 
the categories of information they collect as well as the intended use 
of that information.1 The Act also provides consumers with a host 
of new rights, including the right to (i) request the deletion of such 
information;2 and (ii) require disclosure of what information has been 
resold and to whom.3 Additionally, businesses may not discriminate 
against consumers choosing to exercise these rights.4 

Penalties and consequences under the CCPA can be steep. Companies 
that fail to comply with the CCPA are subject to civil penalties of up 
to US$2,500 per violation and US$7,500 per intentional violation – 
which can add up quickly because “per violation” is calculated as per 
consumer impacted.5

With respect to data breaches, the Act provides for a new private 
cause of action for anyone affected by a data breach because 
of a company’s failure to implement and maintain “reasonable 
security procedures and practices” appropriate to the nature of the 
company’s business.6 Under the current version of the Act, affected 
consumers can file a civil lawsuit seeking either damages between 
US$100 and US$750 per consumer per incident or actual damages, 
if provable, whichever is greater; victims of a data breach can also 
seek injunctive or declaratory relief from a court.7

The following frequently asked questions address the scope and 
application of the CCPA more in-depth.

When does the CCPA apply?1

The CCPA applies to for-profit sole proprietorships, partnerships, 
limited liability companies, corporations, associations or “other legal 
entities” that “do business in the State of California” and fulfill at 
least one of three triggers: (i) have annual gross revenues in excess 
of US$25m, (ii) hold the personal information of at least 50,000 
California residents or (iii) make at least 50% of their revenue from 
selling consumer data.8

Does the CCPA automatically apply to businesses 
based in California?2

No, even if a company or other legal entity is incorporated, registered, 
headquartered or operating in California, or has offices in the State, 
it must still meet at least one of the three requirements mentioned 
above (see response to Question 1). Additionally, the statute applies 
to only for-profit businesses, carving out non-profits.

What does it mean to “do business in the  
State of California”?3

An entity must “do business” in California to fall under the CCPA. 
However, the CCPA does not define “do[ing] business in the 
State of California” for the purposes of the Act. Until the California 
Attorney General clarifies the issue,9  companies can look to existing 
California law as precedent. Generally, an entity that is incorporated, 
headquartered or has offices in California will be considered to 
be “doing business” in California.10 For entities that do not have a 
physical presence in the State, California courts have considered three 
factors in determining whether a corporation that is not incorporated 
or headquartered in California is “doing business” in the State:11 
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1. The corporation is subject to California taxation. Under the 
California tax code, a corporation “does business” in California if it 
actively engages in any transaction for the purpose of financial or 
pecuniary gain or profit in California.12 This includes (i) if a business 
exceeds the lesser of either US$500,000 or 25% of the business’ 
total sales in the State, (ii) if the business maintains property 
exceeding US$50,000 or 25% of the business’ total property or 
(iii) the amount paid in California in compensation exceeds either 
US$50,000 or 25% of the total compensation paid by the business. 

2. The corporation is registered in the State of California as an out-
of-state or “foreign” entity. Out-of-state and non-U.S. corporations 
must register with the State before transacting business in 
California under California corporate law. Specifically, if an entity 
enters into repeated and successive transactions in California 
other than interstate or foreign commerce, it is considered to be 
“doing business” in the State13 and must first register or “qualify” 
by filing the appropriate forms with the California Secretary of State. 
There are a number of notable exceptions that do not subject 
an entity to California corporate law, which include owning a 
subsidiary that transacts business in California, holding meetings or 
maintaining bank accounts within the State, effecting sales through 
independent contractors, or conducting isolated transactions 
that are completed within 180 days and are not in the course of 
repeated transactions of a like nature. 

3. The corporation is subject to service of process in California.  
For most California courts, determining whether a business “does 
business” in California is nearly synonymous with the power of 
California to subject a foreign corporation to the jurisdiction of 
California courts.14 Generally, if a foreign corporation engages in 
regularly-established, continuous and substantial business activity 
(as distinguished from casual, isolated or insubstantial transactions 
or contacts), it will be subject to service of process and therefore 
is likely doing business in the State.15 In addition, if a corporation 
gains the same commercial advantages that would be available to 
it through an office or group of employees maintained in the State 
devoted exclusively to that business, the corporation is said to be 
“doing business” in the State.16

Does the CCPA apply extraterritorially to businesses 
outside of California and the United States?4

Based on the above “doing business” requirement, the CCPA will 
apply to some companies not headquartered in either California or 
even the United States. This can happen in two ways.

First, a company not headquartered in California – whether a U.S. or 
non-U.S. company – may fall into the definition of a covered business 
under the Act on its own terms. As the fifth largest economy in the 
world, California is a popular place to “do business.” If a foreign 
corporation not headquartered in the State meets the “doing business” 
definition (see response to Question 3), and one of the three triggers 
applies (see response to Question 1), the Act will apply.17 

Second, a foreign corporation may be subject to the Act if its parent 
or subsidiary is a covered business under the Act. The CCPA applies 
to “[a]ny entity” that “controls” or is “controlled by” a covered 
business.18 (See Question 7 below).

How are “annual gross revenues in excess of 
twenty-five million dollars (US$25m)” assessed?5

One of the three triggers (see response to Question 1) requires  
“annual gross revenues” in excess of US$25m.19 The Act itself, 
however, does not define how “annual gross revenues” are 
calculated, ie whether by financial year, calendar year or on a rolling 
basis over the last four quarters or 12-month period. Nor does the 
CCPA define whether gross revenue is intended to capture an entity’s 
California-based gross revenue or its global gross revenue. Nor can 
we look to California tax law for further guidance.20

Given the lack of clarity, companies should take a reasonable 
position, for example, following the financial accounting period the 
business uses for tax filing purposes and accounting (in particular 
with respect to California taxation), whether that is determined by 
financial year-end or calendar year-end. Companies should consider 
whether any method of calculation could satisfy the trigger of annual 
gross revenue in excess of US$25m.

It is important to remember that the US$25m threshold is only one 
of three possible triggers. Thus, even if a company is under the dollar 
threshold, if it does business in the State of California and either holds 
the personal information of 50,000 State residents or makes at least 
50% of its revenue from selling consumer data, the Act will still apply. 

Does this dollar threshold apply per entity  
or to the whole group?6

As mentioned in the previous question, the Act does not define how 
“annual gross revenues” are calculated. However, the structure of 
the Act suggests that the US$25m threshold applies to each legal 
entity in and of itself, so long as it meets the prerequisite of doing 
business in California. This assessment is based on the structure 
of the statute, which applies the threshold trigger to any “sole 
proprietorship, partnership, limited liability company, corporation, 
association, or other legal entity.”21  

It is worth noting that corporate ownership of covered businesses is 
not addressed until a later section of the Act.22 This suggests that the 
Act’s dollar threshold trigger is meant to apply directly to individual 
entities with the possibility of the CCPA’s requirements extending 
to parents, subsidiaries or affiliates based only on their corporate 
ownership with respect to the directly covered entity under the Act. 
For more, see Question 7 below on the application of the CCPA 
based on corporate ownership. 

Does the CCPA also apply to parents, subsidiaries 
or affiliates of covered businesses?7

Yes, the CCPA applies to certain parents, subsidiaries and affiliates 
of covered businesses. Specifically, the Act states that “[a]ny 
entity that controls or is controlled by” a company falling under 
the Act’s requirements (see response to Question 1) and that 
“shares common branding” with that company, is also covered 
by the CCPA’s requirements.23

The Act defines “control” and “controlled by” expansively, including 
(i) “ownership of, or the power to vote, more than 50% of the 
outstanding shares of any class of voting security,” (ii) ability to 
control the election of a majority of directors or (iii) the power to 
exercise a “controlling influence” over the management of the 
company.24 This definition likely sweeps in most parent-subsidiary 
relationships, but the Act does not make clear whether such control 
extends beyond immediate parents and subsidiaries to second and 
third tiers of ownership and control. 

Additionally, “common branding” is defined to include a shared 
name, servicemark or trademark, presumably extending to a large 
number of foreign parent companies with local U.S. subsidiaries. 
While the CCPA purports to indirectly capture entities that control 
or are controlled by covered businesses under an agency theory of 
liability, the CCPA has yet to be tested in the courts.

It is important to keep in mind that the CCPA is intended to apply 
extraterritorially to companies that do business in California even 
if they are not located there or the United States. It is likely that 
the law was intended to reach foreign parent companies based 
on the coverage of their U.S. subsidiaries. Of course, a parent 
independently may fall under the CCPA’s broad coverage. As 
mentioned previously, “do[ing] business in the State of California” is 
likely to be interpreted broadly and the triggers for dollar-threshold 
and personal data of 50,000 California consumers may readily come 
into play for large overseas parent companies, whether or not they 
share client personal information with their subsidiaries.  



What if a company or financial institution has only a 
branch office in California, rather than a subsidiary?8

The CCPA applies to whole legal entities as defined by the Act 
to include “sole proprietorships, partnerships, limited liability 
companies, corporations, associations, or other legal entities.”25 
Generally, a branch office of a corporation is not considered a 
“legally distinct corporate entity.”26 Thus, under California law, the 
Act likely will treat branch offices as part of the main legal entity 
for purposes of the triggering requirements, including annual gross 
revenue and the threshold number of California residents. This 
treatment of branch offices may reasonably follow how branches are 
treated under California tax law, which typically looks at the whole 
legal entity, rather than the branch office alone, or at the very least 
looks at all revenue subject to U.S. tax jurisdiction. Therefore, if a 
branch office “does business” in California (as discussed in Question 
3), both the branch office and the legal entity it is part of will need to 
be taken into account when analyzing CCPA applicability. 

What personal information is covered by the Act?9

The CCPA defines personal information broadly, mirroring Europe’s 
General Data Protection Regulation (“GDPR”)27 in its focus on data 
capable of identifying a consumer or a household. The Act defines 
“personal information” as any information that “identifies” or is 
“capable of being associated with” a particular person or household. 
Examples include the following:  

 > Names and aliases
 > Postal addresses
 > Online identifiers, such as Internet Protocol (IP) addresses
 > Email addresses
 > Account names
 > Social security numbers
 > Driver’s license numbers
 > Passport numbers
 > Characteristics protected by California or federal law
 > Commercial information (records of personal property, products or 
services purchased or consumer histories or tendencies)

 > Biometric information
 > Internet and electronic network activity information28 

The list of covered information is quite expansive and has not yet 
been fully defined.

Which consumers are protected by the CCPA? 
Does this also apply to employees?10

While the CCPA applies extraterritorially to businesses, its protections 
extend only to California residents. The CCPA defines “consumer” 
broadly, including any natural person who is a resident of the State of 
California.29 A “resident” for purposes of the Act is a person who is in 
California “for other than a temporary or transitory purpose” and who 
“enjoy[s] the benefit and protection of its laws and government.”30

Furthermore, the Act as currently drafted (whether intended or  
not) likely applies to employees, who arguably fall within the 
definition of “consumers” if they are California residents. While 
employees are not specifically addressed by the Act, the definition 
of “personal information” at least contemplates employee personal 
information because it includes “[p]rofessional or employment-
related information.”31 Notably, an amendment was introduced to 
explicitly exclude employees and contractors from the CCPA, so 
long as their information was collected in the scope of an employee/
employer relationship. It is likely that this amendment will pass.32

How is the personal information of 50,000 or more 
consumers, households or devices calculated? 11

This threshold requirement applies to the annual buying, receiving, 
selling and/or sharing for a commercial purpose the personal 
information of at least 50,000 or more consumers households, 
and/or devices collectively. Consumer means any California 
resident (see Question 10 above), and “device” includes any 
“physical object that is capable of connecting to the Internet, 
directly or indirectly, or to another device,”33 such as a smart 
speaker, mobile phone or computer. The Act currently does 
not define the term “household.” Based on this definition, the 
CCPA’s requirements likely do not apply to information collected 
about legal entities, such as other businesses or corporations.

What is considered “selling” information under the Act?12

The definition of “selling” under the CCPA is critical to determining 
whether a business may satisfy the third threshold test of deriving 
50% or more of its annual revenues from “selling” consumers’ 
personal information.

The CCPA broadly defines “selling” to include: selling, renting, 
releasing, disclosing, disseminating, making available, transferring 
or otherwise communicating consumer personal information 
to a business or third party for monetary or other valuable 
consideration.34 This information can be transmitted orally, in writing, 
electronically or by other means.35 While the Act does not define 
“valuable consideration,” under California contract law, if a business 
exchanges personal information and receives any benefit in return 
to which it is not legally entitled absent the exchange, there is likely 
“valuable consideration,” and therefore a sale, under the Act.36

The Act gives four exceptions to the definition of a “sale”:

1. Transfers that are directed by the consumer will not be subject to 
the CCPA as a “sale”.37 For example, if a consumer intentionally 
directs or uses a business to disclose his or her personal 
information, the transfer will not be considered a sale. 

2. A sale does not occur if a business uses or shares an “identifier” 
for the purposes of alerting third parties that the consumer has 
opted out of the sale of his or her data.38

3. A sale does not occur if a business uses or shares personal 
information with a service provider that is necessary to perform 
a business purpose, as long as the service provider performs on 
the business’ behalf and the service provider does not sell the 
information itself. The business must provide notice in its terms 
and conditions that the information is being used or shared.39

4. Transfers of personal information as an asset that is part of a 
merger, acquisition, bankruptcy or other transaction where a third 
party assumes control of all or part of the business is not treated as 
a “sale”.40 Still, if the third party shares or materially alters its use of 
the information, it must notify the consumer of the changes.

Further, if a business discloses personal information for a defined 
“business purpose” or discloses deidentified information, as defined 
by the CCPA, this is not considered a sale of personal information 
and is not prohibited even if a consumer opts-out.

What if a business doesn’t sell personal information – 
does the CCPA still apply?13

The CCPA still applies to certain businesses that do not sell personal 
information. All businesses and their affiliated or co-branded 
entities that “do business” in California are subject to the act if they 
satisfy either or both of the first two triggers: (i) having annual gross 
revenues in excess of US$25m; or (ii) holding personal information 
of at least 50,000 California consumers.41 However, a business would 
not have to offer the “do not sell my personal information” button or 
link on their homepage if they are not selling personal information. 
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Conclusion

Many of the CCPA’s particulars are yet to be determined. The Act does 
not take full effect until January 1, 2020 and precludes the California 
Attorney General from bringing any enforcement actions until July 
2020, or six months after the Attorney General publishes the Act’s 
implementing regulations, whichever comes first. Given these delays 
in implementation and enforcement, California courts have not yet had 
the opportunity to interpret the CCPA’s intricacies. What is certain is 
that many companies, even those that may not expect it, will be swept 
into compliance obligations. For now, companies should continue to 
consider any potential obligations early, monitor developments and 
amendments to the Act and seek compliance advice as questions arise. 

For more about the CCPA’s requirements and compliance, 
please contact our team.
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