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It is better to be alone 

than in bad company

- Unknown (Cyber Professional???) 
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Enterprises send & receive thousands of assessments every year. The current 

business process is antiquated, inefficient, and obscures business risk. 

Pop Quiz:

1) How many assessments does your organization send & receive annually?

2) How many people, e.g. security, SMEs, business, account managers, etc., are involved in the 

response to customer assessments?

Reality – 3rd Party Assessments Today
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Rules

of data breaches estimated to have been directly or 

indirectly caused by 3rd parties

of survey respondents reported experiencing at least one 

3rd party breach

of survey respondents believe 3rd party breaches increasing

of survey respondents not confident that 3rd party vendor 

would notify the of a breach

of survey respondents not confident 4th-party vendor 

would notify of breach

63%

59%

75%

65%

89%

Sources: Soha Systems; Ponemon

� Not surprising that regulators, plaintiffs  lawyers and company stakeholders are 

laser-focused on third party vendor management:
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Rules

� Statutes/regulations generally do not call out third parties in terms of how

specifically to manage the risks they pose

� HIPAA Business Associate regulations originally required only a signed “BAA” (Business 

Associate Agreement) between the BA and the covered entity

� Early FTC actions alleged that companies failed to ensure that vendors had  

“implemented reasonable and appropriate security measures…”

� NY State Department of Financial Services (23 NYCRR 500) Cybersecurity 

Requirements for Financial Services Companies specifies in detail that covered 

entities need to have Third Party Service Provider Policies and procedures

� These requirements are serving as a template for other states
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DFS 23 500 on Third Parties

� The covered entity shall have

� Policies and procedures ensuring Third Party security of sensitive information

� Assign risks to Third Parties through a risk assessment

� Minimum security requirements for Third Parties

� Including multi-factor authentication and encryption

� While much of this due diligence has been routine for many firms for a long 

time, this level of specificity allows a firm to use the regulation as a lever 

with their Third Parties
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Risk

� Since criminals gained access to Target stores POS terminals by hacking into 

Targets HVAC vendor, the risk that the “supply chain” could equal the “kill 

chain” has been very clear

� The FBI/DHS detail of the infiltration of the US Energy grid by Russian agents 

was another perhaps more shocking example of how the turst necessary to do 

business across entities can be exploited (see next slides)

8



Russian campaign to infiltrate US energy sector via cyber 

exploits began in 2016 with undetected access and took 

years to complete
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Final state of the full compromise shows use of multiple 

vendors to eventually compromise energy companies’ 

control systems and one US Government entity
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Reality

� There are at least three tiers of third parties: small, medium and large

� Large third party service providers, like cloud platform providers, have rigorous 

security certification programs and can readily demonstrate their efforts

� Medium sized third parties can be very focused on security or not.  They tend to 

have one certification if they have any (ISO27001, HiTrust, SOC2, etc.)

� Small providers often do not have dedicated IT resources much less security 

resources.  If they need PCI compliance, they achieve it through a payment 

processor.  Their lack of standards may put them at the highest risk to be hacked 

but they are also not usual high value targets

� There are exceptions at all levels based on the type of service provided by 

the Third Party
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The problem of the “small” Third Party

� This might still be a firm with 

relatively modest annual sales

� Typically has spent time/money on 

product development vs. compliance

� Probably bringing some innovative 

technology to the table

� Probably has access to relatively 

sensitive company systems and data

Business Characteristics Security Characteristics

� Scant IT standards and controls

� Asking them a set of risk assessment 

questions without first raising their 

awareness may be counter-productive

� Perhaps the best way to ask the question is 

right after you’ve provided the answer

� Agreement to contractual provisions does 

not equate to understanding what is needed

� Expecting material assistance from them in 

the case of a cyber incident/data breach is 

often unrealistic and impractical
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Solutions to the “small” Third Party problem

Cultural Contractual Technical Verifiable

Scalable / Repeatable
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Solutions to the “small” Third Party problem

Cultural Contractual Technical Verifiable

Scalable / Repeatable

 Raise awareness level of 

vendor

 Educate and learn 

together

 Partnership: value 

transparency overall the 

transaction

 Define “data breach” in a 

productive way

 Explore a “no known data 

breach” rep/warranty

 Explain what key provisions 

mean and be specific about 

requirements when possible
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Solutions to the “small” Third Party problem

Cultural Contractual Technical Verifiable

Scalable / Repeatable

 MFA

 Anti-virus

 Patching

 Meaningful follow up 

“assessment” or “audit”

 Polices & Procedures

 Security

 Incident Response

 Network Security

 Scans
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Some Federal Efforts

� All aimed at helping the small business that might be a big risk

� NIST offers a Small Business Assessment tool

� https://www.nist.gov/cyberframework/assessment-auditing-resources

� DOD is working on a 5 tier Cybersecurity Maturity Model Certification program 

(CMMC)

� HealthIT.gov offers a HIPAA compliance assessment tool

� https://www.healthit.gov/topic/privacy-security-and-hipaa/security-risk-

assessment-tool

� The FTC has a section of its site with many resources for small businesses

� https://www.ftc.gov/tips-advice/business-center/small-businesses/cybersecurity
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