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Incident Response

• In any crisis, first thing to do is take 
your own pulse

• Have a plan – practice it – rehearse it

• Tabletop exercises

• BUT – be dynamic and ready to 
respond



Crisis Communications

• Hippocratic Oath – Do no harm.  

• If the situation is no worse at the end 
than it was at the beginning, you’ve 
done a good job

• WHAT are your goals?  What do you 
want to achieve?



Who Speaks for the Company?

• In a data breach, important to get 
message out appropriately

• To the appropriate audience

• If your spokesperson is too HIGH in the 
company, sends message of urgency and 
importance (and for SEC purposes, 
materiality)

• If not high enough, sends message that 
it’s trivial and unimportant



Who Speaks for Equifax?

• Rick Smith – CEO
• Right position – serious issue

• Wrong message – too blasé

• Not specific

• No explanation for delay



Spokesperson(s)

• Knowledgeable about the incident

• Knowledgeable about the environment

• Trained in media relations

• No, I mean REALLY trained in media relations

• I’m serious.. 

• Personable and empathetic, but not a bully or 
able to be bullied



Message discipline

• Know what you know

• Know what you don’t know

• Don’t guess

• Be cooperative – but don’t cooperate

• If you plan another briefing, say so and say 
when

• Bring experts

• Bore them with details



What’s the Message

• What happened

• How did it happen

• When did company learn of it

• How did company learn of it

• Put it in context of other incidents

• What did you do about it

• What WILL you do about it

• Do I need to worry (why, why not?)

• How is the investigation going?



How best to communicate

• Electronic media?

• Web page

• Email blast

• Text

• Print

• Physical mail?

• Check legal requirements



Response Website

• Have one prepared in advance

• Make it off your OWN website

• BUT – what if breach occurred on partner 
site?  Who maintains?

• Who is responsible for content?

• Don’t make user enter information to get 
information (how will you protect THAT 
information?)



Coordinate

• IT, Security, Risk, Compliance

• HR, PR (internal and external)

• SEC or publicly traded company

• Law Enforcement

• Legal

• International



What to Say

• Don’t trivialize – its important to the 
victim

• Remember – YOU ARE A VICTIM 
TOO.  You were attacked, and 
someone stole their data.

• Be conciliatory, but “admit” nothing

• Do more than what’s required.. And 
make sure they know it

• Refunds, rebates, coupons, 
whatever



It’s the end of the world as we know it

• What to do for a MAJOR incident?
• Remember, whatever you THINK is going on is 

wrong
• Make sure the media knows that too
• Shared responsibility – vendors, suppliers, 

third parties
• Emphasize that you took precautions – even if 

they didn’t work
• THERE ARE TWO KINDS OF COMPANIES –

THOSE WHO KNOW THEY WERE HACKED, AND 
THOSE WHO DON’T YET KNOW IT



What Issues Media Will Want You To Address

• Why did you let this happen?

• What could you have done (but didn’t) to 
prevent/mitigate?

• Why are we only hearing about this now?

• Why wasn’t the data encrypted/protected?

• Why were you collecting/sharing all that data in the first 
place?

• Why didn’t you learn about this earlier (weren’t you 
monitoring?)

• What are you doing to protect consumers/data subjects?

• Why aren’t you doing more?

Remember – It’s a trap!



Krebs Questions for Equifax

• Approximately how many credit files on Americans does Equifax currently 
maintain?

• -Prior to the Equifax breach, approximately how many Americans had chosen to 
freeze their credit files at Equifax?

• -Approximately how many total Americans today have requested a freeze from 
Equifax? This should include the company’s best estimate on the number of people 
who have requested a freeze but — because of the many failings of Equifax’s public 
response cited by Barros — were unable to do so via phone or the Internet.

• -Approximately how much does Equifax charge each time the company sells a credit 
check (i.e., a bank or other potential creditor performs a “pull” on a consumer 
credit file)?

• -On average, how many times per year does Equifax sell access to consumer’s credit 
file to a potential creditor?

• -Mr. Barros said Equifax will extend its offer of free credit freezes until the end of 
January 2018. Why not make them free indefinitely, just as the company says it 
plans to do with its credit lock service?

• In what way does a consumer placing a freeze on their credit file limit Equifax’s 
ability to do business?

• In what way does a consumer placing a lock on their credit file limit Equifax’s ability 
to do business?

• If a lock accomplishes the same as a freeze, why create more terminology that only 
confuses consumers?

• -By agreeing to use Equifax’s lock service, will consumers also be opting in to any 
additional marketing arrangements, either via Equifax or any of its partners?

• : Whether the company was the target of extortionists over this data breach 
*before* the breach was officially announced on Sept. 7.

• Equifax said the attackers abused a vulnerability in Apache Struts to break in to the 
company’s Web applications. That Struts flaw was patched by the Apache 
Foundation on March 8, 2017, but Equifax waited until after July 30, 2017 — after it 
learned of the breach — to patch the vulnerability. Why did Equifax decide to wait 
four and a half months to apply this critical update?

• How did Equifax become aware of this breach? Was it from an external source, such 
as law enforcement?

• Assuming Equifax learned about this breach from law enforcement agencies, what 
did those agencies say regarding how they learned about the breach?

• How many records have found their way to the Dark Web?

• Has there been evidence of exploitation or use of the stolen data?



More Questions for Equifax

• Multiple news organizations have reported that companies which track 
crimes related to identity theft — such as account takeovers, new 
account fraud, and e-commerce fraud — saw huge upticks in all of 
these areas corresponding to two periods that are central to Equifax’s 
breach timeline; the first in mid-May, when Equifax said the intruders 
began abusing their access to the company, and the second late 
July/early August, when Equifax said it learned about the breach.

• Has Equifax performed any analysis on consumer credit reports to 
determine if there has been any pattern of consumer harm as a result 
of this breach?

• Assuming the answer to the previous question is yes, did the company 
see any spikes in applications for new lines of consumer credit 
corresponding to these two time periods in 2017?

• Many fraud experts report that a fast-growing area of identity theft 
involves so-called “synthetic ID theft,” in which fraudsters take data 
points from multiple established consumer identities and merge them 
together to form a new identity. This type of fraud often takes years to 
result in negative consequences for consumers, and very often the 
debt collection agencies will go after whoever legitimately owns the 
Social Security number used by that identity, regardless of who owns 
the other data points.

• -Is Equifax aware of a noticeable increase in synthetic identity theft in 
recent months or years?

• -What steps, if any, does Equifax take to ensure that multiple credit 
files are not using the same Social Security number?

• -Prior to its breach disclosure, Equifax spent more than a half million 
dollars in the first half of 2017 lobbying Congress to pass legislation 
that would limit the legal liability of credit bureaus in connection with 
data security lapses. Do you still believe such legislation is necessary? 
Why or why not?



Impact of Public Statements

• Everything you say will be used against you

• FTC other regulatory agencies

• Class action (securities) litigation – breach 
response statements become Exhibit A

• State “deceptive practices” enforcement

• Is the damage/loss “material?” – SEC definitions

• PCI-DSS or Breach of Contract 
Damages/Remedies

• Breach of Privacy Policies



SEC Guidance

• SEC Division of Corporation Finance, CF Disclosure 
Guidance: Topic No. 2 Cybersecurity -October 13, 
2011

Although no existing disclosure requirement explicitly refers 
to cybersecurity risks and cyber incidents, a number of 
disclosure requirements may impose an obligation on 
registrants to disclose such risks and incidents. In addition, 
material information regarding cybersecurity risks and cyber 
incidents is required to be disclosed when necessary in order 
to make other required disclosures, in light of the 
circumstances under which they are made, not misleading. 
Therefore, as with other operational and financial risks, 
registrants should review, on an ongoing basis, the adequacy 
of their disclosure relating to cybersecurity risks and cyber 
incidents.
https://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm



To be continued…
• If you make an SEC disclosure (e.g., 10K, 10Q, etc.) of a data 

breach, it’s a tacit admission that the breach “is” or “may be” 
“material” to shareholders.

• This may create an obligation to make further or future 
disclosures about the scope and impact of the breach in future 
SEC or other filings

• At what point did it stop being “material?”

• WHAT is material?  The breach?  The losses? The breach 
disclosure?  The absence of controls? The lack of insurance? 
Contingent liabilities?  Regulatory non-compliance?  Breach of 
contract?

• If you’re going to suggest the breach was “material” know 
WHY it is material.

• Remember – ALL disclosures are ultimately SEC disclosures

• Ask your lawyers – in advance of a breach.



Know Your Disclosure Requirements
• What am I required to 

say?

• When am I required to 
say it?

• To WHOM am I required 
to say it?

• HOW am I required to 
say it?

• What CAN’T I say?



Example – The Garden State

Any business or public entity required under 
this section to disclose a breach of security of a 
customer's personal information shall, in 
advance of the disclosure to the customer, 
report the breach of security and any 
information pertaining to the breach to the 
Division of State Police in the Department of 
Law and Public Safety for investigation or 
handling, which may include dissemination or 
referral to other appropriate law enforcement 
entities.

So your press conference may violate the law…



GDPR Article 34
• 1. When the personal data breach is likely to result in a high risk to the rights and freedoms of 

natural persons, the controller shall communicate the personal data breach to the data subject 
without undue delay. 

• 2. The communication to the data subject referred to in paragraph 1 of this Article shall describe 
in clear and plain language the nature of the personal data breach and contain at least the 
information and measures referred to in points (b), (c) and (d) of Article 33(3).

• 3. The communication to the data subject referred to in paragraph 1 shall not be required if any of 
the following conditions are met:
• (a) the controller has implemented appropriate technical and organizational protection measures, and those 

measures were applied to the personal data affected by the personal data breach, in particular those that 
render the personal data unintelligible to any person who is not authorized to access it, such as encryption;

• (b) the controller has taken subsequent measures which ensure that the high risk to the rights and freedoms 
of data subjects referred to in paragraph 1 is no longer likely to materialize;

• (c) it would involve disproportionate effort. In such a case, there shall instead be a public communication or 
similar measure whereby the data subjects are informed in an equally effective manner.

• 4. If the controller has not already communicated the personal data breach to the data subject, 
the supervisory authority, having considered the likelihood of the personal data breach resulting 
in a high risk, may require it to do so or may decide that any of the conditions referred to in 
paragraph 3 are met.



GDPR Article 33 – Contents of Disclosure
1. In the case of a personal data breach, the controller shall without undue delay and, where 
feasible, not later than 72 hours after having become aware of it, notify the personal data 
breach to the supervisory authority competent in accordance with Article 55, unless the 
personal data breach is unlikely to result in a risk to the rights and freedoms of natural 
persons. Where the notification to the supervisory authority is not made within 72 hours, it 
shall be accompanied by reasons for the delay. 

2. The processor shall notify the controller without undue delay after becoming aware of a 
personal data breach.

3. The notification referred to in paragraph 1 shall at least:
(a) describe the nature of the personal data breach including where possible, the categories and 
approximate number of data subjects concerned and the categories and approximate number of personal 
data records concerned;
(b) communicate the name and contact details of the data protection officer or other contact point where 
more information can be obtained;
(c) describe the likely consequences of the personal data breach;
(d) describe the measures taken or proposed to be taken by the controller to address the personal data 
breach, including, where appropriate, measures to mitigate its possible adverse effects.

4. Where, and in so far as, it is not possible to provide the information at the same time, the 
information may be provided in phases without undue further delay.

5. The controller shall document any personal data breaches, comprising the facts relating to 
the personal data breach, its effects and the remedial action taken. That documentation shall 
enable the supervisory authority to verify compliance with this Article.



Remember Culture

• Determine WHERE the breach is likely to have 
impact
• Location of company (HQ?)
• Location of principal place of business?
• Location of majority of data subjects?

• Considered REGIONAL rather than national 
disclosures
• Put a local face on the response
• Local language for local response
• Portray yourself as part of, not separate from the culture

• Mea Culpa or Fight Like Hell?



Focus on the Hackers?

• During breach notification, focus will be on company
• Why did YOU do this?
• Why didn’t YOU protect data?

• Change the focus … address the threat
• Was this (potentially) State Actors? (You realize that this 

means War!)
• Discuss the capabilities of organized hacker groups 
• Have statistics ready – number of attacks, number thwarted, 

worldwide impact of attacks (but double edged sword – if 
such a threat, why weren’t you prepared)

• MANTRA – Bad Guys Only Have to Be Right Once - We 
Have to Be Right Every Time.  There is no PERFECT 
security.



Human Error

• What if the attack/breach/loss was caused by human 
error?
• Employee loses unencrypted thumb drive 
• Stolen/lost laptop
• Accidentally open port

• Questions will then focus on company training and 
awareness

• Be prepared to address corporate security training 
and awareness program

• Address monitoring and compensating controls
• Address auditing and checking



Sympathy for Victims But Not Admission

• Most class action privacy lawsuits fail

• Courts are reluctant to find “damages” or “loss” due 
to fear of harm.

• Mere privacy rights generally not subject to 
compensation
• Cost of replacement of cards
• Cost of identity repair
• Costs of credit monitoring
• BUT NOT “pain and suffering” from fear of identity theft

• Avoid making statements that will give rise to a cause 
of action for privacy damages!



Other Hazards

• Avoid misleading statements – even if made in good 
faith
• We use “state of the art…”
• We’re doing everything possible
• The privacy/security of our customers’ data is our primary 

concern
• The data was/was not encrypted
• This was an isolated incident – it’s never happened to us 

before
• We were monitoring

• These will be used against you
• Avoid misleading promises of future actions as well
• If you don’t know it, don’t say it.



Third Parties

• Often breaches occur because of actions of third 
parties
• Supply chain
• Vendors or suppliers
• Security providers? (managed service provider, assessors)
• Business associates, contractors, franchisors

• Do you throw them under the bus?
• Remember, you selected them (negligence)
• Who will the consumer blame for the breach?

• Who do you want to OWN the breach – and be the 
public face of the breach?
• This needs to be in business associate agreements – who 

disclosed the breach and who coordinates?



Cops can be your friend

• In most states, if police ask you to delay 
reporting, you may delay reporting

• Police will ask if you ask them to

• Gives you time to remediate, investigate 
and formulate a response

• Also makes your message that you are 
“cooperating with the police”

• Makes YOU a victim – not a perpetrator

• Consider having cops at press conference



Shiny Object

• Send coupon with breach notice

• “Dear Valued Customer… “

• Consumers will take the coupon 
– throw out the letter….



Closing Remarks…

• Remember, there’s no RIGHT way to handle a 
crisis

• Your job is to find the LEAST WRONG way

• Your personal, professional and corporate 
reputation is critical

• You only get one chance to get it right

• You will start with a hostile audience, BUT with a 
well of sympathy

• Context is critical 
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