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China Privacy Legal Regime

= Constitution = Sectoral regulations and local
- regulations
= Civil Code J

— Credit reporting, financial, health,
vehicle, platform governance, e-

= Cybersecurity Law commerce, ...

= Criminal Law

= Data Security Law — Data Regulations of Shenzhen

» _ Special Economic Zone, ...
= Critical Information Infrastructure

Security Protection Regulations = Implementation rules

= Personal Information Protection — Measures for Cybersecurity
Law (PIPL) Review, ...

= Regulation on Protection of = “Soft” Law — national standards,
Children’s Online Personal policy guidelines, ...

Information
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China’s Cyber Legal Regime is Complex

Development of China's Data Governance Framewqrk

Names of Internet Users

Criminal Law, 9th Amendment
National Security Law:

Measures for the Management of Population
Health Information

Consumer Rights Protection Law:

Regulation on the Administration of Credit
Investigation Industry

Telecommunications and Internet User Personal
Information Protection Regulations

National People’s Infectioys Disegses

Congress Standing Committee Decision

State Secrets Protection Law:

Several Provisions on Regulating the Market
Order of Internet Information Services

Measures for the Multi-level Protection of
Information Security

Regulations on Contingent Public Health
Emergencies (Health Emergency Regulations)

Resident Identity Card Law

“ ‘ “ ‘ Tort Liabilities Law

Regulations on the Administration of Account__ [Draft] Guidelines for Data Cross-Border Transfer Constitution, 2018 Amendment

Law on the Prevention and Treaiment af

Concerning Strengthening Network Information “aterim Measures for'the Administratiop of ®nline
Protection Taxi Bapking Busines§ Opefations and, Seryices

Provisians on the Admjinistkgtion of Mabile
Internet Applicatjons Informgtion Serviges

Natioha\Cybetspace'\Seguxity Styateqy

Big\Data Ingustry\Develgpment Plan

strative Measures on the Standards,
Security and Service of National Health and
Medical Big Data

Security Assessment

S for
Guidelines f ta Managemenf of %ﬂ‘ﬁ{ s for
[Draft] Critical Infrastructure Security Protection 1.&#5\“ myn}awa Acts of Applications (Apps) to

Regulations Collect and Use Personal Information

[Draft] Personal Information and important ‘ [Draft] Guideline for Health Data Security
information Cross Border Transfer Security

Evaluation Measures

. . . Human Genetic Resources Regulation
\nterim Security Review Measures for Netwprk

Products and Services

Regulgtion on Protection of Children’s Personal

Genera| Provisions of Civil Law, 2017 2 L
Information Online

e s Hncryption Lawf \ '

Cybersecurity Law
\ MPLE 2.0 Standards
Personal Information Security Specification 1.0

[Draft] Personal Information Outbound Transfer

Security Assessment Measures
[Dyaft] Data Security Management Measures

D v sl e pepagre Hean
Y XI’] ormé’f‘lun eOHeS

Circular on Ensuring Effective Personal
Information Protection and Utilization of Big Datal
to Support Joint Efforts for Epidemic Prevention

and Control
Self-evaluation Guide for the Collection and Use
of Personal Information by Mobile Internet
Applications

RegulatioRy on Internet Security, Superyision dnd
\nspection by Public Secukity Drgans

Counter-terrorism haw:

General Provisions of Civil Law, 2020
Amendment
Guideline for Internet Personal Information

Security Protection
[Draft] Personal Information Protection Law

E-commerce Law
Biosecurity Law

Regulation on the Cybersecurity Multi-level
Protection Scheme
Personal Information Security Specification 2.0
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Recent China data protection updates

Regulation Latest Update

China Data » Adopted June 10, 2021; will become effective September 1, 2021

Security Law

e Expands China’s export control regime to cover the export of data

e Regulates data processing activities (i) in China and (ii) outside of China, if the activities
could jeopardize national security, the public interest or the legitimate rights and
interests of citizens or organizations in China

e Government has greater authority to compel private sector firms to disclose data

e Prohibits transfer of “important data” overseas by critical information infrastructure
operators (CllOs) without passing a security assessment by Chinese regulators, and by
non-CllOs without first complying with rules to be formulated by the Cyberspace
Administration of China (CAC)

* Non-ClIOs are subject to regulation of processing of important data; also required to
conduct risk assessments (and to report findings to the government)
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Recent China data protection updates

Latest Update

China Personal ¢ Adopted August 8, 2021; will become effective November 1, 2021
Information

_ * Regulates the processing and transferring of personal information within China and outside of China
Protection Law

in certain circumstances (e.g., for the purpose of providing products or services to persons inside
China or analyzing or evaluating the behavior of persons inside China)

* Allows China to prohibit transfers of personal information in response to sanctions imposed by other
countries or activities that harm the rights/interests of Chinese citizens or endanger national
security/public interest

* Requires overseas personal information processors to have an office or designated representative in
China to be responsible

* Imposes data protection requirements on data processors

* New obligations on large online platform service providers with large number of users and complex
business models, including establishment of independent data oversight body

* For overseas transfers of personal information, requires either a security assessment or certification
from the Cyberspace Administration of China (“CAC”) agreement with a transferee based on a
standard contract stipulated by the CAC

* Significant penalties
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PIPL v. GDPR

Is China converging with or diverging from GDPR (and
global privacy trend)?

= Legislative Context and Intent

= Applicable Scope

= Compliance Obligations for Businesses
= Data Subject Rights

= Cross-Border Data Transfer

= Enforcement Mechanism
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Recent China data protection updates

Latest Update

;\”aft I Current Cybersecurity Review Measures were implemented on June 1,
mendmen . 5 .

cybersecurity 2020, and require ClIOs to conduct national security assessments and
Review undergo cybersecurity review when procuring network products and
Measures

services which may present a national security concern.

e Proposed amendments announced in July 2021 that would require
ClIOs and non-CllO data processors with the personal information of
over 1 million users to undergo a cybersecurity review before listing
abroad

e Expands cybersecurity review scope to include the risk of core data,
important data, or a large amount of personal information being
stolen, leaked, destroyed, illegally used, or transferred outside of China
or being affected, controlled, or maliciously used by foreign
governments after a foreign listing.
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Data Sovereignty

= Data Sovereignty: data should be subject to the laws and
regulations of the state in which it is generated and
processed

= Closely linked to Internet sovereignty: respect of the right
for nation-states to determine the rules for the
development and regulation of their cyberspace.

= Data sovereignty is manifested in China’s data
governance regime most prominently in the form of:
— data localization/cross-border data transfer restrictions

— security review or government approval requirements for cross-
border data transfers or sharing of data with foreign parties
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Cybersecurity and informatization are mutually complementary.
Security is the precondition of development, development is the
guarantee for security, security and development must progress
In step.

This year is the year in which the “13th Five-Year Plan” starts,
cybersecurity and informatization work is the most important
element in the “13th Five-Year Plan” period.

-- Xi Jinping, April 19, 2016. Speech
at National Cybersecurity and
Informatization Work Conference.
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Legal Framework for Data Localization and

Cross-Border Data Protection

Laws N L L e T
. o S N
5/5/2014 fercopion 7/12/2018 =5 et S
Population Administrative e
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L;;Or:;aet:ﬁgm National Health 1012112020 | 411502021 | |-
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Cybersecurity gséi r?t;an;nag ds, Information Protection Law Data
Law ’ Law (first draft i
| Services ( ) Security Law
5/28/2019
Draft Measures for Data Security 7/1/2019 11/1/2021
Management published for comments Regulation on the Personal
[y —— Administration of 7/1.042021 Inf ti
e Human Genetic Draft of Revision to F? otrm? 'OnL
4/11/2017 Resources Measures on rotection Law
Draft Measures on e Network Security Benirpnxe
Security Assessment - _ Assessment E
of the Cross-Border 6/13/2019 6% published for
Transfer of Personal Draft Measures on Security . comments
Informationand  Assessment of the Cross-Border ARBIRHTREN
Important Data Transfer of Personal Information
published for published for comments
comments @ *Hpntmaur vaauuoan —)
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Rules / Regulations The list is ongoing...
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Data Localization and Cross-Border Data

Transfer Requirements (1)

) Cybersecurity Law >

Art. 37: The operator of a criminal information infrastructure shall
store within the territory of the PRC personal information and
important data collected and generated during its operation within
the territory of the PRC. Where such information and data have
to be provided abroad for business purposes, security
assessment shall be conducted pursuant to the measures
developed by the Cyberspace administration of China together
with competent departments of the State Council...

) Data Security Law >

Art. 31: The Cybersecurity Law shall apply to the cross-border
transfer of important data by critical information infrastructure e
operators collected and produced during their operations within T m—
mainland China, and the administrative measures formulated by s s
cyberspace regulators shall apply to the cross-border transfer by e weear
other data processors of important data collected and produced
during their operations within mainland China.
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Data Localization and Cross-Border Data

Transfer Requirements (2)

) Personal Information Protection Law. | >

Chapter lll is dedicated to regulate cross-border provision of
personal information.

Art. 38 requires at least one of the following conditions be met
before the provision: (1) passing a security assessment; (2)
undergoing personal information protection certification; (3)
concluding an agreement with a foreign receiving party according to
a template contract designed by the cyberspace authority; and (4)
other conditions provided by laws/regulations.

Art. 39 requires “personal information processors” to notify the
individuals about the foreign receiving side’s identity, etc. and obtain
individuals’ separate consent.

Art. 40 requires the passing of a security assessment
organized by the state cybersecurity authority for critical
information infrastructure operators and data processors
handling personal information reaching certain quantities.
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Data Localization and Cross-Border Data
Transfer Requirements (3)

Biosecurity Law

Regulation on the Administration of

Human Genetic Resources

Art. 53: the state enjoys sovereignty over
our country’s human genetic resources and
biological resources.

Art. 56: requires approval prior to use China
human genetic resources to carry out
international research collaborations, and
transporting, mailing, or carrying China’s human
genetic resources out of mainland China,
except for international clinical
collaborations that do not involve the
provision of China human genetic resources
out of mainland China conducted for the
purpose of obtaining marketing
authorization for drugs and medical devices.

Foreign organizations and individuals, as well
as institutions they establish or are actual
controllers of, must not collect or preserve
human genetic resources within mainland
China, and must not provide China human
genetic resources outside mainland China.

Art. 7: prohibits foreign parties and their controlled
entities from collecting or storing China human
genetic resources in mainland China, or providing
them outside of mainland China.

Art. 21 and 22: allows foreign parties and their
controlled entities to use China human genetic
resources in scientific research and clinical trials,
but only under international research collaborations
with Chinese parties, but requires pre-approval or
pre-notification (in the case of clinical trials)

Art. 28: security assessment is required if provision
of China human genetic resources to foreign
parties and their controlled entities may damage
public health, national security, or social interests.
China human genetic resources provided to foreing
parties and their controlled entities must be
provided for record filing
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Cross-Border Data Transfer Restrictions (5)

5/28/2019
Draft Measures for Data
Security Management

Network operators need to
assess security risks and obtain
competent authorities’ approval
before providing important data*
overseas.

(Art. 28)

*Important data” is defined as data, once
leaked, may directly impact national security,
economic security, social stability, public
health and safety, such as unpublished
government information, large-population
based data, gene/health, geography, and
mineral resource data. “Important data”
typically does not include business
operation and internal management data
and personal information. (Art. 38(5))

6/13/2019
Draft Measures on Security
Assessment of the Cross-
Border Transfer of
Personal Information

Network operators need to
report security assessment on
cross-border transfer of
personal information to the
provincial cyberspace
administration authority and
provide relevant materials.

(Arts. 3 & 4)

7/10/2021
Draft Measures on Network
Security Assessment

Applies to critical information
infrastructure operators.

(Art. 2)

Operator possessing more than
1 million users’ personal
information need to report to the
cyberspace authority for network
security review before going
public in foreign jurisdictions.

(Art. 6)
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Key Takeaways

) Multi-Ministry Approval-Based Regime | >

= Relevant laws and regulations create an approval-based regime
governing cross-border data transfer that involve multiple
ministries and administrations, with the coordination of the
Cyberspace Administration of China.

PHARNEZLHEDUZREDLE

Office of the Central Cyberspace Affairs Commission
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."I Cyberspace Administration of China H"' National Health Commission of the People’s Republic of China
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e

) Increasingly Broad Coverage >

= Data transfer restrictions apply from “critical
information infrastructure” operators to
“personal information processors.”
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Key Takeaways

) o quesions S

= \What constitutes “critical information infrastructure”?

= What constitutes “important data”?
= \What constitutes human genetic resources data?

= How do the laws/regulations address employee data/business
information/financial information generated in the ordinary course of business
in China but stored on MNC'’s foreign servers?
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Prohibition on Sharing Data with Foreign

Judicial or Law Enforcement Agencies

) Data Security Law, Art. 36 >

The competent authorities of the People’s Republic of China shall, in accordance with the relevant
laws and international treaties and agreements concluded or acceded by the People’s Republic of
China or under principles of equality and mutual benefit, handle the requests made by foreign
judicial or law enforcement authorities for the provision of data.

=  Without the approval of competent authorities of the People’s Republic of China, no organization or
individual within the territory of the People’s Republic of China may provide foreign judicial or law
enforcement authorities with data stored within the territory of the People’s Republic of China.

) Personal Information Protection Law, Art. 41 >

=  The competent authorities of the People’s Republic of China shall, in accordance with the relevant
laws and international treaties and agreements concluded or acceded by the People’s Republic of
China or under principles of equality and mutual benefit, handle the requests made by foreign
judicial or law enforcement authorities for the provision of personal information stored within the
territory of the People’s Republic of China.

= Without the approval of competent authorities of the People’s Republic of China, no personal
information processor may provide foreign judicial or law enforcement authorities with personal
information stored within the territory of the People’s Republic of China.
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Key Points

) (CYAELCEWEYS >

A request by a foreign judicial or law enforcement authorities for data stored in China
must be made to the relevant Chinese authorities. Measures detailing to whom
requests should be made and how Chinese authorities will process such requests are
expected to be issued.

Prohibition applies to data (including personal information) stored in China.

Prohibition applies to organizations and individuals located in China, and potentially
personal information processors located outside of China that are subject to the PIPL.

— Chinese affiliates of foreign organizations cannot directly provide data stored in China to foreign
judicial or law enforcement authorities

— Foreign entities that store data in China cannot directly provide such data to foreign judicial or
law enforcement authorities

China-sourced data that is exported or stored outside of China is not subject to the
prohibition, but must have been exported or stored outside of China in compliance with
China data localization and cross-border transfer requirements.
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