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An Insider’s View of EU DPAs
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Variations in Breach Reporting Forms
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Select Cross-Border Incident
Issues for US Organizations



Incident Response — Jurisdictional Implications

How companies manage
incident response can impact
attempts to hold non-EU
portions of their business “out
of scope” for GDPR
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Cross-Border Ransomware Developments ALSTON | LIARTING 0 @@

= Starting June 30, 2020: EU Commission has its own
sanctions list

= EU Member States / UK may have their own
sanctions regimes (e.g. UK Terrorism Act)

= Payment facilitators are also developing no-pay
lists

= Reimbursability of ransomware payments
becoming an issue (AXA France announcement)

= Forthcoming ransomware guidance from UK
Information Comm’rs Office

= Proposed creation of EU Joint Cyber Unit (led by
ENISA)
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