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De-Identification Workshop

LAW
• Health data de-identification under HIPAA and new laws – harmonized or divergent standards?
• New state law requirements re:  de-identified health data
• New de-identification definitions for non-health data 
• Real-world challenges for de-identified data in commercial data transactions and M&A deals
• Regulatory, litigation, and legislative risks

TECHNOLOGY AND STATISTICS 
• Measuring disclosure risks
• Multi-party data set linking
• Differential privacy
• Synthetic data
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has a JD from UNC Law School with high honors.  She is licensed to 
practice law in DC and North Carolina and is a member of the Bar of the 
U.S. Supreme Court. She is passionate about health data and innovation.
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De-identification under HIPAA - Basics

Sharp legal divide in HIPAA between de-identified data and PHI

PHI
De-ID’d 

Data

De-ID’d data is outside HIPAA 
Contract restrictions may apply
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Two Methods of HIPAA De-identification

Source: Office for Civil 
Rights (OCR) 
De-Identification 
Guidance (November 
2012)
Corrected to match wording of 
§164.514(b)(1)

and



De-Identification Workshop

• De-ID’d health data brings vast benefits to humanity – clinical trials, 
real-world evidence of treatment effectiveness, new tests and 
treatments, greater efficiency, scientific advances

• Achieving that HIPAA standard of de-ID’n is thus crucial to ecosystem 
of data liquidity. Massive investment by countless stakeholders to 
achieve and maintain HIPAA de-ID’n status. Standardization is key.

• But….then along come new privacy laws. If they include novel and 
divergent de-ID’n definitions, that spells Trouble.
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CA CCPA (Original)

• Brand new definition of “deidentification,” bearing no resemblance to HIPAA standard
• No exception for HIPAA de-ID’d data
• While meeting both the HIPAA and the CCPA de-ID’n standards would have been 

possible, it was also possible to not meet both. Would have resulted in painful and 
expensive lawyering, contractual wrangling over risk, delays, costs, litigation risk, etc.

• Two-year effort to change CA law to harmonize de-ID’n for health data under HIPAA 
and CCPA

• Successful!      
• Multi-stakeholder collaboration, including privacy advocates
• CA AB 713 (2020)  
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De-ID’n under CA Law Today* 

• De-ID’n for patient information in CA now harmonized with HIPAA de-ID’n
• “Patient information” is broadly defined 
• But does not include consumer digital health data (smart watches, smart scales, 

etc.)
• Four new provisions apply to de-ID’d health data  

• All data that is not patient information is subject to the general CCPA definition, 
which is not harmonized with HIPAA

*Under both present law (CCPA, including AB 713) and CPRA (eff 1/1/2023)
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New CA Provisions Regarding De-ID’n

1)    Ban on re-identification of de-ID’d patient information
• Cannot re-identify, or attempt to re-identify, de-ID’d data that is exempt from 

CCPA because of newly harmonized de-ID’d definition
• Scope - a business or other person
• Exceptions to the ban:

• TPO under HIPAA (Treatment, Payment, Operations)
• Public Health under HIPAA
• Research done in accordance with HIPAA or Common Rule
• Under a contract to test or validate de-ID’n, provided other uses are banned
• If required by law

Note – no other exceptions
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New CA Provisions Regarding De-ID’n

2) Contractual Requirements for Sales

• Scope - one of the parties resides or does business in CA

• A contract for the sale or license of de-ID’d patient information must include the 
following (or substantially similar) terms:

• Statement about inclusion of de-ID’d patient info

• Ban on re-ID’n and attempted re-ID’n

• Downstream contractual terms that are same or stricter 
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New CA Provisions Regarding De-ID’n

3)   Privacy Notice Requirements

• Scope - a business (per CCPA)
• If a business sells or discloses de-ID’d patient information that’s exempt from 

CCPA because of the newly harmonized de-ID’d definition for health data, then it 
must include in its Privacy Policy:

(a) a statement that it sells or discloses de-ID’d patient information, and
(b) whether it uses one or more of:  

the HIPAA Safe Harbor method, or 
the expert determination method.
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New CA Provisions Regarding De-ID’n

4) Applicable Law Applies to Re-ID’d Data

• Scope - a business (per CCPA)
• Data that was exempt from CCPA because it qualified for the newly harmonized 

de-ID’d definition for health data, but then became re-identified, becomes 
subject to applicable privacy law, including HIPAA, CA CMIA, and CCPA, if 
applicable

• My own view on the legal impact of this one
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CCPA General Definition of De-Identification (Applies to All Data Except Patient Information)

“Deidentified” means information that cannot reasonably identify, relate to, describe, be capable of 
being associated with, or be linked, directly or indirectly, to a particular consumer, provided that a 
business that uses deidentified information:

(1) Has implemented technical safeguards that prohibit reidentification of the consumer to whom the 
information may pertain.
(2) Has implemented business processes that specifically prohibit reidentification of the information.
(3) Has implemented business processes to prevent inadvertent release of deidentified information.
(4) Makes no attempt to reidentify the information.

Qs – What if a business de-ID’s data for one purpose but then re-ID’s for a legitimate purpose? Does this mean it 
was never de-ID’d in the first place? What about de-ID’d information responsibly released to the public?

Note that CPRA alters the above definition by including references to inferences
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Other New State Privacy Laws

The outstanding news for medical research and health data – so far, all the new comprehensive 
privacy laws have harmonized their de-ID’n definitions for health information

• VA Consumer Data Privacy Act
• CO Privacy Act
• Utah Consumer Privacy Act

But for general (non-health) de-ID’d data - the definitions in CA, VA, CO, and UT are already diverging

And definitions diverge further in pending state and federal bills

Divergent definitions of de-ID’n pose real challenges to data interoperability and fluidity
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Key Sources of Requirements for Data Use

• Statutes and regulations
• International

• US

• Federal

• State

• Contracts, including NDAs and BAAs
• Customers

• Vendors

• Partners

• Insurance

• Investors

• Individual authorization
• Informed consent

• Primary research purpose

• Secondary research purpose

• Other

• “Reasonable” practice
• Industry standards and frameworks

• Government guidance and policy statements



Key Sources of Requirements for Data Use

• Statutes and regulations
• International

• US

• Federal

• State

• Contracts, including NDAs and BAAs
• Customers

• Vendors

• Partners

• Insurance

• Investors

• Individual authorization
• Informed consent

• Primary research purpose

• Secondary research purpose

• Other

• “Reasonable” practice
• Industry standards and frameworks

• Government guidance and policy statements

• General consumer data
• Data breach notification laws

• Information security laws

• Records retention and disposal laws

• Privacy rights legislation (e.g., CCPA, CPRA, others)

• Consumer protection laws

• Health information privacy
• Federal: 

• HIPAA (as amended)

• SAMHSA

• The Common Rule

• GINA

• FTC Act

• Others

• State:

• HIPAA equivalents like CMIA

• Insurance laws and regulations

• Licensing requirements

• Intellectual property rights
• Confidential information restrictions



Health Data Keywords

Personal 
Information 

Personally 
Identifiable 
Information

Personal Data
Protected 

Health 
Information

Research Data Deidentified / 
De-identified Anonymised Pseudonymised



Your Business Plan & Negotiated Data Use Rights 

Use during the contract period

• Primary purpose:
• Perform the Services

• Common secondary purposes:
• Internal development purposes, 
• Data aggregation 
• De-identification 
• Marketing 
• Sale

Use after the contract period

• Internal use
• Research purpose
• Assignment or transfer of corporate assets
• Limited commercial purpose
• Unlimited purposes, including sale of data



Maximizing Data Use Rights in Contract Negotiations: HIPAA

• Does HIPAA apply to the data or the services to be performed?
• Are you performing work or buying data from a health care provider, group health plan, or health care 

clearinghouse?
• If not, is the entity you are working with a business associate of any of the covered entities above? 

• Will any of the services performed be on behalf of a covered entity or another business associate for a covered 
entity for a health care treatment, payment or treatment purpose?

• Will any of the services be paid for or reimbursed by insurance or Medicaid/Medicare, or will eligibility for 
reimbursement be checked as a condition of receiving services?

• Are exceptions for certain uses and disclosures available, such as activities preparatory to research?
• Is individual authorization for use and disclosure something the customer has or would be willing to seek?

• If HIPAA applies to you as a business associate or sub-business associate:
• Do you need the right to perform data aggregation services across different customers?
• Do you need to (or want to) be able to de-identify the data for the services, for other purposes during the contract 

period, or other purposes after the contract period?
• If you remove all of the data elements required to meet the HIPAA De-Identification Safe Harbor Method, is that “enough” for your 

data use strategy?
• Can you commit to not seeking to re-identify the data?



Maximizing Data Use Rights in Contract Negotiations: Research

• If not subject to HIPAA, does the Common Rule apply?
• Does the data derive from an institution that receives federal funding of any kind?
• If the research is fully funded by private funds and the institution does not receive any federal funding, did the 

research institution nevertheless apply the Common Rule voluntarily?
• Does the data relate to military servicemembers, prisoners, pregnant women, fetuses, neonates, or children?
• Does the data relate to any other “vulnerable” population that may be of heightened risk?

• What does the informed consent and research protocol say about research data use?
• Is the scope of the informed consent sufficient for the primary research purpose?
• Was the informed consent potentially invalidated by combination with any other language?
• What secondary research uses are authorized or arguably within scope?
• Are supplemental notices or consents required, and if so, is that a commercially reasonable undertaking?

• Do you need access to, or retention of, biospecimens (e.g., blood, tissue, DNA) in addition to the 
research data?

• If depositing the specimen in a publicly available repository is required, is this consistent with your intellectual 
property rights strategy? 

• Do you need access to patient records or consumer digital health and wellness data in addition to 
the research data? 

• If so, does the research protocol and informed consent permit (or at least not prohibit) combination of the research 
data with these other sources?



Maximizing Data Use Rights in Contract Negotiations: CCPA

• In the US, the California Consumer Privacy Act introduced new consumer rights for 
California residents, including the right to opt out of the “sale” of their personal 
information. 

• “Sale” is defined very broadly.
• The original CCPA language regarding deidentification was unclear and created uncertainties for 

covered entities and business associates.
• AB 713 amended CCPA to clarify that PHI de-identified under HIPAA is considered 

“deidentified” under the CCPA. However, the following additional requirements apply:
• A business must disclose: 

• whether it sells or discloses personal information de-identified pursuant to HIPAA, and
• the chosen HIPAA de-identification methodology (i.e., Safe Harbor or Expert).

• Deidentified data later re-identified will again be subject to federal and state law, including HIPAA, the 
Common Rule, and CMIA.

• HIPAA does not require covered entities to conduct ongoing monitoring
• HIPAA would not apply to recipients of de-identified data, even if they re-identified the data; CCPA would

• A business must include contract language that:
• Bars reidentification, subject to certain purpose-oriented uses, with a flow-down requirement
• Requires contracts for sale of de-identified health data to prohibit reidentification (for contracts on or after Jan. 1, 

2021) if one party to the contract resides in or does business in the state (no non-profit exception, no thresholds)



Potential Downstream Effects of Inadequate Consent/De-identification

• "Hold yourself accountable—or be ready for the FTC to do it for you," Elisa Jillson, an attorney in 
FTC’s privacy and identity protection division (April 19, 2021 blog)

• Businesses must “be careful with the data that powers their model” or face potential deletion of 
algorithms created with tainted data:

• FTC settled with Everalbum, regarding use of photos uploaded by app users to train its facial recognition 
album, misrepresenting the degree of control users had regarding the algorithm and their ability to 
delete photos and videos upon account deactivation. As part of the 2021 settlement, Everalbum was 
required to delete algorithms and models even partially created using information in violation of COPPA, 
even if the majority of the information used was legally collected. 

• The FTC’s proposed settlement with WW International, Inc. (fka Weight Watchers) and its subsidiary 
similarly require destruction of all personal information in violation of consent requirements as well as 
any models or algorithms based on that information.

• If buying or selling de-identified data, these regulatory developments merit a stronger focus on 
the quality of such data, privacy and adequate consent, limitations of liability, and indemnification.
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Break
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Limits of Safe Harbor De-identification

26

Full Dates and detailed Geography are often critical 

Challenging in complex data sets
— Safe Harbor rules prohibiting Unique codes (§164.514(2)(i)(R)) unless 

they are not “derived from or related to information about the 
individual”(§164.514(c)(1)) can create significant complications for:
 Preserving referential integrity in relational databases
 Creating longitudinal de-identified data across parties

 Encryption does not equal de-identification
— Encryption of PHI, rather than its removal - as required under 

safe harbor, will not necessarily result in de-identification

 Not convenient for “Data Masking”
— Removal requirement in 164.514(b)(2)(i)
— Software development requires realistic “fake” data which can 

pose re-identification risks if not properly managed



HIPAA §164.514(b)(1) “Expert Determination”

Health Information is not individually identifiable if:
A person with appropriate knowledge of and experience with 
generally accepted statistical and scientific principles and 
methods for rendering information not individually identifiable:
(i) Applying such principles and methods, determines that the 
risk is very small that the information could be used, alone or 
in combination with other reasonably available information, by 
an anticipated recipient to identify an individual who is a 
subject of the information; and (ii) Documents the methods 
and results of the analysis that justify such determination;

27
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“De-identification leads to information 
loss which may limit the usefulness of 
the resulting health information” (p.8, HHS De-ID 
Guidance 

Nov  26, 2012)



• Essential Re-identification and Statistical Disclosure 
Concepts

• Record Linkage
• Linkage Keys (Quasi-identifiers)
• Sample Uniques and Population Uniques

• Straightforward Methods for Controlling Re-identification 
Risk

• Decreasing Uniques:
• by Reducing Key Resolutions
• by Increasing Reporting Population Sizes

Essential Re-identification Concepts

29



Quasi-identifiers
While individual fields may not be identifying by 
themselves, the contents of several fields in combination
may be sufficient to result in identification, the set of 
fields in the Key is called the set of Quasi-identifiers.

Fields that should be considered part of the Quasi-
identifiers are those variables which would be likely to 
exist in “reasonably available” data sets along with 
actual identifiers (names, etc.).

Note that this includes even fields that are not “PHI”.

Gender Age Ethnic
Group

Marital
Status

Geo-
graphyName Address

^------- Quasi-identifiers ---------^
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Key Resolution

Key “resolution” exponentially increases with:

1) the number of matching fields available

2) the level of detail within these fields. (e.g. Age in 
Years versus complete Birth Date: Month, Day, Year)

Name Address Gender Full
DoB

Ethnic
Group

Dx
Codes

Px 
CodesGender Full

DoB
Ethnic
Group

Marital
Status
Marital 
Status

Geo-
graphy
Geo-

graphy
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Record Linkage

Revealed
Data

Name Address Gender Age
(YoB) …

Dx
Codes

Px 
Codes

...Gender Age
(YoB) ...

Identifiers
Quasi-
Identifiers
(Keys)

Population Register (w/ IDs)
(e.g. Voter Registration)

Sample 
Data file

Record Linkage is achieved by matching records in separate 
data sets that have a common “Key” or set of data fields. 
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Sample and Population Uniques

• When only one person with a particular set of 
characteristics exists within a given data set (typically 
referred to as the sample data set), such an 
individual is referred to as a “Sample Unique”.

• When only one person with a particular set of 
characteristics exists within the entire population or 
within a defined area, such an individual is referred 
to as a “Population Unique”.

33



1E-09

1E-08

0.0000001

0.000001

0.00001

0.0001

0.001

0.01

0.1

1
CA NY IL OH GA NJ WA IN TN MD MN AL LA OR PR IA AR UT NM NE HI NH MT SD ND DC

DoB,Z5

MoB,Z5

YoB,Z5

DoB,Z3

MoB,Z3

YoB,Z3

YoB,Z3,Race

U.S. State Specific Re-identification Risks: Population Uniqueness 

Data Source: 2010 U.S. Decennial Census
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Combined 
Quasi-Identifier

Legend
DoB = Date of Birth
MoB = Birth Mnth & Yr
YoB = Year of Birth
Z5 = 5-digit Zip Code
Z3 = 3-digit Zip Code
Race Coding:
White, Black, Hispanic,
Asian, Other
Gender also included
as a Quasi-Identifier 

(States ordered by 
Population Sizes) 
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†

Not Safe Harbor
Compliant

Safe Harbor

*HIPAA Safe Harbor Risk Estimate

Lo
g 

   
Sc

al
e

Risk

1/Million



Measuring Disclosure Risks

Population
Uniques

Sample
Uniques Potential

Links

Sample
Records

Population
Records

(Healthcare
Data Set)

(e.g.,
Voter Registration

List)
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Population
Uniques

Sample
Uniques LinksSample

Records
Population

Records

Records that are not unique in
the sample cannot be unique in 
the population and, thus, aren’t 

at definitive risk of being 
identified

Records that are not in the sample 
also aren’t at risk of being 

identified 

Records that are unique in the sample
but which aren’t unique in the population, would 

match with more than one record in the population, 
and only have a probability of being identified Only records that are unique in   

the sample and the population are 
at risk of being identified with 
exact linkage

Linkage Risks
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Estimating Disclosure Risks

Population
Uniques

Sample
Uniques Links

We can determine the
Sample Uniques quite easily

from the sample data

For many 
characteristics,
the likelihood of 

Population
Uniqueness can 

be estimated 
from statistical 
models of the 

US Census data

Sample
Records

Links / Sample Records indicates 
the risk of record linkage.
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Balancing Disclosure Risk/Statistical Accuracy
• Balancing disclosure risks and statistical accuracy is 

essential because some popular de-identification 
methods (e.g. k-anonymity, noise injection) can 
unnecessarily, and often undetectably, degrade the
accuracy of de-identified data for multivariate statistical 
analyses or data mining (distorting variance-covariance 
matrixes, masking heterogeneous sub-groups which 
have been collapsed in generalization protections)

• This problem is well-understood by statisticians, but not 
as well recognized and integrated within public policy.

• Poorly conducted de-identification can lead to “bad 
science” and “bad decisions”.
Reference: C. Aggarwal http://www.vldb2005.org/program/paper/fri/p901-aggarwal.pdf
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Which is the true signal here?
Separating the Signal from the Noise
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Kernel Density 
Estimation

Statistical methods can help 
reveal the true signal; But…
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K-anonymity Can Distort Multivariate Relationships
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White
Unknown

Black
Hispanic

Asian

Other Other

De-identification Can Hide Important Differences
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Unfortunately, de-identification 
public policy has often been 
driven by largely anecdotal and 
limited evidence, and re-
identification demonstration 
attacks targeted to particularly 
vulnerable individuals, which fail 
to provide reliable evidence 
about real world re-identification 
risks
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Meanwhile, back at the “Never Ending Story”…
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*HIPAA Safe Harbor Risk Baseline

*Pre-HIPAA Risk Baseline
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Suggested Conditions for De-identified Data Use
Recipients of De-identified Data should be required to: 

1) Not re-identify, or attempt to re-identify, or allow to be re-identified, any 
patients or individuals who are the subject of Protected Health 
Information within the data, or their relatives, family or household 
members.

2)Not link any other data elements to the data without obtaining a 
determination that the data remains de-identified.

3) Implement and maintain appropriate data security and privacy policies, 
procedures and associated physical, technical and administrative 
safeguards to assure that it is accessed only by authorized personnel and 
will remain de-identified.

4) Assure (via internal policies and procedures and contractual 
commitments for third parties) that all personnel or parties with access 
to the data agree to abide by all of the foregoing conditions.

And, of course, destructively delete or encrypt the data when no 
longer needed or in use.
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Recommended Skills for De-Identification Expert Teams
• Statistical Disclosure Limitation/Control Theory & Practices
• Privacy Preserving Data Publishing and Mining
• HIPAA/HITECH and Data Privacy Law
• Corporate Compliance and Data Governance
• Medical Informatics and Medical Coding/Billing Systems 
• Biostatistics/Epidemiology
• Geographic Information Systems
• Machine Learning/Artificial Intelligence
• Health Systems/Health Economics Research 
• Cryptography
• Computer Security
• Data Privacy Computer Science (e.g., Differential Privacy, Homomorphic Encryption)
• Data Management/Architecture Theory and Practices
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• Differential Privacy injects sufficient random noise into the data so 
for datasets with and without any of the N persons in the dataset, 
i.e., two alternative sets (one with person i, and without person i), 
the results will differ proportionally by a factor called Episilon (ε).

• When ε is small, more noise will be added to the data.
• So, what does this mean for differential privacy’s highly-touted 

mathematical Privacy “Guarantee”? 
• The use of the term “Guarantee” is questionable when re-identifiability 

depends on the selected value of Epsilon” - and the relationship between ε
and re-identifiability is not easily explicated. (Ref: See work of Chris Clifton in 
References)

What’s the “Differential” in “Differential Privacy”? 
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• Quasi-identifiers vs. “Everything is Personally Identifiable 
Information”

• Assumptions of Differential Privacy
• All data elements are potentially knowable by data intruders and equally 

as useful for re-identification or attribute inference.
• All data elements are equally sensitive or able to invoke privacy harms

• Assumptions of SDL –- Re-identification risks depend importantly on:
• Replicability
• Accessibility
• Distinguishablity
• Ability to build a comprehensive population register

Statistical Disclosure Limitation versus Differential Privacy
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• Privacy Guarantees (maybe, perhaps?) 
– if we remember that it is only this strangely defined definition for “privacy”

• Mathematical Elegance
• Supports very broad assumptions about data intruder knowledge and 

capabilities (nearly omniscience, omnipotence and constantly co-
conspiring)

• Supports broad assumptions about what might be harmful in terms of 
data privacy attacks, impacting both re-identification risk and attribute 
inference. 

• Composability (computer scientists/mathematicians love this!)

• Enforces Consistency in your “privacy budget”.

What’s to Love about Differential Privacy?
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• Neither the terms “Privacy” or “Guarantee” mean what most people 
think they mean…

• The complexity of communicating what it does and how it does it to the 
public

• The “accuracy costs” that are incurred by its very broad assumptions
• Ethical dilemmas posed by the transfer of these accuracy costs to data 

for other purposes and individuals 
• Differential Privacy strictly enforces the “privacy”, but only optionally 

enforces the accuracy issues through a wise, reasoned and empirically 
analyzed and justifiable selection of epsilon.

• It is not without completely free of potential avenues of attack 
• Repeated instantiations can be revelatory
• Correlated observations don’t receive the same guarantees  

What’s Not to Love about Differential Privacy?
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The Synthesis Process

5
5

K. El Emam, L. Mosquera, C. Zheng: “Optimizing the Synthesis of Clinical Trial Data Using Sequential Trees”, Journal of the American Medical Informatics Association 
28(1): 3-13, 2021.



A simulator exchange allows data to be made available without 
sharing actual data

5
6

Data Consumers

Additional Clarifications
• The simulators would not be given to the data consumers 

– they would only have access to them through an 
interface.

• This access would be monitored and throttled to reduce 
the risk of attacks on the models.

• Data consumers would also need to agree to terms of use 
around the access to the simulators.



Training a generative model uses a utility –
privacy loss function

5
7

Utility

Privacy



There are seven common use cases for 
synthetic data
1. Machine learning

(model evaluation, data augmentation, sharing ML models)

2. Software testing
3. Education, training, and hackathons
4. Data retention
5. Vendor assessment
6. Internal secondary use

(exploratory and detailed analytics)

7. External data sharing

5
8



Privacy-Utility Trade-off

5
9



Attribution disclosure: find a similar record in the synthetic 
data and learn something new

6
0

Sex Year of Birth NDC
Male 1975 009-0031
Male 1988 0023-3670
Male 1972 0074-5182
Female 1993 0078-0379
Female 1989 65862-403

Male 1991 55714-4446
Male 1992 55714-4402

Female 1987 55566-2110
Male 1971 55289-324

Female 1996 54868-6348
Male 1980 53808-0540

{Quasi-identifiers {New Information

K. El Emam, L. Mosquera, J. Bass: “Evaluating Identity Disclosure Risk in Fully Synthetic Health Data”, Journal of Medical Internet Research, 22(11), 2020.



Evaluations of attribution risks show that it is 
low in multiple studies across multiple datasets

6
1

Dataset Fully Synthetic Data Original Data

Washington Hospital 
Data (Discharge)

0.0197 0.098

Canadian COVID-19 
Data (Public Health)

0.0086 0.034

A commonly used risk threshold = 0.09

K. El Emam, L. Mosquera, J. Bass: “Evaluating Identity Disclosure Risk in Fully Synthetic Health Data”, Journal of Medical Internet Research, 22(11), 2020.



Membership disclosure 

6
2



Example generic utility metrics for individual 
synthetic datasets

6
3

Hellinger External Internal



Broad utility metrics can rank SDG methods by their 
workload performance

6
4

K. El Emam, L. Mosquera, X. Fang, and A. El-Hussuna: “Utility Metrics for Evaluating Synthetic Health Data Generation Methods: A Validation Study”, JMIR Medical 
Informatics (in press), 2022.



To evaluate utility one can compare the analysis results 
from real and synthetic data

6
5



Comparing real and synthetic data: Adjusted model of impact 
of bowel obstruction on DFS

6
6

Z. Azizi, M. Zheng, L. Mosquera, L. Pilote, K. El Emam: “Can synthetic data be a proxy for real clinical trial data? A validation study”, BMJ Open, 
11:e043497, 2021.



Model accuracy for predicting COVID-19 mortality in 
Ontario

6
7

K. El Emam, L. Mosquera, E. Jonker, H. Sood: “Evaluating the Utility of Synthetic COVID-19 Case Data”, JAMIA Open, 14(1):ooab012, January 2021.



Variable Importance

6
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K. El Emam, L. Mosquera, E. Jonker, H. Sood: “Evaluating the Utility of Synthetic COVID-19 Case Data”, JAMIA Open, 14(1):ooab012, January 2021.



Mortality Over Time

6
9

K. El Emam, L. Mosquera, E. Jonker, H. Sood: “Evaluating the Utility of Synthetic COVID-19 Case Data”, JAMIA Open, 14(1):ooab012, January 2021.



Mortality By Age

7
0

K. El Emam, L. Mosquera, E. Jonker, H. Sood: “Evaluating the Utility of Synthetic COVID-19 Case Data”, JAMIA Open, 14(1):ooab012, January 2021.
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HIPAA §164.514(b)(2)(i) -18 “Safe Harbor” Exclusions 
All of the following must be removed in order for the information to be considered de-identified.
(2)(i) The following identifiers of the individual or of relatives, employers, or household members of the individual, are removed:
(A) Names;
(B) All geographic subdivisions smaller than a State, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial three digits 

of a zip code if, according to the current publicly available data from the Bureau of the Census: (1) The geographic unit formed by combining all zip codes with the same 
three initial digits contains more than 20,000 people; and (2) The initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is 
changed to 000.

(C) All elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, date of death; and all ages over 89
and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older;

(D) Telephone numbers;
(E) Fax numbers;
(F) Electronic mail addresses;
(G) Social security numbers;
(H) Medical record numbers;
(I) Health plan beneficiary numbers;
(J) Account numbers;
(K) Certificate/license numbers;
(L) Vehicle identifiers and serial numbers, including license plate numbers;
(M) Device identifiers and serial numbers;
(N) Web Universal Resource Locators (URLs);
(O) Internet Protocol (IP) address numbers;
(P) Biometric identifiers, including finger and voice prints;
(Q) Full face photographic images and any comparable images; and

(R) Any other unique identifying number, characteristic, or code except as permitted in §164.514(c)
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Example: OHIO Core-based Statistical Areas

Indiana

Kentucky

West Virginia

Pennsylvannia

Columbus, OH

Toledo, OH

Dayton, OH

Akron, OH

Cincinnati-
Middletown, 

OH-KY-IN

Cleveland-
Elyria-

Mentor, OH

Huntington-
Ashland, 

WV-KY-OH

Wheeling, WV-OH

Parkersburg-
Marietta, WV-OH

Canton-Massillon, OH

Youngstown-
Warren-

Boardman, OH-PA

Lima, 
OH

Point Pleasant, WV-OH

Mansfield, 
OH Weirton-Steubenville, WV-OH

Sandusky, OH

There are 7 CBSAs in Ohio which 
Cross into 4 Border States 

1

2

3

4

5

6

7
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Data Privacy Concerns are Far Too Important (and Complex) 
to be summed up with Catch Phrases or “Anecdata”

Eye-catching headlines and twitter-buzz announcing “There’s No 
Such Thing as Anonymous Data” might draw the public’s attention 
to broader and important concerns about data privacy in this era of 
“Big Data”, 
but such statements are essentially meaningless, even misleading, 
for further generalization without consideration of the specific 
de/re-identification contexts -- including the precise data details 
(e.g., number of variables, resolution of their coding schemas, 
special data properties, such as spatial/geographic detail, network 
properties, etc.) de-identification methods applied, and associated 
experimental design for re-identification attack demonstrations.
Good Public Policy demands reliable scientific evidence…
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• Publicized attacks are on data without HIPAA/SDL de-identification protection.
• Many attacks targeted especially vulnerable subgroups and did not use sampling to assure 

representative results.
• Press reporting often portrays re-identification as broadly achievable, when there isn’t any reliable 

evidence supporting this portrayal.

Re-identification Demonstration Attack Summary
Used
Stat. 

Sampling



 For Ohm’s famous “Broken Promises” attacks (Weld, AOL, Netflix) a 
total of n=4 people were re-identified out of 1.25 million.
 For attacks against HIPAA de-identified data (ONC, Heritage*), a 

total of n=2 people were re-identified out of 128 thousand. 
 ONC Attack Quasi-identifers: Zip3, YoB, Gender, Marital Status, Hispanic 

Ethnicity 
 Heritage Attack Quasi-identifiers*: Age, Sex, Days in Hospital, Physician 

Specialty, Place of Service, CPT Procedure Codes, Days Since First Claim, ICD-
9 Diagnoses (*not complete list of data available for adversary attack)

 Both were “adversarial” attacks.  
 For all attacks listed, a total of n=268 were re-identified out of 327 

million opportunities. 
Let’s get some perspective on this…
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Re-identification Demonstration Attack Summary



.

Obviously, This slide is BLACK

So clearly, De-identification Doesn’t Work.



What can we conclude from the empirical evidence provided by 
these 11 highly influential re-identification attacks?

• The proportion of demonstrated re-identifications is extremely small.
• Which does not imply data re-identification risks are necessarily very 

small (especially if the data has not been subject to Statistical 
Disclosure Limitation methods). 

• But with only 268 re-identifications made out of 327 million 
opportunities, Ohm’s “Broken Promises” assertion that “scientists have 
demonstrated they can often re-identify with astonishing ease” seems 
rather dubious.

• It also seems clear that the state of “re-identification science”, and the 
“evidence”, it has provided needs to be dramatically improved in order 
to better support good public policy regarding data de-identification. 

79

Re-identification Demonstration Attack Summary
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Ethical Equipoise?

84

Is it an ethically compromised position, in the coming age of 
personalized medicine, if we end up purposefully masking the 
racial, ethnic or other groups (e.g. American Indians or LDS 
Church members, etc.), or for those with certain rare genetic 
diseases/disorders, in order to protect them against supposed 
re-identification, and thus also deny them the benefits of 
research conducted with de-identified data that may help 
address their health disparities, find cures for their rare 
diseases, or facilitate “orphan drug” research that would 
otherwise not be economically viable, especially if those re-
identification attempts may not be forthcoming in the real-
world?



Supplementing Technical Data De-identification 
with Legal/Administrative Controls
However, in many cases, because of the possibility of highly-
targeted demonstration attacks, arriving at solutions which will 
appropriately preserve the statistical accuracy and utility will 
also require that we supplement our statistical disclosure 
limitation “technical” data de-identification methods with 
additional legal and administrative controls.
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Comprehensive, Multi-sector Legislative 
Prohibitions Against Data Re-identification

86

Robert Gellman, 2010 
https://fpf.org/wp-content/uploads/2010/07/The_Deidentification_Dilemma.pdf

We also need…



HIPAA §164.514(b)(1)(i) and Anticipated Recipients
(i) Applying such principles and methods, determines that the 

risk is very small that the information could be used, alone or 
in combination with other reasonably available information, by 
an anticipated recipient to identify an individual who is a 
subject of the information; 
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It is important to note that §164.514(b)(1)(i) is written with 
respect to “Anticipated Recipients”. This introduces the 
concept of using policy, procedural and contract controls for 
limiting the Anticipated Recipients and the time periods 
and projects for which data is made available. 
(See Q2.8., 2012 HHS De-identification Guidance  pg. 18)
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“When a re-identification attack has 
been brought to life, our assessment 
of the probability of it actually being 

implemented in the real-world may 
subconsciously become 100%, which is 

highly distortive of the true 
risk/benefit calculus that we face.” –

DB-J

Precautionary Principle or
Paralyzing Principle?



HHS Guidance (Nov 26, 2012)
Q2.2 ”Who is an “expert?”   (p. 10)

• No specific professional degree or certification for 
de-identification experts. 

• Relevant expertise may be gained through various 
routes of education and experience. 

• Experts may be found in the statistical, 
mathematical, or other scientific domains. 

• From an enforcement perspective, OCR would 
review the relevant professional experience and 
academic or other training of the expert, as well as 
their actual experience using health information de-
identification methodologies.
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HHS Guidance 
Q2.3 Acceptable level of identification 
risk? (p.11)

• There is no explicit numerical level of 
identification risk that is deemed to 
universally meet the “very small” level. 

• The ability of a recipient of information to 
identify an individual is dependent on 
many factors, which an expert will need to 
take into account while assessing the risk.
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• The Privacy Rule does not explicitly require an expiration 
date for de-identification determinations. 

• However, experts have recognized that technology, social 
conditions, and the availability of information change 
over time. Consequently, certain de-identification
practitioners use the approach of time-limited 
certifications.  

• The expert will assess the expected change of 
computational capability and access to various data 
sources, and determine an appropriate timeframe.
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HHS Guidance
Q2.4 How long is an expert 
determination valid?    (p.11)



Q2.5 Can an expert derive multiple 
solutions from the same data set for a 
recipient? (p.11)

• Yes. Experts may design multiple solutions, each of 
which is tailored to the information reasonably 
available to the anticipated recipient of the data set. 

• The expert must take care to ensure that the data 
sets cannot be combined to compromise the 
protections. 

• Example: An expert may derive one data set with detailed 
geocodes and generalized age (e.g., 5-year age ranges) 
and another data set that contains generalized geocodes 
(e.g., only the first two digits) and fine-grained age (e.g., 
days from birth).
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Q2.5 Can an expert derive multiple 
solutions from the same data set for a 
recipient? (Cont’d)

• The expert may certify both data sets after 
determining that the two data sets could not 
be merged to individually identify a patient. 

• This determination may be based on a 
technical proof regarding the inability to 
merge such data sets. 

• Alternatively, the expert also could require 
additional safeguards through a data use 
agreement.
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Q2.6. How do experts assess the risk of 
identification of information? (p.12-16)

• No single universal solution
• A combination of technical and policy 

procedures are often applied. 
• OCR does not require a particular process for an 

expert to use to reach a determination that the 
risk of identification is very small. 

• The Rule does require that the methods and 
results of the analysis that justify the 
determination be documented and made 
available to OCR upon request.
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General Workflow for Expert Determination

The                 
De-identification 

process may 
require several 
iterations until 
the expert and 
data managers 
agree upon an 

acceptable 
solution.



Q2.8. What are the approaches by which 
an expert mitigates the risk of 
identification? (p.18)

• The Privacy Rule does not require a particular 
approach to reduce the re-identification risk to 
very small. 

• In general, the expert will adjust certain features 
or values in the data to ensure that unique, 
identifiable elements are not expected to exist. 

• An overarching common goal of such approaches 
is to balance disclosure risk against data utility. 
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Q2.8. What are the approaches by which 
an expert mitigates the risk of 
identification? (Cont’d)

• Determination of which method is most appropriate 
will be assessed by the expert on a case-by-case 
basis.

• The expert may also consider limiting distribution of 
records through a data use agreement or restricted 
access agreement in which the recipient agrees to 
limits on who can use or receive the data, or agrees 
not to attempt identification of the subjects. Specific 
details of such an agreement are left to the 
discretion of the expert and covered entity. 
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Q2.9 Can an Expert determine a code 
derived from PHI is de-identified? (p.21-22)

• A common de-identification technique for 
obscuring information is to use a one-way 
cryptographic function (known as a hash function)

• Disclosure of codes derived from PHI in a de-identified data 
set is allowed if an expert determines that the data meets 
the requirements at §164.514(b)(1). The re-identification 
provision in §164.514(c) does not preclude the 
transformation of PHI into values derived by cryptographic 
hash functions using the expert determination method, 
provided the keys associated with such functions are not 
disclosed.
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EMR Entity-Relation Diagram

Complexities for Longitudinal De-identification

•Preserving Referential Integrity

•§164.514(b)(2)(i)(R): Unique code exclusion

•Correctly identifying and 
de-identifying patients 
across repeated encounters

•§164.514(c)(1): Not “derived from or 
related to information about the 
individual”
•Cryptographic Hashing Solutions

99



Why Privacy Science Must Become A “Systems Science”

 Paul Ohm described a dystopic vision that all information is 
effectively PII and that the failure of perfect de-identification would 
lead us through cycles of accretive re-identification toward a 
universal “database of ruin”. 
 This misconception ignores the underlying mathematical realities

which indicate that when modern statistical disclosure limitation 
(SDL) methods can be used to effectively de-identify data, we will 
have resulting increases in “false positive” re-identifications.
 Such false positive linkages will practically prevent the ability of 

such systemic “crystallization” of iteratively linked de-identified data 
into accurate dossiers for the very vast majority of the population. 
 Because of this de-identification, although imperfectly protective, is 

critical for reaching reasonable solutions which can continue to 
offer pragmatic and sustainable data obscurity in the evolving era of 
big data.
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Modern SDL-based de-identification essential protections for 
preventing mass re-identification at scale and positions advocating
for wholesale abandonment of de-identification due to less-than-
perfect efficacy discard one of data privacy’s most effective tools for 
an idealistic hope of perfect privacy protections makes “perfect the 
enemy of the good”.
 Systems perspective using uncertainty analyses can help to apply 

consistent and rigorous probabilistic methods accounting for our 
uncertainty about the efficacy of various technical, administrative 
and legal protections at different stages in data intrusion scenarios 
to demonstrate that combining these methods can lead to useful 
assurance that (admittedly less than perfect) de-identification can 
still provide useful protections without resorting to only worst case 
scenarios about data intruder’s knowledge.
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Re-identification Science Policy Short-comings:
6 ways in which “Re-identification Science” has (thus far) typically 
failed to best support sound public policies:

1)  Attacking only trivially “straw man” de-identified data, where 
modern statistical disclosure control methods (like HIPAA) weren’t 
used.
2) Targeting only especially vulnerable subpopulations and failing 
to use statistical random samples to provide policy-makers with 
representative re-identification risks for the entire population.
3)  Making bad (often worst-case) assumptions and then failing to 
provide evidence to justify assumptions. 

Corollary: Not designing experiments to show the boundaries 
where de-identification finally succeeds.
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Re-identification Science Policy Short-comings:
6 ways in which “Re-identification Science” has (thus far) typically 
failed to support sound public policies (Cont’d):

4)  Failing to distinguish between sample uniqueness, population 
uniqueness and re-identifiability (i.e., the ability to correctly link 
population unique observations to identities).
5)  Failing to fully specify relevant threat models (using data 
intrusion scenarios that account for all of the motivations, process 
steps, and information required to successfully complete the re-
identification attack for the members of the population).
6)  Unrealistic emphasis on absolute “Privacy Guarantees” and 
failure to recognize unavoidable trade-offs between data privacy 
and statistical accuracy/utility.
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De-Identification Workshop

De-identification under HIPAA - Basics

Sharp legal divide in HIPAA between de-identified data and PHI

PHI De-ID’d 
Data

Limited 
Data Set

De-ID’d data is outside HIPAA 
Contract requirements may apply
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