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THE LEGAL FRAMEWORK
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U.S. "Cybersecurity Law"
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Laws imposing civil or 

criminal liability for hacking

Laws requiring reasonable investigation and 

implementation of security measures 

Laws requiring notification

of security breaches

Contractual duties for security 

and/or breach notification

Regulator enforcement consent 

decrees and related requirements

Regulator and industry 

standards, guidelines, and 

frameworks

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=0CAcQjRxqFQoTCKyGtuav6sYCFYOggAodkv4GWA&url=https://commons.wikimedia.org/wiki/File:US-SecuritiesAndExchangeCommission-Seal.svg&ei=jkKtVayHCYPBggSS_ZvABQ&bvm=bv.98197061,d.Y2I&psig=AFQjCNFoK9wjlRS0ndk3XAJw4yy7P2fngA&ust=1437504514530595


Sources of U.S. Notice Obligations for Health Data
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The FTC Health Breach Notification 

Rule for non-HIPAA covered health 

data

U.S. state insurance laws

U.S. state breach notification laws

Health Insurance Portability and 

Accountability Act (HIPAA) and state law 

equivalents

Breach Notification 

Obligations

(e.g., NYDFS)

Contracts that an entity has signed 

agreeing to notify of incidents within a 

certain timeline

(Often carves out HIPAA-covered data or entities)

(e.g., BAAs)



HIPAA
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FTC Health Breach Notification Rule
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U.S. State Breach Notification Laws

All 50 states have state breach notification laws
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Applies to personal information which is defined as name combined with SSN, driver’s license or state 

ID, account numbers, etc.  Some states include medical and health insurance information in the 

definition of personal information. 

Trigger

• A "breach of security" is defined as 
unauthorized acquisition / access / 
loss / use of PI that compromises the 
confidentiality, integrity or security of 
data. 

Breach Notification

• States have various timeframes for 
notifying Attorney Generals or other 
regulators and individuals

o Some states include specific content 

requirements for notifications

o Some states also require companies 

to provide credit monitoring to 

individuals with affected personal 

information

• Some states have reporting exemptions 
for HIPAA-regulated entities.

Enforcement

• AGs can investigate incidents. The 
typical outcome of these investigations 
is a consent decree with requirements 
related to reasonable security 
measures.



NYDFS Cybersecurity Regulation (23 NYCRR 500)
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Applies to any person operating under or required to operate under a license, registration, charter, 

certificate, permit, accreditation, or similar authorization under the Insurance, Banking, or Financial 

Services Laws.

Trigger

• Any act or attempt, successful or 
unsuccessful, to gain unauthorized 
access to disrupt or misuse an 
Information System or information 
stored on such Information System 
that either: 

o (1) requires notice to any 

government body, self-regulatory 

agency or any other supervisory

body; OR

o (2) has a reasonable likelihood of 

materially harming any material 

part of the normal operation(s) of 

the covered entity

Breach Notification

• Covered entities must notify NYDFS no 

later than 72 hours from 

determination that a cybersecurity 

event has occurred

Enforcement

• Aggressive enforcement: In 2021, 
NYDFS settled with three companies for 
violations of cybersecurity requirements 
for $1.5M, 1.8M, and $3M, respectively



Additional Regulators

• State Departments of Insurance

– Many states have breach notification laws that are specific to entities regulated by 

state departments of insurance

• Securities and Exchange Commission

– Disclosure of material cybersecurity incidents

– Proposed periodic disclosure of cybersecurity risk management, strategy, and 

governance
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THE RISK LANDSCAPE AND 
ENFORCEMENT TRENDS
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Trends in Health-Related Cybersecurity Events

The following trends emerged in 2021: 
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INITIAL ATTACK VECTOR

Compromised credentials were 

responsible for 20% of breaches 

across all industries, followed by 

phishing, cloud misconfiguration, 

vulnerabilities in third party software, 

and business email compromise

HEALTHCARE HAD THE HIGHEST 

INDUSTRY BREACH COSTS

Healthcare data breach costs 

increased from an average of $7.13 

million to $9.23 million, a 29.5% 

increase from 2020

ENCRYPTION

The use of strong encryption was a 

top mitigating factor to reduce 

breach cost

REGULATORY COMPLIANCE FAILURES

Failure to comply with regulatory 

requirements amplified average cost of 

a breach

See IBM, Cost of a Data Breach Report 2021, https://www.ibm.com/security/data-breach. 

https://www.ibm.com/security/data-breach


2021 OCR Breach Statistics

• In 2021, a total of 714 breaches affecting 500 or more individuals were reported to OCR

– This is an average of 59 data breaches each month and represents a 10.9% increase in the 

number of reported data breaches from the prior year
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2021 HIPAA Breaches Affecting 500+ Individuals

Reported Breaches

See HIPAA Journal, 2021 Healthcare Data Breach Report, https://www.hipaajournal.com/december-2021-healthcare-data-breach-report/. 

https://www.hipaajournal.com/december-2021-healthcare-data-breach-report/


Trends in FTC Enforcement

• New Health Breach Notification Rule Policy Statement

– Clarified that a breach of security under the Rule is not limited to cybersecurity 

intrusions, but also includes unauthorized access to covered information including the 

disclosure of covered information without the individual's authorization. 

• Flo Health, Inc. (Jan. 2021)

– Arose from Flo's failure to disclose in its Privacy Policy that it shared users' health 

information with third parties
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Trends in State AG Enforcement

• Increase in State AG enforcement of HIPAA in OCR's place

• Collaboration between AG offices across multiple states
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Action Items for Entities Handling Health Data
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Determine applicability
of the various federal

and state laws.

Advise senior management 
on the potential impact of 

these laws.

Designate a compliance team 
and appoint team leader; 

schedule regular meetings; 
and ensure security 

compliance costs are built 
into the budget.

Develop a compliance 
roadmap and

begin implementation on
the new requirements.

Determine whether
software development

work will be required and 
incorporate into roadmap.

Update data inventories to 
address any repositories of 

health data.

Identify and update contracts
to address security 

obligations.

Review and update
privacy notices to

ensure that all third-party 
disclosures are adequately 

disclosed.

Review and revise 
agreements with vendors as 

needed to ensure 
appropriate security controls 

are in place.

Review the organization’s current 
security posture, identify 

potential security enhancements 
to be implemented, and prepare 
for cybersecurity audit and risk 

assessment requirements. 

Make applicable changes to 
websites, apps, and related 
online properties to address 

new obligations.

Monitor forthcoming 
regulations and

enforcement actions.



PANEL DISCUSSION
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