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Before: W. FLETCHER and BUMATAY, Circuit Judges,

and SILVER;F District Judge. Concurrence by Judge

BUMATAY.

*
The Honorable Roslyn O. Silver, United States
District Judge for the District of Arizona, sitting by
designation.

MEMORANDUM "

** . . o . . . . .
This disposition is not appropriate for publication
and is not precedent except as provided by Ninth
Circuit Rule 36-3.

*1 Florentino Javier (“Javier”) appeals from the district
court's order granting Assurance 1Q, LLC's (“Assurance”)

and ActiveProspect Inc.’s (“ActiveProspect”) motion to
dismiss for failure to state a claim.

Assurance is an insurance platform that owns and operates
Nationalfamily.com. On this website, users can request
life insurance quotes from Assurance and its insurance
partners. To operate this website, Assurance relies on a
product created by ActiveProspect called “TrustedForm.”
TrustedForm records user's interactions with the website and
creates a unique certificate for each user certifying that the
user agreed to be contacted.

In January 2019, Javier visited Nationalfamily.com. To
request an insurance quote, he answered a series of questions
about his demographic information and medical history.
Unbeknownst to Javier, TrustedForm captured in real time
every second of his interaction with Nationalfamily.com and
created a video recording of that interaction. After filling
out the insurance quote questionnaire, Javier viewed a screen
that stated that clicking the “View My Quote” button would
constitute agreement to Assurance's Privacy Policy. Javier
clicked the “View My Quote” button.

Javier filed a class action complaint against Assurance and
ActiveProspect (collectively, “Defendants”) in the Northern
District of California. He alleged that Defendants violated
Section 631(a) of the California Invasion of Privacy Act
(“CIPA”). Cal. Penal Code § 631(a). The district court
granted Defendants’ motion to dismiss the Second Amended
Complaint for failure to state a claim without leave to amend.
It held that Javier's claims were defeated because he had
retroactively consented to the conduct at issue by agreeing
to Assurance's privacy policy, and that retroactive consent is
valid under Section 631(a). The district court did not reach
any of Defendants’ other arguments.

We have jurisdiction under 28 U.S.C. § 1291. We grant
Javier's request for judicial notice.

We review de novo a district court's decision to grant a motion
to dismiss under Rule 12(b)(6) for failure to state a claim.
Mudpie, Inc. v. Travelers Cas. Ins. Co. of Am., 15 F.4th 885,
889 (9th Cir. 2021) (citing L.A4. Lakers, Inc. v. Fed. Ins. Co.,
869 F.3d 795, 800 (9th Cir. 2017)).

Though written in terms of wiretapping, Section 631(a)
applies to Internet communications. It makes liable anyone
who “reads, or attempts to read, or to learn the contents” of
a communication “without the consent of all parties to the
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communication.” Cal. Penal Code § 631(a). The district court
held that consent under Section 631(a) is valid even if it is
given after the communication has taken place. We disagree.

“When interpreting state law, federal courts are bound by
decisions of the state's highest court. In the absence of such
a decision, a federal court must predict how the highest state
court would decide the issue....” PSM Holding Corp. v. Nat'l
Farm Fin. Corp., 884 F.3d 812, 820 (9th Cir. 2018) (quoting
Ariz. Elec. Power Co-Op., Inc. v. Berkeley, 59 F.3d 988,
991 (9th Cir. 1995)). We must therefore predict whether the
California Supreme Court would interpret Section 631(a) to
require prior consent.

*2 The California Supreme Court has stated that another
provision in CIPA, Section 632, requires prior consent even
though the text of that section contains only the word
“consent.” See Cal. Penal Code § 632. It wrote that Section
632 “prohibits ... a party ... from recording [a] conversation
without first informing all parties to the conversation that
the conversation is being recorded.” Kearney v. Salomon
Smith Barney, Inc., 137 P.3d 914, 930 (Cal. 2006) (emphasis
added). Further, the California Supreme Court has written
about Section 631:

As one commentator has noted, ...
secret monitoring denies the speaker
an important aspect of privacy of
communication—the right to control
the nature and extent of the firsthand
dissemination of his statements. Partly
because of this factor, the Privacy Act
has been read to require the assent
of all parties to a communication
before another may listen. Thus, the
Legislature could reasonably have
contemplated that [S]ection 631 ...
would prohibit the type of surreptitious
monitoring of private conversations
alleged here....

Ribas v. Clark, 696 P.2d 637, 640-41 (Cal. 1985) (emphasis
added) (citations omitted). Though both of these statements
were dicta, we are “bound to follow the considered dicta as
well as the holdings of the California Supreme Court when
applying California law.” Aceves v. Allstate Ins. Co., 68 F.3d
1160, 1164 (9th Cir. 1995) (citing Rocky Mountain Fire &

Cas. Co. v. Dairyland Ins. Co., 452 F.2d 603, 603—04 (9th
Cir. 1971)). Finally, the California Supreme Court has also
emphasized that all CIPA provisions are to be interpreted
in light of the broad privacy-protecting statutory purposes
of CIPA. Ribas, 696 P.2d at 639-41; Smith v. LoanMe,
Inc., 483 P.3d 869, 879 (Cal. 2021) (“The interpretation of
section 632.7 we adopt is better aligned with the[ ] aims and
declarations [of CIPA] than a narrower interpretation would
be.”).

Based on these statements by the California Supreme Court,
we conclude that the California Supreme Court would
interpret Section 631(a) to require the prior consent of all
parties to a communication. Here, Javier has sufficiently
alleged that he did not provide express prior consent to
ActiveProspect's wiretapping of his communications with
Assurance. According to the complaint, neither Assurance
nor ActiveProspect asked for Javier's consent prior to his
filling out the insurance questionnaire online, even though
ActiveProspect was recording Javier's information as he
was providing it. Javier has therefore alleged sufficient
facts to plausibly state a claim that, under Section 631(a),
his communications with Assurance were recorded by
ActiveProspect without his valid express prior consent.

We reverse the district court's dismissal of Javier's
Second Amended Complaint and remand for proceedings
accordingly. Because they were not reached by the district
court, we also do not reach Defendants’ other arguments,
including whether Javier impliedly consented to the data
collection, whether ActiveProspect is a third party under
Section 631(a), and whether the statute of limitations has run.

REVERSED and REMANDED.

Bumatay, J., concurring:

I concur with vacating the grant of the motion to dismiss in
favor of Assurance 1Q and ActiveProspect Inc. The district
court ruled that seeking “retroactive consent” is acceptable
under California Invasion of Privacy Act (“CIPA”), Cal.
Penal Code § 631. In part, the district court relied on
California contract principles in making that determination.
While California contract law appears to allow for after-
the-fact ratification, see Cal. Civ. Code § 1588, CIPA
codified the common law tort of invasion of privacy. See
In re Facebook, Inc. Internet Tracking Litig., 956 F.3d
589, 598 (9th Cir. 2020) (“[T]he legislative history and
statutory text demonstrate that ... the California legislature
intended to protect ... historical privacy rights when [it]
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passed ... CIPA.” (simplified)). So rather than a contracts
lens, we should review this case through a torts lens. And
to my knowledge, no case shows that California has adopted
retroactive consent as a defense to an invasion of privacy tort.
So I agree we should return this case to the district court.
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Synopsis

Background: Online shopper brought putative class action
in state court against owner of website that sold gifts and
data collection company, claiming interception of her data
while she shopped online, in violation of Pennsylvania's
Wiretapping and Electronic Surveillance Control Act
(WESCA). Following removal, the United States District
Court for the Western District of Pennsylvania, William S.
Stickman, 1V, J., 544 F.Supp.3d 535, granted defendants'
motion for summary judgment. Shopper appealed.

Holdings: On rehearing, the Court of Appeals, Ambro,
Circuit Judge, held that:

[1] defendants could not avoid liability under WESCA
merely by showing that shopper directly communicated with

company's servers;

[2] genuine issue of material fact existed as to where
interception of shopper's communication occurred; and

[3] genuine issue of material fact existed as to whether
shopper consented to the interception of her communications.

Vacated and remanded.
Opinion, 45 F.4th 687, amended.

Procedural Posture(s): On Appeal; Motion for Summary
Judgment.

West Headnotes (19)

(1]

2]

3]

[4]

[5]

Federal Courts é= Summary judgment
Federal Courts ¢= Summary judgment

Court of Appeals reviews the district court's
grant of summary judgment de novo, viewing the
facts and making all reasonable inferences in the
non-movant's favor. Fed. R. Civ. P. 56(a).

Federal Courts ¢ Anticipating or predicting
state decision

In absence of controlling decision by
Pennsylvania Supreme Court, federal court
applying Pennsylvania law must predict how it

would rule if faced with the issue.

Federal Courts @= Sources of authority;
assumptions permissible

In predicting how state's highest court would rule
on issue, federal court's decision may look to
decisions of state intermediate appellate courts,
of federal courts interpreting that state's law, and
of other state supreme courts that have addressed
the issue, as well as to other sources tending
convincingly to show how the highest court in
the state would decide the issue at hand.

States ¢= Telecommunications; wiretap
Telecommunications &= Preemption

Federal Wiretap Act authorizes states to grant
greater, but not lesser, protection than that
available under federal law. 18 U.S.C.A. § 2510
et seq.

Telecommunications &= Acts Constituting
Interception or Disclosure

Under Pennsylvania's  Wiretapping  and
Electronic Surveillance Control Act (WESCA),
interception requires action to be taken to acquire
certain communications with a device. 18 Pa.
Cons. Stat. Ann. § 5702.


https://www.westlaw.com/Search/Results.html?query=advanced%3a+WCAID(I26355F1077D911E78F46A1DDD0F93AD7)&saveJuris=False&contentType=BUSINESS-INVESTIGATOR&startIndex=1&contextData=(sc.Default)&categoryPageUrl=Home%2fCompanyInvestigator&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem 
https://www.westlaw.com/Link/Document/FullText?findType=h&pubNum=176284&cite=0516350101&originatingDoc=Idc5806904f1411ed9184abdab79dafc2&refType=RQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=h&pubNum=176284&cite=0516350101&originatingDoc=Idc5806904f1411ed9184abdab79dafc2&refType=RQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2053840070&pubNum=0007903&originatingDoc=Idc5806904f1411ed9184abdab79dafc2&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=h&pubNum=176284&cite=0115473801&originatingDoc=Idc5806904f1411ed9184abdab79dafc2&refType=RQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2056790016&pubNum=0008173&originatingDoc=Idc5806904f1411ed9184abdab79dafc2&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/170B/View.html?docGuid=Idc5806904f1411ed9184abdab79dafc2&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/170Bk3604(4)/View.html?docGuid=Idc5806904f1411ed9184abdab79dafc2&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/170B/View.html?docGuid=Idc5806904f1411ed9184abdab79dafc2&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/170Bk3675/View.html?docGuid=Idc5806904f1411ed9184abdab79dafc2&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000600&cite=USFRCPR56&originatingDoc=Idc5806904f1411ed9184abdab79dafc2&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/170B/View.html?docGuid=Idc5806904f1411ed9184abdab79dafc2&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/170Bk3103/View.html?docGuid=Idc5806904f1411ed9184abdab79dafc2&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/170Bk3103/View.html?docGuid=Idc5806904f1411ed9184abdab79dafc2&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/170B/View.html?docGuid=Idc5806904f1411ed9184abdab79dafc2&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/170Bk3104/View.html?docGuid=Idc5806904f1411ed9184abdab79dafc2&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/170Bk3104/View.html?docGuid=Idc5806904f1411ed9184abdab79dafc2&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/360/View.html?docGuid=Idc5806904f1411ed9184abdab79dafc2&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/360k18.81/View.html?docGuid=Idc5806904f1411ed9184abdab79dafc2&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/372/View.html?docGuid=Idc5806904f1411ed9184abdab79dafc2&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/372k1433/View.html?docGuid=Idc5806904f1411ed9184abdab79dafc2&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=18USCAS2510&originatingDoc=Idc5806904f1411ed9184abdab79dafc2&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=18USCAS2510&originatingDoc=Idc5806904f1411ed9184abdab79dafc2&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/372/View.html?docGuid=Idc5806904f1411ed9184abdab79dafc2&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/372k1435/View.html?docGuid=Idc5806904f1411ed9184abdab79dafc2&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/372k1435/View.html?docGuid=Idc5806904f1411ed9184abdab79dafc2&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000262&cite=PA18S5702&originatingDoc=Idc5806904f1411ed9184abdab79dafc2&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000262&cite=PA18S5702&originatingDoc=Idc5806904f1411ed9184abdab79dafc2&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 

Popa v. Harriet Carter Gifts, Inc., --- F.4th ---- (2022)
2022 WL 10224949

[6]

(7]

8]

9]

Telecommunications @&= Persons concerned;
consent

Under Pennsylvania law, as predicted by the
Court of Appeals, there was no direct-party
exception to liability under the Wiretapping
and Electronic Surveillance Control Act
(WESCA), meaning anyone could “intercept”
communications, including people who acquired
a text message or chat sent directly to them;
Pennsylvania legislature had a prototype for a
direct-party exception in the Federal Wiretap
Act, but it codified only a law-enforcement
exception, in effect limiting any direct-party
exception to that context. 18 U.S.C.A. § 2511(2)
(d); 18 Pa. Cons. Stat. Ann. § 5702.

Telecommunications @= Persons concerned;
consent

Under Pennsylvania law, as predicted by the
Court of Appeals, owner of website that
sold gifts and data collection company could
not avoid liability under the Wiretapping and
Electronic Surveillance Control Act (WESCA)
for intercepting online shopper's data merely
by showing that shopper directly communicated
with company's servers when she used owner's
website to shop for pet stairs, instead, they had to
show that shopper had given prior consent to the
interception. 18 Pa. Cons. Stat. Ann. § 5702.

Statutes &= Express mention and implied
exclusion; expressio unius est exclusio alterius

Under Pennsylvania law, the inclusion of a
specific matter in a statute implies the exclusion
of other matters under the expressio unius est
exclusio alterius, the expression of one thing is
the exclusion of the other, canon of statutory
interpretation.

Telecommunications @= Constitutional and
Statutory Provisions

Pennsylvania's Wiretapping and Electronic
Surveillance Control Act (WESCA) is to be

[10]

[11]

[12]

[13]

strictly construed to protect individual privacy
rights. 18 Pa. Cons. Stat. Ann. § 5702.

Telecommunications &= Computer
communications
Under Pennsylvania's  Wiretapping  and

Electronic Surveillance Control Act (WESCA),
as predicted by the Court of Appeals, data
collection company intercepted online shopper's
communications with owner of website that
sold gifts at the point where it routed those
communications to its own servers, specifically
at shopper's browser, and not where the signals
were received at company's servers; company
provided code to owner to install on its browser,
the code began to run when the website page,
which included the code, was fully rendered and
loaded in the visitor's web browsing software,
then when the user interacted with the website
in specific ways, such as by adding an item to a
cart, the code caused certain communications to
be sent from the visitor's browser to company. 18
Pa. Cons. Stat. Ann. § 5702.

Constitutional Law &= Doubt

Before the constitutional-doubt canon may be
used, there must exist a doubt as to the meaning
of the statute.

Constitutional Law @= Avoidance of doubt

Court need not apply the constitutional-doubt
canon, under which statute will be construed
not only to avoid constitutional problems but
any grave doubts on that score, where the
constitutional question, while lacking an obvious
answer, does not lead majority of court gravely
to doubt that statute is constitutional.

Commerce @= Telecommunications and
internet

Court of Appeals would decline to apply
constitutional-doubt canon to address argument
that application of Pennsylvania's Wiretapping
and Electronic Surveillance Control Act
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[14]

[15]

[16]

(WESCA) to data collection company based on
conduct that occurred outside of Pennsylvania
would have the practical effect of regulating
commerce occurring wholly outside of
Pennsylvania and thus would violate the
Commerce Clause, where there was no genuine
doubt about the plain meaning of where
interception of online shopper's data occurred
under WESCA, and Court did not have grave
doubts as to the constitutionality of WESCA.
U.S. Const. art. 1, § 8, cl. 3; 18 Pa. Cons. Stat.

Ann. § 5702.

Federal Civil Procedure &= Wiretapping and
electronic surveillance, cases involving

Genuine issue of material fact existed as to
exactly where online shopper's browser accessed
website that sold gifts and where data collection
company's code began telling the browser
to communicate with its servers, in effect
intercepting shopper's data, precluding summary
judgment on shopper's claim that website
owner and company violated Pennsylvania's
Wiretapping and Electronic Surveillance Control
Act (WESCA). 18 Pa. Cons. Stat. Ann. § 5702.

Telecommunications @&= Persons concerned;
consent

Under the mutual consent exception liability
for violating Pennsylvania's Wiretapping and
Electronic Surveillance Control Act (WESCA),
prior consent to interception, including implied
consent, can be demonstrated when person being
recorded knew or should have known that
conversation was being recorded. 18 Pa. Cons.
Stat. Ann. § 5704(4).

Federal Civil Procedure &= Wiretapping and
electronic surveillance, cases involving

Genuine issue of material fact existed as to
whether online shopper consented to website
data collection company's interception of her
communications with owner of website that
sold gifts, precluding summary judgment on
shopper's claim that owner and company violated

Pennsylvania's Wiretapping and Electronic
Surveillance Control Act (WESCA). 18 Pa.
Cons. Stat. Ann. § 5701 et seq.

[17] Federal Courts @= In general; necessity

Court of Appeals generally declines to resolve
issues not decided by a district court, choosing
instead to allow the district court to decide in the
first instance.

[18] Telecommunications = Constitutional and
Statutory Provisions

Pennsylvania's Wiretapping and Electronic
Surveillance Control Act (WESCA) emphasizes
the protection of privacy. 18 Pa. Cons. Stat. Ann.
§ 5701 et seq.

[19] Telecommunications &= Persons concerned;
consent

Pennsylvania's Wiretapping and Electronic
Surveillance Control Act (WESCA) requires
all parties—not just a party—to consent to
interception of communications. 18 Pa. Cons.
Stat. Ann. § 5701 et seq.

Appeal from the United States District Court for the Western
District of Pennsylvania (D.C. Civil Action No. 2-19-
cv-00450), District Judge: Honorable William S. Stickman,
v
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Before: CHAGARES,
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Chief Judge, AMBRO, and

OPINION OF THE COURT
AMBRO, Circuit Judge

*1 This case began with a quest for pet stairs. Searching for
that item, Ashley Popa browsed the website of Harriet Carter
Gifts, added a set of stairs to her cart, but then left the website
without making a purchase. That might have been the end
of it. But she later discovered that, unbeknownst to her as
she was browsing the website, a third-party marketing service
Harriet Carter was using, NaviStone, tracked her activities
across the site. This, Popa believed, violated Pennsylvania's
anti-wiretapping law, and she sued both entities (collectively,
the “Defendants™) in a Pennsylvania court (though they later
removed the case to federal court).

Pennsylvania's Wiretapping and Electronic Surveillance
Control Act (“WESCA” or “Act”), 18 Pa. C.S. § 5701 et
seq., prohibits the interception of wire, electronic, or oral
communications, which means it is unlawful to acquire
those communications using a device. The District Court
granted summary judgment for NaviStone and Harriet Carter.
It held NaviStone could not have “intercepted” Popa's
communications because it was a “party” to the electronic
conversation. Alternatively, it ruled that if any interception
did occur, it happened outside Pennsylvania's borders; thus
the Actdid not apply. As we read Pennsylvania law differently
on both holdings, we vacate the Court's ruling and remand.

I. Background

In 2018, Ashley Popa used her iPhone to view Harriet Carter
Gifts' website. A pop-up window asked for her email address,
which she provided. She searched for pet stairs, added a set
to her cart, and began (but never completed) the checkout
process.

There was more to that online interaction than met the
eye. As Popa clicked links, used the search function, and
tabbed through form fields on the website, her browser
simultaneously communicated with two entities: Harriet
Carter (this Popa obviously knew) and a third-party marketing
service, NaviStone, that it was using (this Popa did not know).
Her communications with Harriet Carter told the website
what to display on her screen and what to place in her cart. The
messages to NaviStone alerted it to how Popa was interacting
with the website (which pages she visited, when she filled in
an email address, when she added an item to her cart, and so
on).

The testimony and evidence are technical about how these
communications were sent, but the important points for our
purposes are not. When Popa—or any other user at that
time—Iloaded the Harriet Carter website, her browser sent
a “GET request” to the Harriet Carter server. The server
responded by sending HTML code to Popa's browser. The
browser interpreted this code to allow the website to appear
on her screen. Harriet Carter's HTML code also included
some JavaScript that told Popa's browser to send another
GET request to NaviStone's server in Virginia. That server
responded by sending its own “OneTag” code to Popa's
browser. Once her browser loaded the OneTag code, two
things happened. First, the code placed cookies on Popa's
browser so that her activity on the webpage had an associated
visitor ID. Second, the code told Popa's browser to begin
sending information to NaviStone as Popa navigated through
the Harriet Carter website, such as communicating that she
had clicked the “add to cart” button or tabbed out of a form
field. NaviStone could later use this information to identify
which of Harriet Carter's customers may be receptive to
promotional mailings.

*2 In 2019, Popa sued Harriet Carter and NaviStone over
their use of the OneTag software. She brought two counts:
a claim for violation of the WESCA and a common law
claim for invasion of privacy. The District Court dismissed
the common law claim but allowed the WESCA claim to go
to summary judgment. As noted, the Court then ruled for the

Defendants. Popa now appeals. !

The District Court exercised diversity jurisdiction
under 28 U.S.C. § 1332(d)(2). Popa appeals the
Court's grant of summary judgment, so we have
jurisdiction under 28 U.S.C. § 1291.
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II. Standard of Review

[1] We give a fresh (that is, de novo) review to the District
Court's grant of summary judgment, viewing the facts and
making all reasonable inferences in the non-movant's favor.
TitleMax of Del., Inc. v. Weissmann, 24 F.4th 230, 236 n.3
(3d Cir. 2022). Summary judgment is appropriate if “there is
no genuine dispute as to any material fact and the movant is
entitled to judgment as a matter of law.” Fed. R. Civ. P. 56(a).

[2] [3] When asked to interpret provisions of Pennsylvania

law, “the decisions of the Pennsylvania Supreme Court are
the authoritative source.” Spence v. ESAB Grp., Inc., 623 F.3d
212, 216 (3d Cir. 2010). If there is no controlling decision,
our task is to predict how that Court would rule on an issue.
Id. That prediction may be informed by “decisions of state
intermediate appellate courts, of federal courts interpreting
that state's law, [ ] of other state supreme courts that have
addressed the issue,” and other sources “tending convincingly
to show how the highest court in the state would decide
the issue at hand.” /d. at 216-17 (internal quotation marks
omitted).

II1. Discussion

[4] The WESCA offers a private civil cause of action to
“[a]ny person whose wire, electronic or oral communication
is intercepted, disclosed or used in violation of [that statute]”
against “any person who intercepts, discloses or uses or
procures any other person to intercept, disclose or use, such
communication.” 18 Pa. C.S. § 5725(a). In other words,
it prohibits intercepting communications while allowing
someone whose communications have been intercepted to sue
the offender. It also operates in conjunction with and as a
supplement to the Federal Wiretap Act, 18 U.S.C. § 2510
et seq., which provides uniform minimum protections for
wire, electronic, or oral communications. The States—Ilike
Pennsylvania—may “grant greater, but not lesser, protection
than that available under federal law,” as the WESCA does.
Commonwealth v. Spangler, 570 Pa. 226, 809 A.2d 234, 237
(2002).

Popa, here proceeding only under Pennsylvania's Act,
contends that NaviStone violated that statute by intercepting
her communications with Harriet Carter Gifts' website.
Harriet Carter, in turn, also violated the Act, she asserts, by
“procur[ing] any other person [i.e., NaviStone] to intercept”

her communications. 18 Pa. C.S. § 5725. The Defendants,
though, argue that under Pennsylvania law no interception
can occur when the communications are received by a
direct party, which they say NaviStone was. Plus they
make two alternative arguments: first, even if they did
intercept Popa's communications, the WESCA does not reach
their conduct because any interception occurred outside the
Commonwealth; and second, they had Popa's implied consent
to intercept. We address each argument in turn.

A.

NaviStone and Harriet Carter are liable to Popa only if
NaviStone “intercepted” Popa's communications. 18 Pa. C.S.
§ 5725(a). An “intercept” is a term of art in the wiretap
context. Though in normal conversation it means to “stop,
seize, or interrupt in progress”—such as when a safety jumps
between the quarterback and wide receiver to break up a pass
—the WESCA gives the word a “broader connotation than
the ordinary meaning.” /n re Google Inc. Cookie Placement
Consumer Priv. Litig., 806 F.3d 125, 144 n.80 (3d Cir. 2015)
(interpreting the identical portion of the Federal Wiretap Act's
definition of “intercept”) (internal quotation marks omitted).
Under Pennsylvania's Act, it is just the “[a]ural or other
acquisition of the contents of any wire, electronic or oral
communication through the use of any electronic, mechanical

or other device.”” 18 Pa. C.S. § 5702.

The Federal Wiretap Act's definition uses identical
language for “intercept.” 18 U.S.C. § 2510(4).

*3 [51 [l
reduces to acquiring certain communications using a device.
And based on just that definition, anyone could “intercept”
communications, including people who “acquire” a text
message or chat sent to them. The Defendants, though,
argue that Pennsylvania courts have added a gloss to the
Act's statutory definition, making it so that no interception
occurs when a direct recipient is the one acquiring the
communications. Because, they claim, NaviStone was a direct
party to Popa's communications, they are free from all
liability.

For years, Pennsylvania courts routinely determined in
criminal suppression cases that no interception had occurred
under the WESCA when the alleged “interceptor” was the
direct recipient of a communication. Two Pennsylvania cases
illustrate this.

[71 The WESCA's use of “intercept” thus
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In the first, Commonwealth v. Proetto, a defendant was
convicted of criminal solicitation (among other things) based
on his internet chatroom messages with a 15-year-old girl.
771 A.2d 823, 826-27 (Pa. Super. Ct. 2001). E.E., the victim,
saved her online conversations with the defendant and handed
them over to the police. /d. at 826. Later, when a detective
entered the chatroom impersonating another 15-year-old girl,
he logged messages the defendant sent “her” asking for a nude
video in exchange for nude photos of himself. /d. at 827. The
defendant later tried to suppress the evidence of his chat logs,
claiming the police obtained them in violation of the WESCA.
Id.

The Pennsylvania Superior Court held the Act was not in
play because the communications were not “intercepted.”
Id. at 828-29, 831-32. Particularly, the detective's use of
the chatroom was not an “interception” because he was the
“intended recipient of [the defendant's] communications,”
even if he misrepresented his true identity. /d. at 831. Thus
when “a party receives information from a communication as
a result of being a direct party to the communication, there is
no interception.” /d.

In the second case, Commonwealth v. Cruttenden, the
Pennsylvania Supreme Court reaffirmed Proetto's holding:
when something is communicated to a direct recipient, there is
“no eavesdropping or listening in,” so “no interception [could
take] place.” 619 Pa. 123, 58 A.3d 95, 100 (2012). In that
case, an officer used the phone of the defendant's accomplice
to text the defendant about a drug deal. /d. at 96. Posing as the
accomplice, the officer answered several questions from the
defendant to confirm his identity before the defendant began
to confide in him. /d. When those text messages were later
used at trial, the defendant tried to suppress them as violations
of the WESCA. /d. at 97.

The Pennsylvania Supreme Court, relying at length on
Proetto, held that there was no WESCA violation because the
officer was the “intended recipient” of the communication. /d.
at 100. “That a police officer does not identify him- or herself,
or misrepresents his or her identity, does not change the fact
that he or she is a direct party to the conversation, and by
virtue of being a direct party to the conversation, is deemed
the intended recipient of the conversation under whatever
identity the officer has set forth.” /d.

If these cases stood alone, their expansive language would,
as the Defendants argue, suggest Pennsylvania courts have

carved out direct recipients from the WESCA's reach. But
they aren't the last word on the issue.

In 2012, a new set of the Pennsylvania General Assembly's
amendments to the WESCA went into effect, including an
expanded definition of “intercept.” That definition now reads
(with the added language underlined):

*4  “Intercept.” Aural or other
acquisition of the contents of any
wire, electronic or oral communication
through the use of any electronic,
mechanical or other device. The term
shall include the point at which the
contents of the communication are
monitored by investigative or law
enforcement officers. The term shall

not include the acquisition of the

contents of a communication made

through any electronic, mechanical or

other device or telephone instrument

to an investigative or law enforcement

officer, or between a person and

an investigative or law enforcement

officer, where the investigative or law

enforcement officer poses as an actual

person who is the intended recipient of

the communication, provided that the

Attorney General, a deputy attorney

general designated in writing by the

Attorney General, a district attorney
district
designated in writing by a district

or an _assistant attorney

attorney of the county wherein the

investigative or law enforcement

officer is to receive or make the

communication has reviewed the facts

and is satisfied that the communication

involves suspected criminal activities
and has given prior approval for the

communication.

18 Pa. C.S. § 5702.

The third sentence is a key change. In adding it, the
specific facts and holdings of Proetto and Cruttenden—
exempting a law enforcement officer from liability for
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acquiring communications when he is an “intended recipient”
or is posing as one—are now explicitly included as a carve-
out in the definition of “intercept.” /d. But this also limits the
expansive reach of those cases.

[8] The “inclusion of a specific matter in a statute implies
the exclusion of other matters” under the expressio unius
est exclusio alterius (the expression of one thing is the
exclusion of the other) canon of statutory interpretation.
Atcovitz v. Gulph Mills Tennis Club, Inc., 571 Pa. 580, 812
A.2d 1218, 1223 (2002); see also Andrus v. Glover Constr.
Co., 446 U.S. 608, 616-17, 100 S.Ct. 1905, 64 L.Ed.2d
548 (1980) (“Where Congress explicitly enumerates certain
exceptions to a general prohibition, additional exceptions are
not to be implied, in the absence of evidence of a contrary
legislative intent.”). Thus inclusion of one exception implies
the deliberate exclusion of another. Here the Pennsylvania
legislature decided to codify a specific, narrow intended-
recipient exemption for law enforcement, limiting Proetto and
Cruttenden to their facts. This implies it chose to reject the
broader implications of those cases.

The Pennsylvania legislature had the opportunity to adopt
the expansive language from those opinions. And it had a
prototype for a direct-party exception in the Federal Wiretap
Act. See 18 U.S.C. § 2511(2)(d) (“It shall not be unlawful
under this chapter for a person not acting under color of
law to intercept a wire, oral, or electronic communication
where such person is a party to the communication or where
one of the parties to the communication has given prior
consent to such interception.” (emphasis added)). Still it
codified only a law-enforcement exception, thus limiting

any direct-party exception to that context. 3 And even that
exception was narrower than the Proetto exception or that of
the Federal Wiretap Act. The text shows that, even for law
enforcement, being a direct party is not enough to exempt
officers from liability: they must also have the prior approval
of a supervising official to make their actions lawful.

The Defendants argue we should not read the
2012 amendment as a rejection of a broad direct-
party exception. They believe the Pennsylvania
legislature enacted the amendment “to address a
narrow issue relating to police activity arising
out of the Cruttenden case, and specifically to
undo a lower court decision in that case” that
seemed to undermine Proetto. Defs.! Suppl. Br.
at 1. Though we agree the legislative history
cited by the Defendants suggests the Pennsylvania

legislature enacted the 2012 amendment to
preserve the Proetto exception, we disagree with
their conclusion that this means the legislature
preserved the broader exception in those cases.
When it codified Proetto, it did not choose to codify
the broader language from that opinion, as it could
have. Had it truly wished to preserve everything
Proetto implied, it could have codified a direct-
party exception like the one in the Federal Wiretap
Act.

*5 Indeed, the broader exception the Defendants ask us
to read into the statute conflicts with the rest of the Act.
It excepts a range of conduct from the general bar against
wiretapping. See 18 Pa. C.S. § 5704. One exception makes
it lawful for “[a] person, to intercept a wire, electronic or
oral communication, where all parties to the communication
have given prior consent to such interception.” /d. § 5704(4)
(emphasis added). If, as the Defendants argue, a party to a
communication may lawfully intercept it without the other
person's consent just because it is a “direct party” to that
communication, the all-party consent requirement would

disappear. 4

To give another example, the WESCA creates an
exception for an interception by a law enforcement
officer where the officer is a party to the
communication and the other party is either holding
a hostage or has barricaded himself to avoid
apprehension and that party either may resist with
the use of weapons or is threatening harm to
himself or others. See 18 Pa. C.S. § 5704(12). This
exception shows it is simply not enough for the
person making the interception to be a direct party
to the communication.

this Defendants contend that

Commonwealth v. Diego, a criminal suppression case decided

Resisting outcome,
by Pennsylvania's intermediate appellate court after the 2012
amendments, revived a sweeping direct-party exception to
the WESCA. See 119 A.3d 370 (Pa. Super. Ct. 2015). We
disagree.

Diego involved a text message conversation between two
consenting participants that was later “subsequently relayed”
by one of them to the police after “the communication ha[d]
ended.” /d. at 381. The Court allowed the text message into
evidence, as the recipient (Still) “control[led] the destiny of
the content of that message once it [was] received.” Id. at
378. As such, the defendant (Diego) “lacked a reasonable
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expectation of privacy in the text message conversation he
had with Still.” /d.

[9] Considering that the WESCA “is to be strictly construed
to protect individual privacy rights,” Com. v. Shreffler, 201
A.3d 757, 764 (Pa. Super. Ct. 2018), we do not hesitate to
limit the holding in Diego to the facts of that case. Though
it mentions Diego and Still communicating “directly” by
text messages and Still “relay[ing]” those messages to the
police, that is hardly enough to resurrect a broad direct-
party exception. 119 A.3d at 380-81. We therefore discern no
principled basis to rule that Diego authorizes, absent consent,
the kind of surreptitious tracking that occurred here.

The Pennsylvania Superior Court apparently agrees with us. It
has since reframed Diego as a consented intercept case rather
than a case not involving an intercept. See Commonwealth v.
Byrd, 2018 WL 1465219, at *5 & n.16 (Pa. Super. Ct. Mar.
26, 2018) (citing Diego for the proposition that “[t]he mutual
consent exception [in Section 5704(4)] permits interception
of conversations in instances where the defendant ‘knew,
or should have known, that the conversation was recorded’
) (emphasis added). This reframing, when paired with our
analysis of the WESCA's plain language and statutory history,
persuades us the Pennsylvania Supreme Court would rule that
there is no sweeping direct-party exception to civil liability

under the WESCA.> See Covington v. Cont'l Gen. Tire,
Inc., 381 F.3d 216, 218 (3d Cir. 2004). Thus NaviStone and
Harriet Carter cannot avoid liability merely by showing that
Popa unknowingly communicated directly with NaviStone's

SCrvers. 6

We thus need not consider Popa's argument that
NaviStone was not a direct party, as NaviStone
could remain liable whether a direct party or not.

This of course contrasts with our decisions
involving the Federal Wiretap Act in In re
Google Inc. Cookie Placement Consumer Privacy
Litigation, 806 F.3d 125 (3d Cir. 2015), and /n
re Nickelodeon Consumer Privacy Litigation, 827
F.3d 262 (3d Cir. 2016), both written by Judge
Fuentes, a member of the panel here. There we
decided the defendants were not liable under the
Federal Wiretap Act because the users' browsers
sent GET requests directly to the defendants,
making them “parties” to the communication. /n re
Google, 806 F.3d at 142—43; In re Nickelodeon, 827
F.3d at 274. As we already mentioned, the Federal

Wiretap Act—unlike the WESCA—has an explicit
direct-party exemption. See 18 U.S.C. § 2511(2)
(d). So we reached a different conclusion in those
cases by applying that exemption. /n re Google,
806 F.3d at 142-43; In re Nickelodeon, 827 F.3d at
274.

B.

*6 This leads to our next question: when NaviStone
intercepted Popa's electronic communications, where did
that interception occur? The answer is important because
Pennsylvania courts have declined to extend the WESCA to
cover conduct occurring wholly outside the Commonwealth
—at least in the context of recording telephone conversations.
Larrison v. Larrison, 750 A.2d 895, 898 (Pa. Super. Ct.
2000). When a person in New York, for example, tape records
a phone call with someone in Pennsylvania, the WESCA
does not apply because the Commonwealth has “no power to
control the activities that occur within a sister state.” /d.

[10] There are two possible “intercept” points here. One,
which the District Court recognized and the Defendants now
argue for, is when Popa's electronic communications reached
their final destination at NaviStone's servers in Virginia. If
this is the sole point of interception, then we would need to
conduct a choice-of-law analysis to determine whether the
WESCA should reach this conduct. See id. The other, pushed
by Popa, is when the electronic communications were sent
from Popa's browser to NaviStone without her knowledge.
She asserts this occurred within Pennsylvania's borders. If so
under her theory, Pennsylvania law should apply.

The WESCA does not demarcate where an interception
occurs. Yet we know from the statute's definition that an
interception involves the “[aJural or other acquisition of
the contents of any wire, electronic or oral communication
through the use of any electronic, mechanical or other
device.” 18 Pa. C.S. § 5702. And while the statute does
not further define “acquisition,” we can apply the word's
“common and approved usage.” 1 Pa. C.S. § 1903(a).
“Acquisition” means “the act of acquiring.” Webster's New
Collegiate Dictionary 11 (1977). And “acquire,” in turn,
means “to come into possession or control of,” id., or to “gain
[or] obtain,” The Oxford Dictionary of English Etymology 9
(1966). The result is that an interception occurs where there
is an act taken to gain possession of communications using
a device.
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Sometimes that place is obvious. Picture the days before
wireless communication when police tapped a phone line
by cutting the telephone wire that carried the conversation
from one line to the other and adding a wire to the officer's
own phone. There, cutting the wire and attaching another
one is clearly an act taken to gain possession of the wire
communication, and thus an intercept occurred where that
wire was cut. This tracks the holdings of several federal
courts of appeals interpreting the identical portion of the
federal definition of “intercept”: when the contents of a
communication are “captured or redirected in any way, an
interception occurs at that time.” United States v. Rodriguez,
968 F.2d 130, 136 (2d Cir. 1992); see also, e.g., United States
v. Denman, 100 F.3d 399, 403 (5th Cir. 1996). So, in the
telephone wiretap context, the “jurisdiction in which the to-
be-tapped telephone is located” is one certain place where an
interception occurred, for that is where the communications
are rerouted, whether the listener is in the state or not.
Rodriguez, 968 F.2d at 136; see also United States v. Luong,
471 F.3d 1107, 1109 (9th Cir. 2006).

Electronic communications are similarly “intercepted” when
software reroutes communications to an interceptor. Take the
Sixth Circuit case, Luis v. Zang, 833 F.3d 619 (6th Cir. 2016).
A jealous husband installed software, WebWatcher, on his
wife's computer so he could monitor her online conversations.
Id. at 623-24. Once installed, it would “automatically
acquire[ ] and transmit[ | communications” such as emails
and chat messages to the software manufacturer, Awareness,
at its servers in California. /d. at 633. A man with whom
the wife was communicating sued Awareness after his online
communications were directed to its servers. /d. at 624.
Though Awareness tried to argue that the husband, not
it, had intercepted the communications by later viewing
them, the Sixth Circuit disagreed. /d. at 633. The “intercept
of a communication,” it said, “occur[red] at the point
where WebWatcher—without any active input from the
user—capture[d] the communication and reroute[d] it to
Awareness's own servers.” Id. As with tapped phones,

T3N3

Awareness “ ‘acquire[d]’ the communications by rerouting

them to servers that it owns and controls.”’ 7d. (emphasis
added).

That is not to say that an interception fails
also to occur where the information is ultimately
received by the “listener.” Our Circuit has also
adopted the “listening post” theory—at least for
federal wiretaps—which holds that an interception
can take place also where the contents of the

communication are heard by law enforcement
officers. United States v. Jackson, 849 F.3d 540,
551 (3d Cir. 2017). Whether this theory extends
to the WESCA or electronic communications is
another question for another day.

*7  [11] [12]
communications at the point where it routed those
communications to its own servers. And that was at
Popa's browser, not where the signals were received at
NaviStone's servers. The Defendants' own evidence details
how NaviStone went about obtaining the communications. It
provided JavaScript code to Harriet Carter to install on its
website. This code would “begin[ ] to run when the website
page, which includes the code, [was] fully rendered and
loaded in the visitor's web browsing software.” Appx. At 189.
Then, when the user interacted with the website in specific
ways (such as by adding an item to a cart or tabbing out of
a form field), “the code cause/d] certain communications to
be sent from the visitor's web browser directly to NaviStone.”
Id. at 188 (emphasis added); see also id. at 189-91 (detailing
which communications triggered messages to NaviStone).

Thus when the code—the rerouting device at issue 8 _told
Popa's browser to send communications to NaviStone and
those electronic signals were routed to NaviStone's servers,

an interception occurred. 9

8 The Defendants do not argue on appeal that the
JavaScript on Harriet Carter's website is not a
“device.” We therefore assume for the purposes of
this opinion that it is.

9

The Defendants argue against this interpretation
of the statute, invoking the constitutional-doubt
canon. Specifically, they urge that “[a]pplying
WESCA to NaviStone based on conduct that
occurred wholly outside of Pennsylvania would
have the ‘practical effect’ of regulating commerce
occurring wholly outside Pennsylvania and would
thus violate the Commerce Clause.” Defs.' Br. at
44,

We decline to apply this canon for two reasons.
First, before it “may be used, there must exist a
doubt as to the meaning of the statute.” United
States v. Grier, 475 F.3d 556, 567 n.7 (3d Cir.
2007); see also 1256 Hertel Ave. Assocs., LLC
v. Calloway, 761 F.3d 252, 261 (2d Cir. 2014)
(“Application of the [constitutional-doubt] canon
requires that the statute in question be genuinely

[13] So NaviStone intercepted Popa's
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susceptible to at least two interpretations ....”).
And here there is no genuine doubt about the
plain meaning of the statute. Second, we need not
apply this canon when “a constitutional question,
while lacking an obvious answer, does not lead
a majority gravely to doubt that the statute
is constitutional.” Almendarez-Torres v. United
States, 523 U.S. 224, 239, 118 S.Ct. 1219, 140
L.Ed.2d 350 (1998). Though the Defendants raise
interesting constitutional issues about the States'
ability to regulate internet communications more
generally, we do not have grave doubts as to the
constitutionality of the WESCA.

[14] The problem, though, is we still don't know exactly
where Popa's browser accessed the Harriet Carter website and
where NaviStone's JavaScript began telling the browser to
communicate with its servers. The parties seem to assume this
occurred in Pennsylvania, but they point us to no source in
the record confirming this point. We therefore leave it to the
District Court to determine anew whether there is a genuine
issue of material fact about where the interception occurred.
While we do not resolve this question in this appeal, we do
hold that the place of interception is the point at which the

signals were routed to NaviStone's servers. 10

10 We note that the Defendants' interpretation of the

statute (that communications are only intercepted
when received at the server) would also lead
to absurd results. Under this theory, companies
could capture the data of people in other states as
long as they parked their servers in a state with
weak privacy protections. That would significantly
undermine the privacy protection that is at the core
of the WESCA and would be inconsistent with the
General Assembly's intent. See Spangler, 809 A.2d
at 237 (discussing how the WESCA “emphasizes
the protection of privacy”).

C.

So does this mean websites can never use cookies or third-
party marketing companies to analyze customer data? Though
the Defendants try to convince us about the certainty of
any number of “parade of horribles,” the WESCA is not
so unreasonable. It, like the Federal Wiretap Act, includes
many exceptions from liability. One is the all-party consent
exception, under which it is not unlawful for someone to
“intercept a wire, electronic or oral communication, where

all parties to the communication have given prior consent to
such interception.” 18 Pa. C.S. § 5704(4). Thus if someone
consents to the interception of her communications with a
website, the WESCA does not impose liability. Here the
Defendants obviously consented to the interception. The
question is whether Popa did as well.

*8 [15] The Defendants argue Popa impliedly consented
to the interception because Harriet Carter included a privacy
policy on the website when she visited. Though Popa claims
she never saw the policy, the Pennsylvania Supreme Court has
said that “prior consent” in § 5704(4) does not require “actual
,235A.3d
311, 319 (2020). Prior consent, including implied consent,
“can be demonstrated when the person being recorded knew

knowledge.” Commonwealth v. Byrd, — Pa.

or should have known[ ] that the conversation was being
recorded.” /d. (internal quotation marks omitted).

[16] Because the District Court granted summary judgment
on other grounds, it never addressed whether Harriet Carter
posted a privacy policy and, if so, whether that policy
sufficiently alerted Popa that her communications were being
sent to a third-party company. The Defendants assert the
privacy policy adequately alerted a reasonable person to the
interception; hence Popa's conduct using the Harriet Carter
website demonstrated she consented. Popa disagrees that the
policy went far enough and, alternatively, contends there is a

genuine issue of material fact about whether this policy even

existed at the time she visited the Harriet Carter website. ||

1 Though a senior Harriet Carter employee attested

in a declaration that the privacy policy was on
the website during the relevant period, later in a
deposition he said he could not provide the privacy
policy as it existed in 2018.

[17] These are arguments that should be addressed first by
the District Court. We generally decline to resolve issues not
decided by a district court, choosing instead to allow it to
decide in the first instance. Forestal Guarani S.A. v. Daros
Int'l, Inc., 613 F.3d 395, 401 (3d Cir. 2010). And this is
particularly appropriate here because there are unresolved
disputes about the evidence supporting the Defendants'
privacy policy arguments. See Doc. 97 (Popa objecting
to portions of the declarations of Larry Kavanagh, Chris
Ludwig, and Greg Humphreys, including challenging parts
discussing the privacy policy); Appx. at 21 (denying as moot
Popa's evidentiary objections). These objections will need to
be resolved before determining whether the Defendants are
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. . . .. . .
entitled to summary judgment on the basis of Harriet Carter's interception. As we part with the District Court's holding that

privacy policy. NaviStone is exempt from l.1ab111ty becaus.e it Was.a direct
party to Popa's communications and that interception only
% % % occurred at the site of NaviStone's servers in Virginia, we
vacate the Court's order granting summary judgment and

[18] [19] The WESCA “emphasizes the protection of remand for further consideration.

privacy.” Spangler, 809 A.2d at 237. Consistent with that

emphasis, it applies when anyone intercepts communications All Citations

—that is, takes an action to acquire them with a device. And

it requires all parties—not just a party—to consent to that --- F.4th ----, 2022 WL 10224949

End of Document © 2022 Thomson Reuters. No claim to original U.S. Government Works.
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549 F.Supp.3d 1073
United States District Court, C.D. California.

Mary YOON, individually and on behalf
of all others similarly situated, Plaintiff,
v.

LULULEMON USA, INC. and
Quantum Metric, Inc., Defendants.

Case No. 5:20-cv-02439-JWH-SHKx
|
Signed 07/15/2021

Synopsis

Background: Customer filed action against store and store's
website-software developer, asserting violation of Federal
and California wiretapping law, violation of California
Invasion of Privacy Act (CIPA), and violation of California
Constitution. Defendants filed motion to dismiss for failure to
state claim upon which relief could be granted.

Holdings: The District Court, John W. Holcomb, J., held that:

[1] customer sufficiently alleged that she did not consent to
participation of developer in conversation;

[2] issue of whether developer constituted “participant,” even
without customer's consent, could not be resolved by motion
to dismiss;

[3] customer's website activity that she alleged was recorded
by developer did not constitute “content” under CIPA;

[4] store could be held liable for aiding and abetting alleged
wiretapping committed by developer;

[5] customer could not state claim against store for violation
of Wiretap Act provision providing for fine or imprisonment;

[6] customer could not state claim against store under CIPA
provision providing for fine or imprisonment; and

[7] customer did not have cognizable privacy interest in
browsing data collected while she interacted with store's
website.

Motion granted in part and denied in part.

Procedural Posture(s): Motion to Dismiss for Failure to
State a Claim.

West Headnotes (24)

[1] Federal Civil Procedure é= Insufficiency in
general

Rule allowing a motion to dismiss for failure to
state a claim upon which relief can be granted
must be read in conjunction with rule requiring
a short and plain statement of the claim showing
that a pleader is entitled to relief, in order to give
the defendant fair notice of what the claim is and
the grounds upon which it rests. Fed. R. Civ. P.
8(a), 12(b)(6).

[2] Federal Civil Procedure = Construction of
pleadings
Federal Civil Procedure = Matters deemed

admitted; acceptance as true of allegations in
complaint

When evaluating a motion to dismiss for failure
to state a claim upon which relief can be granted,
a court must accept all material allegations in the
complaint—as well as any reasonable inferences
to be drawn from them—as true and must
construe them in the light most favorable to the
non-moving party. Fed. R. Civ. P. 12(b)(6).

[3] Federal Civil Procedure &= Insufficiency in
general

While a complaint attacked by a motion to
dismiss for failure to state a claim upon which
relief can be granted does not need detailed
factual allegations, a plaintiff's obligation to
provide the grounds of his entitlement to relief
requires more than labels and conclusions, and a
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[4]

[5]

[6]

(7]

formulaic recitation of the elements of a cause of
action will not do. Fed. R. Civ. P. 12(b)(6).

Federal Civil Procedure é= Insufficiency in
general

To survive a motion to dismiss for failure to
state a claim upon which relief can be granted,
allegations in the complaint must be enough to
raise a right to relief above the speculative level.
Fed. R. Civ. P. 12(b)(6).

Federal Civil Procedure @~ Matters
considered in general

Although the scope of review on a motion to
dismiss for failure to state a claim upon which
relief can be granted is limited to the contents
of the complaint, the district court may consider
certain materials, such as documents attached
to the complaint, documents incorporated by
reference in the complaint, or matters of judicial
notice. Fed. R. Civ. P. 12(b)(6).

Federal Civil Procedure é= Matters
considered in general

Under the incorporation by reference doctrine,
a district court evaluating a motion to dismiss
for failure to state a claim upon which relief
can be granted may consider documents not
attached to the pleading if: (1) those documents
are referenced extensively in the complaint or
form the basis of the plaintiff's claim; and (2) no
party questions their authenticity. Fed. R. Civ. P.
12(b)(6).

Federal Civil Procedure @ Pleading over

Generally, a district court should grant leave to
amend even if no request to amend the pleading
was made, unless it determines that the pleading
could not possibly be cured by the allegation of
other facts.

8]
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[10]

[11]

Federal Civil Procedure é= Matters
considered in general

District court would take judicial notice
of website software patents either under
incorporation-by-reference doctrine or because
they were relevant and capable of accurate
information, in evaluating motion to dismiss
customer's complaint against store and store's
website software developer for violation of
wiretapping laws with regard to software on
store's website that monitored website users'
activity; customer quoted from patents in her
complaint. Fed. R. Evid. 201(d).

Federal Civil Procedure é= Matters
considered in general

District court would take judicial notice of
screen shots of software developer's website,
in evaluating motion to dismiss customer's
complaint against store and store's website
software developer for violation of wiretapping
laws with regard to software on store's website
that monitored website users' activity; customer
not only referenced developer's website in her
complaint, but she extensively discussed ways in
which developer's website discussed developer's
monitoring technology. Fed. R. Evid. 201(d).

Telecommunications & Computer
communications

California Invasion of Privacy Act (CIPA)
applies to communications conducted over the
internet. Cal. Penal Code § 631(a).

Telecommunications &= Persons concerned;
consent

Customer who purchased items from store's
website sufficiently alleged that she did
not consent to participation of developer
who provided software that enabled store
to monitor website users' activity on its
website, and therefore developer did not
constitute “participant” in conversation for
purposes of customer's claim that developer
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[12]

[13]

[14]

violated California Invasion of Privacy Act
(CIPA); although store's privacy policy disclosed
presence of developer on website, privacy policy
did not provide notice to users or prompt them
to take any affirmative action to demonstrate
assent. Cal. Penal Code § 631(a).

Federal Civil Procedure @= Fact issues

Issue of whether developer who provided
software that enabled store to monitor website
users' activity on its website constituted
“participant,” even without customer's consent,
could not be resolved by motion to dismiss
customer's claim that developer violated
California Invasion of Privacy Act (CIPA);
issue constituted question of fact for jury, best
answered after discovery into storage mechanics
of developer's software. Cal. Penal Code §
631(a).

Telecommunications &= Computer
communications

Customer's keystrokes, mouse clicks, pages
viewed, shipping and billing information, and
internet protocol (IP) address, which customer
alleged was recorded by website developer
that provided software to store that enabled
store to monitor website users' activity on
its website, did not constitute “content” under
California Invasion of Privacy Act (CIPA),
and therefore customer failed to state claim
for violation of CIPA provision penalizing
persons who read, attempt to read, or to learn
contents or meaning of any message, report, or
communication; to fall under CIPA protection,
alleged intercepted content had to be internal,
user-generated material of message, rather than
routine identifiers. Cal. Penal Code § 631(a).

Telecommunications é= Acts Constituting
Interception or Disclosure

Analysis for violation of California's Invasion of
Privacy Act (CIPA) is same as that under federal
Wiretap Act. 18 U.S.C.A. § 2512; Cal. Penal
Code § 631.

[15]

[16]

[17]

1 Cases that cite this headnote

Telecommunications &= Persons liable;
immunity

Store could be held liable for aiding and
abetting alleged wiretapping committed by
developer that provided software to store
that enabled store to monitor website users'
activity on its website, even though store
constituted conversation “participant” under
California Invasion of Privacy Act (CIPA), and
therefore customer who purchased items from
store's website stated claim against store for
CIPA violation by abetting developer's alleged
wiretapping. Cal. Penal Code § 631(a).

Telecommunications &= Persons liable;
immunity

A conversationalist is betrayed equally by a
wiretapper and by the willing conversation
participant who surreptitiously allows that third
party to wiretap, for purposes of determining
whether conversation participants can be liable
under California Invasion of Privacy Act (CIPA)
for aiding in wiretapping if they allow a third
party to access the communication. Cal. Penal
Code § 631(a).

1 Cases that cite this headnote

Action = Statutory rights of action
Telecommunications é= Actions

Customer who purchased items from store's
website, which used software to monitor
customer's website activity, could not state claim
against store for violation of provision of Wiretap
Act providing for fine or imprisonment for
manufacturing, assembly, possession, or sale of
device for use in surreptitious interception of
wire, oral, or electronic communications; that
provision of Wiretap Act provided for fines
or imprisonment and, thus, constituted criminal
statute, rather than providing for private right of
action. 18 U.S.C.A. § 2512(1).
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(18]

[19]

[20]

[21]

Action é= Statutory rights of action
Telecommunications &= Actions

Customer who purchased items from store's
website, which used software to monitor her
website activity, could not state claim against
store for violation of provision of California
Invasion of Privacy Act (CIPA) providing
for fine or imprisonment for manufacturing,
assembly, possession, or sale of device for use in [22]
eavesdropping upon communication of another;

that provision of CIPA provided for fines or
imprisonment and, thus, constituted criminal

statute, rather than providing private right of

action. Cal. Penal Code § 635(a).

1 Cases that cite this headnote

Constitutional Law ¢= Telecommunications
Torts @= Particular cases in general

Customer who purchased items from store's
website did not have cognizable privacy interest
in browsing data collected while she interacted
with store's website, and therefore customer,
alleging that store violated her right to autonomy [23]
privacy by collecting her browsing data while
she interacted with store's website, failed to
allege privacy interest sufficient to state claim

under California Constitution. Cal. Const. art. 1,

§1.

Constitutional Law @= Relation between
state and federal rights

Constitutional Law @= Applicability to [24]

governmental or private action; state action

California state law right to privacy is broader
than federal privacy right, because it protects
individuals from invasion of privacy by private

parties as well as state actors. Cal. Const. art. 1,

§1.

To  establish
Constitution's right to privacy, plaintiff must

claim under California
demonstrate three elements: (1) legally protected
privacy interest; (2) reasonable expectation of
privacy under circumstances; and (3) conduct by
defendant that amounts to serious invasion of

protected privacy interest. Cal. Const. art. 1, § 1.

Constitutional Law &= Disclosure of personal
matters

Constitutional Law &= Making of personal
decisions

Under  California  Constitution, legally

recognized privacy interests are generally of two
classes: interests in precluding dissemination or
misuse of sensitive and confidential information
(informational privacy); and interests in making
decisions

intimate personal or conducting

personal  activities  without observation,
intrusion, or interference (autonomy privacy).

Cal. Const. art. 1, § 1.

Constitutional Law ¢ Making of personal
decisions

Autonomy privacy, which protects interests

in making intimate personal decisions

or conducting personal activities without
observation, intrusion, or interference under
California bodily

Constitution,  protects

autonomy. Cal. Const. art. 1, § 1.

Patents é= In general; utility

US Patent 10146752, US Patent 10656984.
Cited.
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Yoon v. Lululemon USA, Inc., 549 F.Supp.3d 1073 (2021)

Jovanna Bubar, Matthew Earl Ladew, Purvi G. Patel,
Morrison and Foerster LLP, Los Angeles, CA, for Defendant
Quantum Metric, Inc.

ORDER GRANTING-IN-PART AND
DENYING-IN-PART DEFENDANTS’
MOTION TO DISMISS [ECF No. 23]

John W. Holcomb, UNITED STATES DISTRICT JUDGE

*1077 Before the Court is the motion of Defendants
Lululemon USA, Inc. and Quantum Metric, Inc. to dismiss,
pursuant to Rule 12(b)(6) of the Federal Rules of Civil

Procedure. | The Court finds this matter appropriate for
resolution without a hearing. See Fed. R. Civ. P. 78; L.R.
7-15. After considering the papers filed in support and in

opposition, % the Court orders that the Motion is GRANTED
IN PART and DENIED IN PART, as set forth herein.

Defs.” Joint Mot. to Dismiss (the “Motion”) [ECF
No. 23]; Req. for Judicial Notice (the “RJN”) [ECF
No. 24].

The Court considered the following papers: (1)
PL.’s First Am. Compl. (the “Amended Complaint”)
[ECF No. 20]; (2) the Motion; (3) Pl.’s Opp'n to
the Motion (the “Opposition”) [ECF No. 25]; and
(4) Defs.” Reply in Support of the Motion (the
“Reply”) [ECF No. 28].

I. BACKGROUND

Yoon alleges the following facts in her Amended Complaint,
which the Court assumes to be true for the purposes of the
instant Motion. See, e.g., Cahill v. Liberty Mut. Ins. Co., 80
F.3d 336, 337-38 (9th Cir. 1996) (on motion to dismiss for
failure to state a claim, “[a] allegations of material fact are
taken as true and construed in the light most favorable to the
nonmoving party”).

Yoon is a resident of Corona, California.> Lululemon is
a Nevada corporation that does business in California,

including through a website; Quantum Metric is a Delaware
corporation. * Yoon visited and made a purchase from

Lululemon's website in April 2020. >

Amended Complaint 9 4.
SR EX
> Id g4

Lululemon uses Quantum Metric software called “Session
with
Lululemon's webpage, including mouse movements, clicks,

Replay” to captures a customer's interactions

keystrokes, scrolls, and pageviews.6 Quantum Metric

T3N3

markets this software as allowing a company “ ‘to pull up

any user who had visited [a] website and watch their journey

5 9

as if [the company] was standing over their shoulder’ ” and

1133 5 9

[s]ee actual customer interactions.” ” Quantum Metric has

obtained patent protection for its Session Replay technology,

T3N3

which Quantum Metric touts as giving companies “ ‘real-

time visibility into all behavioral, technical, and segment

data.’ ' The monitoring that Quantum Metric's technology
provides extends beyond the computer “cookies” with which

One 2017 study found
that products similar to Session Replay collected users’

. ... 8
ordinary consumers are familiar.

. 9 .
passwords and credit card numbers.” Lululemon is aware of

this monitoring. 10

o)

1d. 9910 & 18.
T 1d 9918, 28, & 20.
8 g q3s,
9
1d. 9935 & 36.
10 14 a1 & 42.

When Yoon visited Lululemon's website, Session Replay
captured her keystrokes and clicks; pages viewed; shipping
and billing information; date, time, and duration of visit; IP
address and physical location; and browser type and operating

system. H Quantum Metric then supplies that information

back to Lululemon. ' The home page and checkout page
of Lululemon's website contain links to a Privacy Policy in

size 7.5 non-contrasting font. 13 Lululemon did not ask Yoon
to agree to the Privacy Policy; rather, Lululemon instructed
Yoon that she could “learn more” about the Privacy Policy

when she placed her order. 14

T 1d q 4.

120 1d 926
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B3 1d 9955 & 56.

14 1a 9956 & 57.

*1078 Yoon seeks to represent a class of similarly situated
consumers; certification of that class is not currently before

the Court. !> The Amended Complaint asserts the following
four claims for relief against both Defendants: (1) violation
of Cal. Penal Code § 631; (2) violation of Cal. Penal Code §
635; (3) invasion of privacy under California's Constitution;

and (4) violation of 18 U.S.C. § 2512. 16 Defendants’ Motion
now stands submitted.

5 1 6371,

16 See generally Amended Complaint.

II. LEGAL STANDARD

21 13l
motion to dismiss for failure to state a claim upon which relief
can be granted. Rule 12(b)(6) must be read in conjunction
with Rule 8(a), which requires a “short and plain statement
of the claim showing that a pleader is entitled to relief,” in
order to give the defendant “fair notice of what the claim is
and the grounds upon which it rests.” Bell Atlantic Corp. v.
Twombly, 550 U.S. 544, 555, 127 S.Ct. 1955, 167 L.Ed.2d
929 (2007); see Horosny v. Burlington Coat Factory, Inc.,
2015 WL 12532178, at *3 (C.D. Cal. Oct. 26, 2015). When
evaluating a Rule 12(b)(6) motion, a court must accept
all material allegations in the complaint—as well as any
reasonable inferences to be drawn from them—as true and
must construe them in the light most favorable to the non-
moving party. See, e.g., Doe v. United States, 419 F.3d 1058,
1062 (9th Cir. 2005). “While a complaint attacked by a Rule
12(b)(6) motion to dismiss does not need detailed factual
allegations, a plaintiff's obligation to provide the ‘grounds’
of his ‘entitlement to relief” requires more than labels and
conclusions, and a formulaic recitation of the elements of a
cause of action will not do.” Twombly, 550 U.S. at 555, 127
S.Ct. 1955 (citations omitted). Rather, the allegations in the
complaint “must be enough to raise a right to relief above the
speculative level.” /d.

[5] [6] Although the scope of review on a Rule 12(b)

(6) motion to dismiss is limited to the contents of the
complaint, the Court may consider certain materials, such as
documents attached to the complaint, documents incorporated
by reference in the complaint, or matters of judicial notice.

[4] Under Rule 12(b)(6), a party may make

United States v. Ritchie, 342 F.3d 903, 907-08 (9th Cir. 2003).
Under the incorporation by reference doctrine, the Court
may consider documents not attached to the pleading if: (1)
those documents are referenced extensively in the complaint
or form the basis of the plaintiff's claim; and (2) no party
questions their authenticity. Knievel v. ESPN, 393 F.3d 1068,
1076 (9th Cir. 2005).

[7]1 Generally, “a district court should grant leave to amend
even if no request to amend the pleading was made, unless it
determines that the pleading could not possibly be cured by
the allegation of other facts.” Lopez v. Smith, 203 F.3d 1122,
1127 (9th Cir. 2000) (en banc) (internal quotations omitted).

II1. DISCUSSION

A. Request for Judicial Notice

“A court shall take judicial notice if requested by a party

aand supplied with the necessary information.” Fed. R. Evid.

201(d). An adjudicative fact may be judicially noticed if it
is “not subject to reasonable dispute in that it is either (1)
generally known within the territorial jurisdiction of the trial
court, or (2) capable of accurate and ready determination
by resort to sources whose accuracy cannot reasonably be
questioned.” Id.

*1079 Defendants request that the Court take notice of the
following documents:

* U.S. Patent No. 10,656,984 (the “Session Replay Patent I")
[ECF No. 24, Ex. A];

* Screenshots of the “Frequently Asked Questions” and

“Data Privacy and Security” sections of Quantum Metric's
website, captured on October 30, 2020, by the Wayback
Machine (“QM Website Screenshots”) [ECF No. 24, Ex.
BJ;

* U.S. Patent No. 10,146,752 (the “Session Replay Patent I1”)
[ECF No. 24, Ex. CJ;

* Screenshot of Lululemon's website's Privacy Policy
captured on April 19, 2020, by the Wayback Machine (the
“Lululemon Privacy Policy”) [ECF No. 24, Ex. DJ;

* Screenshot of the Lululemon website captured on February
8, 2021 (the “Lululemon Website Screenshot’) [ECF No.
24, Ex. E]; and



https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000217&cite=CAPES631&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000217&cite=CAPES635&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000217&cite=CAPES635&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=18USCAS2512&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000600&cite=USFRCPR12&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000600&cite=USFRCPR12&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000600&cite=USFRCPR8&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2012293296&pubNum=0000780&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=RP&fi=co_pp_sp_780_555&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_780_555 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2012293296&pubNum=0000780&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=RP&fi=co_pp_sp_780_555&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_780_555 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2012293296&pubNum=0000780&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=RP&fi=co_pp_sp_780_555&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_780_555 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2039775428&pubNum=0000999&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=RP&fi=co_pp_sp_999_3&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_999_3 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2039775428&pubNum=0000999&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=RP&fi=co_pp_sp_999_3&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_999_3 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000600&cite=USFRCPR12&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2007146274&pubNum=0000506&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=RP&fi=co_pp_sp_506_1062&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_506_1062 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2007146274&pubNum=0000506&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=RP&fi=co_pp_sp_506_1062&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_506_1062 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000600&cite=USFRCPR12&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000600&cite=USFRCPR12&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2012293296&pubNum=0000780&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=RP&fi=co_pp_sp_780_555&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_780_555 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2012293296&pubNum=0000780&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=RP&fi=co_pp_sp_780_555&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_780_555 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2012293296&pubNum=0000780&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000600&cite=USFRCPR12&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000600&cite=USFRCPR12&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2003584470&pubNum=0000506&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=RP&fi=co_pp_sp_506_907&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_506_907 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2005883507&pubNum=0000506&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=RP&fi=co_pp_sp_506_1076&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_506_1076 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2005883507&pubNum=0000506&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=RP&fi=co_pp_sp_506_1076&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_506_1076 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2000051408&pubNum=0000506&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=RP&fi=co_pp_sp_506_1127&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_506_1127 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2000051408&pubNum=0000506&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=RP&fi=co_pp_sp_506_1127&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_506_1127 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000607&cite=USFRER201&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000607&cite=USFRER201&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2050990629&pubNum=0004074&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=PA&docFamilyGuid=Ibad165f099bf11eaab288cae66e341f3&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2046162391&pubNum=0004074&originatingDoc=Iee4fc660feea11eb9a25ff506e9163fd&refType=PA&docFamilyGuid=Id6772470f84e11e894d39fee7d6785ad&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 

Yoon v. Lululemon USA, Inc., 549 F.Supp.3d 1073 (2021)

* Screenshot of an October 18, 2018, blog post on Quantum
Metric's website captured on March 24, 2021 (the “Blog
Post”) [ECF No. 24, Ex. F].

Yoon opposes the RIN in its entirety. 17 The Court considers
each individual request below.

17 Opposition at 33:5-35:18.

[8] Yoon opposes judicial notice of the Session Replay

Patents I and II, arguing that they are “irrelevant.” "% This
seems unlikely, as Yoon quoted from the Patents in her
Amended Complaint. The Court may therefore take judicial
notice of the Patents either (1) under the incorporation-
by-reference doctrine; or (2) because they are relevant and
capable of accurate determination. The Court GRANTS the
RJIN with respect to the Session Replay Patents.

I8 14 at34:25.

[9] Defendants request judicial notice of the QM Website
Screenshots because their contents are alleged in the

Amended Complaint. " Yoon opposes judicial notice,
arguing that the contents of the QM Website were

Defendants
are correct: the Amended Complaint references Quantum

not included in the Amended Complaint. 20

Metric's website. !
not merely mention the website; it extensively discusses the

Indeed, the Amended Complaint does

ways in which Quantum Metric advertises Session Replay. 2
In this section of the Amended Complaint, Yoon relies
upon Quantum Metric's alleged advertisements to explain
how Session Reply works. The Court therefore GRANTS
the RIN with respect to the QM Website Screenshots.
The Court additionally GRANTS the RIN with respect to
the Lululemon Privacy Policy and the Lululemon Website
Screenshot because the Amended Complaint also discusses

those documents extensively. 23 Because the Court does not
consider the Blog Post, it DENIES the RIN with respect to
that document.

9 RINat3:26-4:10.

20 . ) )
Opposition at 34:27-35:4.

21

Amended Complaint 9 20 (citing ECF No. 19 at 34
(screenshots of Quantum Metric's website, attached
to Defs.” Req. for Judicial Notice [ECF No. 19]

attached to prior moot Mot. to Dismiss [ECF No.
18; see ECF No. 22]).)

22 Amended Complaint 99 18-26.

23 Yoon's cited case, Khoja v. Orexigen Therapeutics,

Inc., 899 F.3d 988 (9th Cir. 2018), is inapposite.
See Opposition at 33:11-33:19 (citing Khoja). That
case discussed when “documents not mentioned in
the complaint” can be incorporated by reference
“in SEC fraud matters, where there is already a
heightened pleading standard, and the defendants
possess materials to which the plaintiffs do not yet
have access.” Khoja, 899 F.3d at 1003, 998.

*1080 B. Motion to Dismiss

1. First Claim for Relief: Violation of California
Invasion of Privacy Act § 631
[10] California Invasion of Privacy Act (“CIPA”), Cal. Penal
Code § 631, reads as follows:

(a) Any person who, by means of any machine, instrument,
or contrivance, or in any other manner,

[i] intentionally taps, or makes any unauthorized
connection, whether physically, electrically, acoustically,
inductively, or otherwise, with any telegraph or telephone
wire, line, cable, or instrument, including the wire,
line, cable, or instrument of any internal telephonic

communication system, or

[ii] who willfully and without the consent of all parties to
the communication, or in any unauthorized manner, reads,
or attempts to read, or to learn the contents or meaning of
any message, report, or communication while the same is
in transit or passing over any wire, line, or cable, or is being
sent from, or received at any place within this state; or

[iii] who uses, or attempts to use, in any manner, or for any
purpose, or to communicate in any way, any information
so obtained, or

[iv] who aids, agrees with, employs, or conspires with any
person or persons to unlawfully do, or permit, or cause to
be done any of the acts or things mentioned above in this
section,

is punishable by a fine ....

Cal. Penal Code § 631(a) (line breaks and subdivisions added
for ease of reference). Courts agree, and the parties do
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not contest, that CIPA § 631(a) applies to communications
conducted over the internet. See Matera v. Google Inc., 2016
WL 8200619, at *21 (N.D. Cal. Aug. 12, 2016) (collecting
cases). Yoon alleges that Quantum Metric violated § 631(a)[i]

and [ii] and that Lululemon violated § 631(a)[iv]. >*

24 Amended Complaint 74 77, 78, & 80.

Before the Court analyzes the components of § 631(a)[i]
and § 631(a)[ii] individually, it must address the so-called
“participant exception.” Courts agree that § 631(a)[i] and
[ii] apply only to third parties and not to participants.
Powell v. Union Pac. R. Co., 864 F. Supp. 2d 949, 955
(E.D. Cal. 2012) (collecting cases). Separating participants
from third parties, however, is not as straightforward as
one might hope. Quantum Metric contends that Yoon
agreed to its presence in the conversation because it was
“conspicuously disclosed in numerous parts of Lululemon's

Privacy Policy.” 2 Furthermore, Quantum Metric maintains
that even absent Yoon's consent, Quantum Metric was
a participant in the conversation because ‘“Lululemon
voluntarily and intentionally embedded Quantum's script” in
its website, and, so, Quantum Metric acted “on Lululemon's

behalf.” 2 Therefore, the argument goes, Quantum Metric
was a participant, not a third party.

25 Motion at 9:5-9.

26 Motion at 8:3-11.

[11] The disclosure in Lululemon's Privacy Policy of
Quantum Metric's presence does not constitute consent on
Yoon's part. The Lululemon Privacy Policy reads, in part:

We  share data  with

unaffiliated companies or individuals

personal

we hire or work with that perform
services on our behalf, including ...
information technology .... We only
share with service providers the
personal data that they need to
perform services for us .... We may
allow others to provide analytics
services and serve advertisements
the web

and in mobile *1081 applications.

on our behalf across

These entities may use cookies, web

beacons, device identifiers, and other
tracking technologies which collect
information about your use of the
Services and other websites and

applications. This information may

27 and others

be used by lululemon
to, among other things, analyze and
track data, determine the popularity of
certain content, deliver advertising and
content targeted to your interest on our

Services and other websites, and better

understand your online activity. 28

The Ninth Circuit has held, however, that such privacy
policies do not bind users: “where a website makes its terms of
use available via a conspicuous hyperlink on every page of the
website but otherwise provides no notice to users nor prompts
them to take any affirmative action to demonstrate assent,
even close proximity of the hyperlink to relevant buttons
users must click on—without more—is insufficient to give
rise to constructive notice.” Nguyen v. Barnes & Noble Inc.,
763 F.3d 1171, 1178=79 (9th Cir. 2014). For the purposes
of Rule 12(b)(6), then, Yoon has sufficiently alleged that
she did not consent to Quantum Metric's participation in the
conversation.

27

“Lululemon” is stylized “lululemon”™—e e

cummings-like—in the Privacy Policy.

28 Lululemon Privacy Policy at 3, 5.

[12] Quantum Metric additionally contends, however, that
it was a participant even without Yoon's consent, because
it stood in the shoes of Lululemon. At least one federal
district court in California has disagreed with Quantum
Metric's argument: “[I]t cannot be that anyone who receives
a direct signal escapes liability by becoming a party to the
communication. Someone who presses up against a door to
listen to a conversation is no less an eavesdropper just because
the sound waves from the next room reach his ears directly.”
Revitch v. New Moosejaw, LLC, 2019 WL 5485330, at *2
(N.D. Cal. Oct. 23, 2019). However, in a case nearly identical
to the instant case, a different Northern District of California
court found that a defendant that provided tracking services
was a participant in the conversation for the purposes of
§ 631(a) because that defendant merely stored, but did not
otherwise use or resell, the user's data, unlike the Moosejaw
defendant. See Graham v. Noom, Inc., 533 F.Supp.3d 823,
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833-34 (N.D. Cal. Apr. 8,2021). The Graham court reasoned
that the tracking defendant provided a tool, much like a tape
recorder, and therefore was a participant in the conversation,
not an eavesdropper. /d. at 832-332.

The question thus becomes, in analogue terms: is Quantum
Metric a tape recorder held by Lululemon, or is it an
eavesdropper standing outside the door? This is a question
of fact for a jury, best answered after discovery into the
storage mechanics of Session Replay. For the purposes of the
instant Motion, Yoon's first claim for relief survives Quantum
Metric's participant exception challenge because she alleges
that QM captures, stores, and interprets her real-time data

—which extends beyond the ordinary function of a tape

recorder. 2

29 Quantum Metric briefly suggests that it should be

considered an extension of Lululemon under the
California Consumer Privacy Act of 2018, Cal.
Civ. Code § 1798.140, but it offers no authority
to suggest that the Consumer Privacy Act rewrote
CIPA in that way. Motion at 8:12-9:4.

[13] Quantum Metric does not otherwise challenge Yoon's
§ 631(a)[i] claim. However, it contends that her § 631(a)[ii]
claim should be dismissed because Session Replay does not
collect the “contents” of Yoon's communications and because

Session *1082 Replay does not collect communications “in

transit.” >°

30 Motion at 11:1-13:5, 13:6-15:12.

Section 631(a)[ii] penalizes a person who “reads, or attempts
to read, or to learn the contents or meaning of any
message, report, or communication ....” (emphasis added).
The Ninth Circuit has held that the “contents” of an online
communication under federal wiretap law “refers to the
intended message conveyed by the communication, and does
not include record information regarding the characteristics
of the message that is generated in the course of the
communication.” /n re Zynga Priv. Litig., 750 F.3d 1098, 1106
(9th Cir. 2014) (contents transmitted by Facebook.com did
not include a user's Facebook ID and browsing history when
automatically gathered, but it could include messages that

stated that information). 3

31 Yoon argues that the Ninth Circuit recently

enlarged the definition of “contents” in /In re
Facebook, Inc. Internet Tracking Litig., 956 F.3d

589 (9th Cir. 2020), cert. denied sub nom.
Facebook, Inc. v. Davis, — U.S. ——, 141
S.Ct. 1684, 209 L.Ed.2d 464 (2021). Not so: the
Ninth Circuit explicitly stated that it analyzed only
the participant exception to CIPA, not the other
elements of the statute. /d. at 608. That court did
determine that “a full-string detailed URL, which
contains the name of a website, folder and sub-
folders on the web-server, and the name of the
precise file requested” carries the same expectation
of privacy as a message for standing purposes, but
it did not clarify whether that holding enlarges the
definition of “contents” in wiretapping statutes. /d.
at 605.

[14] The parties do not dispute that this definition of

“content” applies to CIPA § 631(a)[ii] claims. 32 Numerous
federal courts have applied this definition in this context.
See, e.g., Brodsky v. Apple Inc., 445 F. Supp. 3d 110, 127
(N.D. Cal. 2020) (text messages are content, but “user names,
passwords, and geographic location information are not”); /n
re Vizio, Inc., Consumer Priv. Litig., 2017 WL 11420284, at
*6 (C.D. Cal. July 25,2017) (*“ ‘samples’ of the actual content
displayed on a consumer's screen” are message content
because “[w]hen watching a program through a connected
device or streaming service, the ‘intended message conveyed
by the communication’ is the program that the consumer is
watching”) (citing Zynga, 750 F.3d at 11006); In re Carrier 10,
Inc., 78 F. Supp. 3d 1051, 1083 (N.D. Cal. 2015) (intercepted
text messages and URLs containing search terms constitute
content, but user names and passwords do not, even when
transmitted together to allow another to gain access); In re
Yahoo Mail Litig., 7 F. Supp. 3d 1016, 1034 (N.D. Cal.
2014) (“email content” is content for wiretapping statutes, but
“name, address, email address or phone number” are not); /n
re Nickelodeon Consumer Priv. Litig., 2014 WL 3012873, at
*15 (D.NJ. July 2, 2014) (“IP addresses and URLs” are not
content); McCoy v. Alphabet, Inc., 2021 WL 405816, at *14
(N.D. Cal. Feb. 2, 2021) (“data on when and how often an
Android Smartphone user opens and runs non-Google apps
and the amount of time spent on the apps” is not content).
Taken together, this body of caselaw suggests that CIPA §
63 1(a)[ii] protects only the internal, user-generated material
of a message, not routine identifiers, whether automatically
generated or not.

32 “The analysis for a violation of CIPA is the same

as that under the federal Wiretap Act.” Brodsky v.
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Yoon v. Lululemon USA, Inc., 549 F.Supp.3d 1073 (2021)

Apple Inc., 445 F. Supp. 3d 110, 127 (N.D. Cal.
2020).

Yoon alleges that Quantum Metric recorded her “keystrokes,
mouse clicks, pages viewed, and shipping and billing
information ... [and] the date and time of the visit, the duration
of the visit, Plaintiff's IP address, her location at the time of
the visit, her browser type, and the operating system on her

device.” **> None of these *1083 pieces of data constitutes
message content in the same way that the words of a text
message or an email do. Thus, because she has not alleged
that Quantum Metric intercepted “content,” Yoon's Amended
Complaint as currently pleaded does not state a claim for
violation of CIPA § 631(a)[ii].

33 Amended Complaint 9 46.

[15] [16] The final portion of Yoon's CIPA § 631(a) claim to

consider is her allegation that Lululemon violated § 631(a)[iv]
by abetting Quantum Metric's alleged wiretapping. Courts
disagree over whether conversation participants can be liable
under § 631(a)[iv] for aiding in wiretapping if they allow a
third party to access the communication. Compare Moosejaw,
2019 WL 5485330, at *2 (conversation participants may
be liable for conspiracy because § 631 “was designed to
protect a person placing or receiving a call from a situation
where the person on the other end of the line permits an
outsider to tap his telephone or listen in on the call”) (citing
Ribas v. Clark, 38 Cal. 3d 355, 363, 212 Cal.Rptr. 143, 696
P.2d 637 (1985)) with Powell v. Union Pac. R. Co., 864 F.
Supp. 2d 949, 955 (E.D. Cal. 2012) (conversation participants
may not be liable for conspiracy to eavesdrop because a
party may record its own conversation) (collecting cases).
This Court agrees with the court's reasoning in Moosejaw:
a conversationalist is betrayed equally by a wiretapper and
by the willing conversation participant who surreptitiously
allows that third party to wiretap. Yoon has therefore stated a
claim against Lululemon for violation of § 631(a)[iv].

The Court GRANTS-IN-PART the Motion as summarized
above, DISMISSES the portion of Yoon's Amended
Complaint that alleges that Quantum Metric “willfully and
without the consent of all parties to the communication, or in
any unauthorized manner, read[ ], or attempt[ed] to read[ ],
or to learn the contents or meaning of any message, report, or

communication,” 34 and otherwise DENIES the Motion with

respect to Yoon's first claim for relief. 33

3% Amended Complaint 99 74 & 78.

3> Defendants contend that Yoon's “§ 631 claim

the allegation that Defendants[ |
surreptitiously recorded her interactions with
Lululemon's website.” Motion at 15:13-21:10
(emphasis in original). However, in making that

rests on

argument, Defendants cite only to her fourth claim
for relief for violation of the Federal Wiretap
Act. Id. (citing Amended Complaint §f 105 &
108). The Court therefore understands Defendants’
contention to be connected to the fourth claim
for relief, not the first. Because the Court grants
the Motion with respect to the fourth claim for
relief on other grounds, it need not engage in
this question here. Defendants later contend that
because there is “nothing surreptitious about their
actions,” Yoon has no § 631 claim. Motion at
19:4-5. The word “surreptitious” appears in the
federal statute but not in CIPA § 63 1. The standard
for CIPA § 631 is not whether a wiretapper's
actions were “surreptitious.” Rather, as discussed
above, the inquiry focuses upon consent. And,
under controlling Ninth Circuit law, Yoon did
not consent to the Privacy Policy on the first
page of Lululemon's website. The Court therefore
DENIES Defendants’ Motion without prejudice
with respect to their arguments pertaining to the
Privacy Policy.

2. Second and Fourth Claims for Relief: Violations of

CIPA § 635 and Federal Wiretap Act, 18 U.S.C. § 2512
In her second and fourth claims for relief, Yoon alleges that
both Defendants violated CIPA § 635 and the Federal Wiretap
Act, 18 U.S.C. § 2512, respectively. 3% Defendants contend
that there is no private right of action for violations of either

statute. >’ Because those two statutes are *1084 analogous,
the Court considers them together. For clarity, the Court
discusses the federal statute first.

36 Amended Complaint 99 85-92, 102-111.

37 Motion at 22:7-23:20. The Court need not

reach Defendants’ other arguments concerning the
Second and Fourth claims for relief.

a. Federal Statute

[17] Section2512(1) of the Federal Wiretap Act provides for
a fine or imprisonment of “any person who intentionally ... (b)
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manufactures, assembles, possesses, or sells any electronic,
mechanical, or other device, knowing or having reason to
know that the design of such device renders it primarily useful
for the purpose of the surreptitious interception of wire, oral,
218 US.C. § 2512(0). If
Session Replay is a device that surreptitiously intercepted

or electronic communications ...

Yoon's communications, then Yoon adequately alleges facts
to support a claim that Quantum Metric “manufactures,
assembles, possesses, or sells” devices used to intercept her
communications with Lululemon. However, there are no facts
in the Amended Complaint to support a claim that Lululemon
manufactured, assembled, possessed, or sold Session Replay;
rather, the gravamen of Yoon's lawsuit is that Quantum Metric
possessed Session Replay and thereby possessed Yoon's data.

However, Yoon's 18 U.S.C. § 2512(1) claim against Quantum
Metric does not necessarily stand. By its plain terms, §
2512(1) of the Wiretap Act does not provide for a private right
of action. That procedural vehicle is found in § 2520(a) of
the Wiretap Act: “any person whose wire, oral, or electronic
communication is intercepted, disclosed, or intentionally
used in violation of this chapter may in a civil action
recover from the person or entity ... which engaged in that
violation ....” 18 U.S.C. § 2520(a). Defendants argue that §
2512(1) of the Wiretap Act criminalizes the manufacturing,
assembly, sale, or advertisement of wiretap technology,
while § 2520(a) is a civil vehicle available only to people
injured by the interception, disclosure, or use of wiretapped
communications; § 2520(a) does not provide a private right
of action for violations of § 2512(1).

The Ninth Circuit has not considered whether § 2520(a) of the
Wiretap Act provides a private right of action for § 2512(1).
However, the three circuit courts that have considered the
question have all concluded that “§ 2520 provides a cause
of action against only those defendants whose violation of
the Wiretap Act consists of an intercept, disclosure, or
intentional use of a communication.” Luis v. Zang, 833 F.3d
619, 636 (6th Cir. 2016) (emphasis added) (citing DirecTV,
Inc. v. Treworgy, 373 F.3d 1124, 1127 (11th Cir. 2004);
DIRECTV Inc. v. Robson, 420 F.3d 532, 539 & n.31 (5th
Cir. 2005)). Thus, a private citizen such as Yoon cannot sue
Quantum Metric merely for its manufacture, assembly, sale,
or advertising of Session Replay. Quantum Metric contends
that Yoon's fourth claim for relief ends here.

The Sixth Circuit in Luis, however, found that § 2520(a)
of the Wiretap Act may support a § 2512(1) claim against
a defendant “when that defendant also plays an active role

in the use of the relevant device to intercept, disclose, or
intentionally use a plaintiff's electronic communications.”
Luis, 833 F.3d at 637. Javier Luis, the plaintiff in that
case, alleged that his female friend's husband installed a
software program called WebWatcher on her computer that
intercepted Mr. Luis's communications to his female friend.
WebWatcher then forwarded copies of Mr. Luis's emails to a
server run by the defendant, the technology company that had
manufactured WebWatcher. /d. at 623-24. The Sixth Circuit
held that because the defendant had continuously operated
the device that intercepted Mr. Luis's communications, Mr.
Luis could assert a § 2512(1) claim through § 2520(a) of the
Wiretap Act.

*1085 Yoon urges us to apply the same logic in the instant

case. That analysis, however, strains the language of § 2520(a)
and § 2512(1) too far. Section 2512(1) provides for fines
or imprisonment; it is therefore a criminal statute. Section
2520(a) provides a civil right of action for persons whose
communications are “intercepted, disclosed, or intentionally
used in violation of this chapter.” But the “manufacturing,
assembly, possession, or sale” activities that are criminalized
in § 2512(1) are distinct from “interception, disclosure, or
use” activities. Moreover, § 2520(a) allows recovery “from
the person or entity ... which engaged in that violation
..—"“that violation” referring to “interception, disclosure,
or use.” The two provisions speak past each other; one
criminalizes the manufacturing of wiretap technology, while
the other allows for private civil lawsuits stemming from the
use of that technology. The Court therefore finds that there is
no private right of action for the violation of § 2512(1) of the
Wiretap Act.

b. California Statute

[18] Defendants argue that CIPA § 635, the analogous state

statute, similarly provides for no private right of action. 38

CIPA § 635(a) penalizes “[e]very person who manufactures,
assembles, sells, offers for sale, advertises for sale, possesses,
transports, imports, or furnishes to another any device
which is primarily or exclusively designed or intended for
eavesdropping upon the communication of another ....” Cal.
Penal Code § 635(a). As discussed above, Yoon cannot make
out a claim against Lululemon for violation of CIPA § 635(a).
Yoon has, however, alleged sufficient facts to make out a
CIPA § 635(a) claim against Quantum Metric if she has a
private right of action. She does not.
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38 Motion at 23:11-20.

CIPA § 637.2 provides the private right of action for CIPA
violations: “Any person who has been injured by a violation
of this chapter may bring an action against the person who
.” Cal. Penal Code § 637.2(a).
The parties do not cite, and the Court could not find,

committed the violation ...

authority on whether § 637.2(a) provides a private right of
action for claims arising under § 635. Happily, however,
the language of the CIPA is far more straightforward than
the analogous language of the Wiretap Act: only a person
“who has been injured by a violation of this chapter” may
assert a civil claim. Quantum Metric's manufacture, assembly,
sale, advertisement, transportation, import, or furnishing of
Session Replay did not directly injure Yoon. Rather, Yoon
alleges that Lululemon's use of Session Replay injured her.
For that reason, CIPA § 637.2 does not provide Yoon with a
private right of action to enforce CIPA § 635 against Quantum
Metric.

The Court therefore GRANTS Defendants’ Motion with
respect to the second and fourth claims for relief and
DISMISSES those portions of Yoon's Amended Complaint.

3. Third Claim for Relief: Invasion of Privacy
191  120]
of privacy under the California Constitution against both

Defendants. Article I, section 1 of the California Constitution
declares privacy an inalienable right of the people of
California. Cal. Const. Art. I, § 1. The California state law
right is broader than the federal privacy right, because it
protects individuals from invasion of privacy by private
parties as well as state actors. Leonel v. Am. Airlines, Inc.,
400 F.3d 702, 711-12 (9th Cir. 2005), opinion amended on
denial of reh'g, *1086 No. 0315890, 2005 WL 976985 (9th
Cir. Apr. 28, 2005). To establish a claim under the California
Constitution's right to privacy, a plaintiff must demonstrate
three elements: (1) a legally protected privacy interest; (2) a
reasonable expectation of privacy under the circumstances;
and (3) conduct by the defendant that amounts to a serious
invasion of the protected privacy interest. Hernandez v.
Hillsides, Inc., 47 Cal. 4th 272, 287, 97 Cal.Rptr.3d 274, 211
P.3d 1063 (2009); Hill v. Nat'l Collegiate Athletic Ass'n, 7
Cal. 4th 1, 35-37, 26 Cal.Rptr.2d 834, 865 P.2d 633 (1994).
Defendants attack all three prongs of Yoon's third claim for
relief.

[22] [23] Defendants allege that Yoon has no legally

protected privacy interest in her browsing data: keystrokes

[21] Yoon's third claim for relief is for invasion

and clicks; pages viewed; shipping and billing information;
date, time, and duration of visit; IP address and physical

location; and browser type and operating system. 39 Under
the California Constitution, “[l]Jegally recognized privacy
interests are generally of two classes: (1) interests in
precluding the dissemination or misuse of sensitive and
confidential information (‘informational privacy’); and
(2) interests in making intimate personal decisions or
conducting personal activities without observation, intrusion,
or interference (‘autonomy privacy’).” Hill, 7 Cal.4th at
35, 26 Cal.Rptr.2d 834, 865 P.2d 633. Yoon contends that

Defendants violated her right to autonomy privacy. 40 Byt
autonomy privacy protects bodily autonomy; courts have not
extended the concept to data autonomy. See In re Google
Location Hist. Litig., 428 F. Supp. 3d 185, 198 (N.D. Cal.
2019). The Court therefore considers whether Yoon has an
informational privacy interest in the data collected during her
visit to Lululemon's website.

39 Motion at 27:13-29:16.

40 Opposition at 28:22-23.

The Ninth Circuit recently held that Facebook users had a
cognizable privacy interest in browsing data surreptitiously
collected by Facebook across the internet after the user had
logged out of his Facebook account. /n re Facebook, Inc.
Internet Tracking Litig., 956 F.3d 589, 602—03 (9th Cir. 2020),
cert. denied sub nom. Facebook, Inc. v. Davis,—— U.S. ——,
141 S.Ct. 1684, 209 L.Ed.2d 464 (2021); see also Rodriguez
v. Google LLC, 2021 WL 2026726, at *8 (N.D. Cal. May 21,
2021) (applying Facebook to find that users have a privacy
interest in their internet-wide browsing history). But courts
have been less willing to find that users have a cognizable
privacy interest in browsing data collected only while users
interact with the website of the defendant company. See, e.g.,
In re Google Location Hist. Litig., 428 F. Supp. 3d 185, 198
(N.D. Cal. 2019) (no privacy interest where Google “only
tracked and collected data during use of Google services”);
In re Yahoo Mail Litig., 7 F. Supp. 3d 1016, 1041 (N.D.
Cal. 2014) (users had only a cognizable privacy interest
in “sensitive” and “confidential” portions of emails sent to
Yahoo users, rather than in contents of emails broadly). Yoon
cites no cases that contradict this dichotomy, nor does she
allege facts to suggest that Defendants track her data outside
of the Lululemon website. The Court therefore finds that she
has not alleged a privacy interest sufficient to state a claim
under the California Constitution.
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IV. CONCLUSION

Generally, a “district court should grant leave to amend even
if no request to amend the pleading was made, unless it
determines that the pleading could not possibly be cured by
allegation of other facts.” *1087 Lopez v. Smith, 203 F.3d
1122, 1127 (9th Cir. 2000) (en banc) (internal quotation marks
and citation omitted). Here, the Court identifies specific
factual deficiencies that may be cured by amendment. Thus,
the Court hereby ORDERS as follows:

1. Portions of Yoon's first claim for relief, as discussed above,
and all of Yoon's second, third, and fourth claims for relief are
DISMISSED with leave to amend.

2. Yoon is DIRECTED to file her amended pleading (if at
all) no later than July 29, 2021.

IT IS SO ORDERED.

All Citations

549 F.Supp.3d 1073

End of Document
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Jurisdiction; Motion to Dismiss for Failure to State a Claim.
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Background: Users of a web application brought putative

class action against operator of web application and software

vendor alleging that vendor was illegally wiretapping their
communications with web application in violation of their

right to privacy under California Invasion of Privacy Act

(CIPA) and California Constitution. Operator and vendor
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Motion granted.
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matter jurisdiction can be either facial or
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face to invoke jurisdiction, are untrue. Fed. R.
Civ. P. 12(b)(1).

Federal Courts @= Pleadings and motions

On a facial attack on subject matter jurisdiction,
the court accepts all allegations of fact in the
complaint as true and construes them in the light
most favorable to the plaintiff. Fed. R. Civ. P.

12(b)(1).
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Federal Courts ¢= Pleadings and motions
Standing pertains to the court's subject-matter
jurisdiction and thus is properly raised in a

motion to dismiss for lack of subject-matter
jurisdiction. Fed. R. Civ. P. 12(b)(1).
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[6]

(7]

8]

9]

[10]

[11]

Federal Courts = Presumptions and burden
of proof

In opposing a defendant's motion to dismiss for
lack of personal jurisdiction, the plaintiff bears
the burden of establishing that jurisdiction is
proper. Fed. R. Civ. P. 12(b)(2).

Federal Courts ¢ Evidence; Affidavits

The parties may submit, and the court may
consider, declarations and other evidence outside
the pleadings in determining whether it has
personal jurisdiction.

Federal Courts &= Weight and sufficiency

Where defendant's motion to dismiss for
lack of personal jurisdiction is based on
written materials rather than evidentiary hearing,
plaintiff need only make prima facie showing
of jurisdictional facts to withstand motion to
dismiss. Fed. R. Civ. P. 12(b)(2).

Federal Courts &= Presumptions and burden
of proof

On a motion to dismiss for lack of personal
jurisdiction, uncontroverted allegations must be
taken as true, and conflicts between parties
over statements contained in affidavits must be
resolved in plaintiff's favor. Fed. R. Civ. P. 12(b)

).

Federal Courts @= Presumptions and burden
of proof

On motion to dismiss for lack of personal
jurisdiction, courts may not assume truth of
allegations in pleading which are contradicted by
affidavit. Fed. R. Civ. P. 12(b)(2).

Federal Civil Procedure é= Claim for relief
in general

[12]

[13]

[14]

[15]

[16]

A complaint does not need detailed factual
allegations, but a plaintiff's obligation to provide
the grounds of his entitlement to relief requires
more than labels and conclusions, and a
formulaic recitation of the elements of a cause
of action will not do; factual allegations must
be enough to raise a claim for relief above the
speculative level.

Federal Civil Procedure &= Claim for relief
in general

The plausibility standard of pleading is not akin
to a probability requirement, but it asks for more
than a sheer possibility that a defendant has acted
unlawfully.

Federal Civil Procedure @= Claim for relief
in general

Where a complaint pleads facts that are merely
consistent with a defendant's liability, it stops
short of the line between possibility and
plausibility of entitlement to relief.

Disorderly Conduct = Privacy, surveillance,
and eavesdropping

Under California eavesdropping statute, if a
person secretly listens to another's conversation,
the person is liable. Cal. Penal Code § 631(a).

Disorderly Conduct é= Privacy, surveillance,
and eavesdropping

Telecommunications @& Persons concerned;
consent

Only third party can listen to conversation
secretly, in violation of California eavesdropping
statute; by contrast, a party to a communication
can record it, and it is not eavesdropping when it
does. Cal. Penal Code § 631(a).

1 Cases that cite this headnote

Telecommunications é= Persons concerned;
consent
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Graham v. Noom, Inc., 533 F.Supp.3d 823 (2021)

[17]

[18]

[19]

Software vendor was not a third-party
eavesdropper, for purposes of web application
users' claim under California's wiretapping
statute, and thus, operator of web application was
not liable for aiding and abetting wiretapping;
vendor provided a software service that captured
its clients' data, hosted such data on its servers,
and allowed clients to analyze their data, and as
such, vendor was an extension of operator, and
it merely provided a tool that allowed operator
to record and analyze its own data in aid of its
business. Cal. Penal Code § 631(a).

2 Cases that cite this headnote

Telecommunications é&= Computer
communications

To the extent web application users' wiretapping
claim against operator of application and
software vendor was predicated on information
such as Internet Protocol (IP) addresses,
locations, browser types, and operating systems,
such information was not “content” protected
from unauthorized access under California
wiretapping statute. Cal. Penal Code § 631(a).

Telecommunications é= Acts Constituting
Interception or Disclosure

The contents of a communication under
California's Invasion of Privacy Act (CIPA)
and the federal Wiretap Act are the same: the
“content” of a communication is the intended
message conveyed by the communication; it
does not include record information regarding
the characteristics of the message that is
generated in the course of the communication
such as the name, address, and subscriber
number or identity of a subscriber or customer.
18 U.S.C.A. § 2510; Cal. Penal Code § 631(a).

1 Cases that cite this headnote

Telecommunications é= Acts Constituting
Interception or Disclosure

The origin, length, and time of a call, or
geolocation data are not “content” under
California's Invasion of Privacy Act (CIPA) and

[20]

[21]

[22]

[23]

the federal Wiretap Act. 18 U.S.C.A. § 2510; Cal.
Penal Code § 631(a).

Action &= Statutory rights of action
Telecommunications é= Actions
Telecommunications &= Parties in general;
standing

Absent any eavesdropping, web application
users suffered no injury, and thus, they did
not have a private right of action under
California's Invasion of Privacy Act (CIPA) and
lacked Article III standing to assert their claim
that software vendor violated California statute
prohibiting the manufacture, sale, and possession
of eavesdropping devices. U.S. Const. art. 3, § 2,
cl. 1; Cal. Penal Code §§ 631(a), 635(a).

Constitutional Law @&= Telecommunications
Torts é= Particular cases in general

Absent any wiretapping by software vendor,
web application users failed to plausibly plead
that they possessed a legally protected privacy
interest in their interactions with application
operator's website, as required to state a
claim for invasion of privacy under California
Constitution. Cal. Const. art. 1, § 1.

Constitutional Law &= Right to Privacy

Constitutional Law &= Reasonable,
justifiable, or legitimate expectation

Elements of claim for invasion of privacy
under California Constitution are (1) plaintiffs
possess legally protected privacy interest, (2)
they maintain reasonable expectation of privacy,
and (3) intrusion is so serious as to constitute
egregious breach of social norms such that
breach is highly offensive. Cal. Const. art. 1, § 1.

Constitutional Law &= Questions of law or
fact

The first prong for a claim for invasion of privacy
under the California Constitution, whether a
legally recognized privacy interest is present in a
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[25]
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[27]

given case, is a question of law to be decided by
the court; the second and third prongs, whether
the plaintiff's maintain a reasonable expectation
of privacy and whether the intrusion is highly
offensive, are mixed questions of law and fact.
Cal. Const. art. 1, § 1.

Civil Rights & Injunction
Injunction é= Persons entitled to apply;
standing

Web application users failed to plead their intent
to use application operator's platform in the
future, and thus, they did not have standing
to seek injunctive relief in connection with
their claims that platform's capture of their data
violated their right to privacy under California's
Invasion of Privacy Act (CIPA) and California
Constitution. Cal. Const. art. 1, § 1; Cal. Penal
Code §§ 631(a), 635(a).

Federal Courts &= Personal jurisdiction

In diversity cases, federal courts ordinarily
follow state law in determining the bounds of
their jurisdiction over persons.

Constitutional Law &= Non-residents in
general

Federal Courts &= Actions by or Against
Nonresidents; "Long-Arm" Jurisdiction

Federal Courts &= Personal jurisdiction

In diversity cases, the general rule is that personal
jurisdiction is proper if permitted by a state's
long-arm statute and if the exercise of that
jurisdiction does not violate federal due process.
U.S. Const. Amend. 14.

Constitutional Law @= Non-residents in
general

Because California's long-arm statute allows the
exercise of personal jurisdiction to the full extent
permissible under the United States Constitution,
a court's personal jurisdiction inquiry in a
diversity case centers on whether exercising

[28]

[29]

[30]

jurisdiction comports with due process. U.S.
Const. Amend. 14; Cal. Civ. Proc. Code §
410.10.

Constitutional Law &= Non-residents in
general

The due-process inquiry for personal jurisdiction
is whether the defendant has sufficient minimum
contacts with the forum such that the assertion
of jurisdiction in the forum does not offend
traditional notions of fair play and substantial
justice. U.S. Const. Amend. 14.

Constitutional Law &= Particular Parties or
Circumstances
Federal Courts ¢= Torts in general

Absent any plausible allegation of wiretapping,
web application users failed to meet their prima
facie burden to establish district court's specific
personal jurisdiction over software vendor,
consistent with California's long-arm statute and
due process, in action alleging violation of their
right to privacy; users' allegations established
only that vendor was application operator's
vendor for a software service that operator used
to analyze its data. U.S. Const. Amend. 14; Cal.
Civ. Proc. Code § 410.10.

Federal Courts ¢= Unrelated contacts and
activities; general jurisdiction

Federal Courts ¢= Related contacts and
activities; specific jurisdiction

There are two types of personal jurisdiction:
general and specific; in order for a state court
to exercise specific jurisdiction, the suit must
arise out of or relate to the defendant's contacts
with the forum, in other words, there must
be an affiliation between the forum and the
underlying controversy, principally, an activity
or an occurrence that takes place in the forum
state and is therefore subject to the state's
regulation.
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[34]

Federal Courts é= Related contacts and
activities; specific jurisdiction

Specific personal jurisdiction is confined to
adjudication of issues deriving from, or
connected with, the very controversy that
establishes jurisdiction.

Federal Courts &= Related contacts and
activities; specific jurisdiction

To assess whether a defendant has sufficient
contacts with the forum to be subject to
specific personal jurisdiction: (1) the non-
resident defendant must purposefully direct his
activities or consummate some transaction with
the forum or resident thereof, or perform some
act by which he purposefully avails himself
of the privilege of conducting activities in
the forum, thereby invoking the benefits and
protections of its laws; (2) the claim must be one
which arises out of or relates to the defendant's
forum-related activities; and (3) the exercise of
jurisdiction must comport with fair play and
substantial justice, i.e. it must be reasonable.

Federal Courts @= Related contacts and
activities; specific jurisdiction

In order to establish that a defendant has
sufficient contacts with the forum to be subject
to specific personal jurisdiction, a plaintiff has
the burden of proving that the non-resident
defendant purposefully directs his activities or
consummates some transaction with the forum or
resident thereof, or purposefully avails himself
of the privilege of conducting activities in the
forum, and that the claim must be one which
arises out of or relates to the defendant's forum-
related activities.

Federal Courts @= Related contacts and
activities; specific jurisdiction

If a plaintiff establishes that a non-resident
defendant purposefully avails himself of the
privileges of conducting activities in the forum
and that the claim is one which arises out of or

relates to the defendant's forum-related activities,
the burden shifts to the defendant to set forth
a compelling case that the exercise of specific
personal jurisdiction would not be reasonable.

[35] Federal Courts @ Related contacts and

activities; specific jurisdiction

In establishing whether a defendant is subject to
specific personal jurisdiction, when determining
whether a non-resident defendant has sufficient
contacts with the forum, courts apply a
purposeful availment analysis in suits sounding
in contract and a purposeful direction analysis,
also known as the effects test, in suits sounding
in tort.

[36] Federal Courts é= Related contacts and
activities; specific jurisdiction
Under the effects test for specific personal
jurisdiction, purposeful direction exists when a
defendant commits an act outside the forum that
was intended to and does in fact cause injury
in the forum, meaning, the defendant must (1)
commit an intentional act (2) expressly aimed at
the forum (3) that causes harm that the defendant
knows is likely to be suffered in the forum.

[37] Federal Courts @ Related contacts and
activities; specific jurisdiction
The effects test for specific personal jurisdiction
focuses on the forum in which the defendant's
acts were felt, whether or not the actions
themselves occurred within the forum.
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Graham v. Noom, Inc., 533 F.Supp.3d 823 (2021)

Emily Johnson Henn, Covington & Burling LLP, Palo Alto,
CA, Patrick R. Carey, Simon J. Frankel, Jenna L. Zhang,
Matthew Quinn Verdin, Covington & Burling LLP, San
Francisco, CA, for Defendant FullStory, Inc.

ORDER GRANTING DEFENDANTS’
MOTIONS TO DISMISS

Re: ECF No. 35, 36

LAUREL BEELER, United States Magistrate Judge

INTRODUCTION

Noom is a web application that helps its users lose weight
and lead healthier lifestyles. Noom uses FullStory's software
(called ““session replay”) to record what visitors are doing on
the Noom website, such as their keystrokes, mouse clicks,
and page scrolling, thereby allowing a full picture of the

*828
the software improves its website design and the user's

user's website interactions. | Noom contends that
experience. The plaintiffs — on behalf of a putative California
class — claim that FullStory is illegally wiretapping their
communications with Noom (and Noom is aiding and
abetting that eavesdropping) in violation of their right to
privacy under California's Invasion of Privacy Act (CIPA) and

the California Constitution. 2

First Am. Compl. (FAC) — ECF No. 27 at 2 (] 1
& n.1 (citing NOOM, https://www.noom.com)), 5—
11 (99 18-32, 38). Citations refer to material in the
Electronic Case File (ECF); pinpoint citations are
to the ECF-generated page numbers at the top of
documents.

Id. at2 (91-2), 5 (] 18), 11 (] 45), 16-21 (]9 64—
93); Mot. — ECF No. 36 at 8 (citing id. at 5 (] 18)).

Noom and FullStory moved to dismiss the claims, in part on
the ground that FullStory — as Noom's vendor for analyzing
its website traffic — was a party to the communication
(and not an eavesdropper). FullStory also contends that the
court lacks personal jurisdiction because it has no forum-

related conduct.® The plaintiffs do not plausibly plead that
FullStory eavesdropped on their communications with Noom
and instead plead only that FullStory is Noom's vendor
for software services. They thus do not meet their prima

facie burden to establish specific jurisdiction over FullStory,
and they do not plausibly plead wiretapping in violation of
California law.

Mots. — ECF Nos. 35 & 36.

STATEMENT

The next sections describe how FullStory's software works,
how the plaintiffs used Noom's website (and what information
FullStory's software captured), and the case's procedural
history.

1. FullStory's Software
FullStory is a Delaware corporation headquartered in Atlanta,

Georgia.4 It provides software to its clients (including
Noom) to capture and analyze data so that the clients can

see how visitors are using their websites. 3 The clients put
FullStory's code on their websites to capture the data, and
then they can review the data, which is stored in the cloud on

FullStory's servers. ® The software records visitor data such
as keystrokes, mouse clicks, and page scrolling. Through a
function called Session Replay, FullStory's clients can see a

“playback” of any visitor's session. If the visitor is still on the

site, the clients can see the session live. 7

FAC — ECF No. 27 at 3-4 (1 10).
Id. at 5 (9 18), 11 (Y 39).

Id. at 4 (] 11) (FullStory is a “marketing software-
as-a-service” company), 8 (429) (FullStory records
information locally in the user's browser in real
time, transmits the information to FullStory's
servers every few seconds, and “makes the
information available to its clients”), 11 (Y 38)
(Noom pays FullStory “for the keystrokes, mouse
clicks[,] and other communications of visitors to its
website”).

T d at 8 (19 26-30).

A video example of a session is on FullStory's website
and shows a fictional user “flipping through” FullStory's
Definitive Guide to Session Replay. The accompanying
marketing materials say, ‘“Notice how you can see
interactions, mouse movements, clicks, interactions with

overlays, and more — and everything is listed in order in a
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stream at the right side of the replay. This is what a session

replay looks like in a FullStory app.” 8

1d. at 5-6 (9 21-23) (emphasis omitted).

2. The Plaintiffs’ Use of Noom's Website

The plaintiffs are California citizens and residents, and
Noom is a Delaware company *829 headquartered in
New York, New York. The plaintiffs browsed Noom's
website (from California) to investigate Noom's “diet

offerings.” °F ullStory's Session Replay function “created a
video capturing [their] keystrokes and mouse clicks on the
website ... and also captured the date and time of their visits,
the duration of the visits, [their] IP addresses, their locations
at the time of the visits, their browser types, and the operating

system on their devices.” 10

Id. at 2-3 (99 4-6).

10 g at 11 (9 43).

“When users access [ ] Noom's website, they fill out a
form and enter PII [personally identifiable information] and
PHI [protected health information],” and FullStory's software
“captures these electronic communications ... [e]ven if users
do not complete the form.” The captured PII and PHI includes
— in addition to the information in the last paragraph —

height, weight, gender, age, diet and exercise habits, some

medical information, and email addresses. 1

14 at 2 (4 1) (defining P11 and PHI), 11-12 (94 44—

46).

3. Procedural History

The plaintiffs’ amended complaint has three claims: (1)
wiretapping, in violation of Cal. Penal Code § 631(a);
(2) the sale of eavesdropping software, in violation of
Cal. Penal Code § 635(a); and (3) invasion of privacy

under California's Constitution. > The putative class is “all
California residents who visited Noom.com, and whose
electronic communications were intercepted or recorded

by FullStory.”13 All parties consented to magistrate

jurisdiction. 14 The parties do not dispute that there is subject-
matter jurisdiction under the Class Action Fairness Act, 28

U.S.C. § 1332(d)(2)(A). "> Noom and FullStory moved to
dismiss the case. '® The court held a hearing on April 8, 2021.

120 1d at16-21 (19 64-93).

B3 1dat15 @57).

14 Consents — ECF Nos. 6, 16, 24.
15 FAC—ECFNo.27at 4 (]13).
16

Mots. — ECF Nos. 35-36.

STANDARDS OF REVIEW

1. Rule 12(b)(1)

[1] A complaint must contain a short and plain statement of
the ground for the court's jurisdiction. Fed. R. Civ. P. 8(a)
(1). The plaintiffs have the burden of establishing jurisdiction.
Kokkonen v. Guardian Life Ins. Co. of Am., 511 U.S. 375,377,
114 S.Ct. 1673, 128 L.Ed.2d 391 (1994); Farmers Ins. Exch.
v. Portage La Prairie Mut. Ins. Co., 907 F.2d 911, 912 (9th
Cir. 1990).

[2] [3] A defendant's Rule 12(b)(1) jurisdictional attack can
be either facial or factual. White v. Lee, 227 F.3d 1214, 1242
(9th Cir. 2000). “A ‘facial’ attack asserts that a complaint's
allegations are themselves insufficient to invoke jurisdiction,
while a ‘factual’ attack asserts that the complaint's allegations,
though adequate on their face to invoke jurisdiction, are
untrue.” Courthouse News Serv. v. Planet, 750 F.3d 776, 780

n.3 (9th Cir. 2014). This is a facial attack. 17 The court thus
“accept([s] all allegations of fact in the complaint as true and
construe[s] them in the light most favorable to the plaintiff] ].”
Warren v. Fox Family Worldwide, Inc., 328 F.3d 1136, 1139
(9th Cir. 2003).

17 Mot. — ECF No. 35 at 23-24; Mot. — ECF No. 36
at 15-16.
*830 [4] The defendants contend that the plaintiffs lack

standing. Standing pertains to the court's subject-matter
jurisdiction and thus is properly raised in a Rule 12(b)(1)
motion to dismiss. Chandler v. State Farm Mut. Auto. Ins. Co.,
598 F.3d 1115, 1121-22 (9th Cir. 2010) (citation omitted).

[5] A court should dismiss a complaint without leave to
amend only if the jurisdictional defect cannot be cured by
amendment. Eminence Capital, LLC v. Aspeon, Inc., 316 F.3d
1048, 1052 (9th Cir. 2003).

2. Rule 12(b)(2)
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61 171
lack of personal jurisdiction, the plaintiff bears the burden
of establishing that jurisdiction is proper.” Ranza v. Nike,
Inc., 793 F.3d 1059, 1068 (9th Cir. 2015) (cleaned up and
quotation omitted). The parties may submit, and the court
may consider, declarations and other evidence outside the
pleadings in determining whether it has personal jurisdiction.
Doe v. Unocal Corp., 248 F.3d 915, 922 (9th Cir. 2001),
abrogated on other grounds as recognized in Williams v.
Yamaha Motor Co., 851 F.3d 1015, 1024 (9th Cir. 2001).

81 191

is based on written materials rather than an evidentiary
hearing, the plaintiff need only make a prima facie showing
of jurisdictional facts to withstand the motion to dismiss.”
Ranza, 793 F.3d at 1068 (cleaned up and quotation omitted).
“Uncontroverted allegations must be taken as true, and
conflicts between parties over statements contained in
affidavits must be resolved in the plaintiff's favor.” Id.
(cleaned up and quotation omitted). But courts “may not
assume the truth of allegations in a pleading which are
contradicted by affidavit[.]” Mavrix Photo, Inc. v. Brand
Techs., Inc., 647 F.3d 1218, 1223 (9th Cir. 2011) (cleaned up
and quotation omitted); accord Ranza, 793 F.3d at 1068 (“A
plaintiff may not simply rest on the bare allegations of the
complaint.”) (cleaned up and quotation omitted).

3. Rule 12(b)(6)

[11] A complaint must contain a “short and plain statement
of the claim showing that the pleader is entitled to relief” to
give the defendant “fair notice” of what the claims are and
the grounds upon which they rest. Fed. R. Civ. P. 8(a)(2); Bell
Atl. Corp. v. Twombly, 550 U.S. 544, 555, 127 S.Ct. 1955,
167 L.Ed.2d 929 (2007). A complaint does not need detailed
factual allegations, but “a plaintiff's obligation to provide the
grounds of his entitlement to relief requires more than labels
and conclusions, and a formulaic recitation of the elements
of a cause of action will not do. Factual allegations must be
enough to raise a claim for relief above the speculative level.”
Twombly, 550 U.S. at 555, 127 S.Ct. 1955 (cleaned up).

[12]
contain sufficient factual allegations, which when accepted
as true, “state a claim to relief that is plausible on its face.”
Ashceroft v. Igbal, 556 U.S. 662, 678, 129 S.Ct. 1937, 173
L.Ed.2d 868 (2009) (quoting Twombly, 550 U.S. at 570,
127 S.Ct. 1955). “A claim has facial plausibility when the
plaintiff pleads factual content that allows the court to draw
the reasonable inference that the defendant is liable for the

[13] To survive a motion to dismiss, a complaint must

“In opposing a defendant's motion to dismiss for misconduct alleged.” /d. “The plausibility standard is not akin

to a ‘probability requirement,” but it asks for more than a
sheer possibility that a defendant has acted unlawfully.” /d.
(citing Twombly, 550 U.S. at 557, 127 S.Ct. 1955). “Where
a complaint pleads facts that are merely consistent with
a defendant's liability, it stops short of the line between
possibility and *831 plausibility of ‘entitlement to relief.”
Id. (cleaned up) (quoting Tivombly, 550 U.S. at 557, 127 S.Ct.
1955).

A court should dismiss a complaint with leave to amend

[10] “Where, as here, the defendant's motion unless the “pleading could not possibly be cured by the

allegation of other facts.” United States v. United Healthcare
Ins. Co., 848 F.3d 1161, 1182 (9th Cir. 2016) (cleaned up).

ANALYSIS

Both defendants contend that the plaintiffs do not state
statutory or constitutional claims for invasion of their
privacy. There are three invasion-of-privacy claims: (1)
eavesdropping in violation of CIPA, Cal. Penal Code § 631(a);
(2) sale of eavesdropping software, in violation of CIPA, Cal.
Penal Code § 635(a); and (3) invasion of privacy in violation
of California's Constitution. In addition, Noom contends that
the plaintiffs lack standing to pursue injunctive relief, and
FullStory contends that it has no forum-related contacts (and
there thus is no personal jurisdiction). Because the plaintiffs
do not plausibly plead FullStory's wiretapping, the court
dismisses the claims, holds that they did not meet their prima
facie burden to establish specific personal jurisdiction over
FullStory, and dismisses the claim for injunctive relief.

1. Section 631(a) Claim
Section 63 1(a) defines the following behavior as a crime:

Any person [1] who, by means
of any machine, instrument, or
contrivance, or in any other manner,
intentionally taps, or makes any
unauthorized connection ... with any
telegraph or telephone wire, line,
or [2] who

willfully and without consent of all

cable, or instrument, ...

parties to the communication, or in
any unauthorized manner, reads, or
attempts to read, or to learn the
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contents or meaning of any message,
report, or communication while the
same is in transit or passing over any
wire, line, or cable, or is being sent
from, or received at any place within
this state, or [3] who uses, or attempts
to use, in any manner, or for any
purpose, or to communicate in any
way, any information so obtained, or
[4] who aids, agrees with, employs, or
conspires with any person or persons
to unlawfully do, or permit, or cause
to be done any of the acts or things
mentioned above ....

Cal. Penal Code § 631(a). The defendants moved to dismiss
the claim on three grounds: (1) there is no wrongful
eavesdropping; (2) the claim rests in part on the collection
of information that is not protected content; and (3) Noom's
privacy policy discloses the data collection.

1.1 Eavesdropping

[14] [15] Under section 631(a), if a person secretly listens

to another's conversation, the person is liable. Ribas v. Clark,
38 Cal. 3d 355, 359, 212 Cal.Rptr. 143, 696 P.2d 637 (1985).
Only a third party can listen to a conversation secretly. Rogers
v. Ulrich, 52 Cal. App. 3d 894, 899, 125 Cal.Rptr. 306 (1975).
By contrast, a party to a communication can record it (and is
not eavesdropping when it does). /d. at 897-99, 125 Cal.Rptr.
306; In re Facebook, Inc. Internet Tracking Litig., 956 F.3d
589, 607 (9th Cir. 2020), cert. denied, No. 20-727, — U.S.
——, 141 S.Ct. 1684, 209 L.Ed.2d 464 (U.S. Mar. 22, 2021).

The parties do not dispute that if Noom and Noom users were
the only parties to the communications, then Noom would not
be liable under section 631(a). But the plaintiffs contend that
FullStory is not a party to the communications and thus is
liable for recording them, and Noom is liable for aiding and

abetting that eavesdropping. *832 18

I8 Mot.— ECF No. 35 at 17-19: Mot. — ECF No. 36 at

12-13; Opp'n — ECF No. 39 at 9-12; Opp'n — ECF
No. 40 at 18-20.
In another case in this district, the plaintiffs’ counsel

predicated a section 631(a) claim on the same theory.
Revitch v. New Moosejaw, LLC, No. 18-cv-06827-VC,

2019 WL 5485330, at *1 (N.D. Cal. Oct. 23, 2019).
The Moosejaw plaintiff was a California resident and
citizen who browsed defendant Moosejaw's website, where
Moosejaw sells outdoor gear. Moosejaw imbedded defendant
NaviStone's code in its website, enabling NaviStone — “an
online marketing company and data broker that deals in U.S.
consumer data” — to collect visitor data such as keystrokes,
mouse clicks, and page scrolling. NaviStone captured the
data, de-anonymized it, and matched it with other databases,
thereby creating marketing databases of identified website

visitors. '”

19 Revitch v. New Moosejaw, LLC, No. 18-cv-06827-

VC, Second Am. Compl. — ECF No. 43 at2 (] 1),
4-17 (19 9-406).

The district court held that the allegations plausibly pleaded
a section 631(a) claim that NaviStone was a third-party
eavesdropper. It rejected NaviStone's contention that it
received the communications directly and therefore was a
party to them: “it cannot be that anyone who receives a
direct signal escapes liability by becoming a party to the
communication. Someone who presses up against a door
to listen to a conversation is no less an eavesdropper just
because the sound waves from the next room reach his ears
directly.” And it held Moosejaw liable as an aider and abettor
of NaviStone's wrongdoing. /d. at *1-2.

[16] The plaintiffs contend that, applying Moosejaw,
FullStory is not a party, it instead is a third party that is liable
for eavesdropping, and its contract with Noom does not make
itany less of an eavesdropper. As aresult, they contend, Noom

is liable for FullStory's wrongdoing. 20 But the allegations
about FullStory are different than the acts that courts hold
plausibly support a claim of surreptitious wiretapping by a
third party.

20" Opp'n — ECF No. 39 at 9-12; Opp'n — ECF No. 40

at 19-20.

In Moosejaw, for example, NaviStone was a marketing
company that partnered with e-commerce sites to intercept
visitor data and create marketing databases of consumer
information. In Facebook, Facebook tracked its users to third-
party websites (through Facebook's code on the websites)
— even when its users were not signed into Facebook,
and then it sold that data to advertisers. 956 F.3d at 596,
607-08. NaviStone and Facebook were independent parties
who mined information from other websites and sold it:
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NaviStone through its code on participating e-commerce sites
and Facebook through its plug-ins on third-party sites.

By contrast, FullStory is a vendor that provides a software
service that captures its clients’ data, hosts it on FullStory's
servers, and allows the clients to analyze their data. Unlike
NaviStone's and Facebook's aggregation of data for resale,
there are no allegations here that FullStory intercepted and
used the data itself. Instead, as a service provider, FullStory

is an extension of Noom. %! It provides a tool — like the tape
recorder in Rogers — that allows Noom to record and analyze

its own data in aid of Noom's business. >> See *833 52 Cal.
App. 3d at 897-99, 125 Cal.Rptr. 306. It is not a third-party
eavesdropper.

21 Mot. — ECF No. 35 at 18 (making this argument);

Reply — ECF No. 41 at 11 (same).

22 FullStory cites Javier v. Assurance IQ to support its

argument. Reply — ECF No. 41 at 14 (citing No. 20-
cv-02860-JSW, 2021 WL 940319, at *4 n.5 (N.D.
Cal. Mar. 9, 2021)). The two Javier defendants
were an online platform for insurance quotes and
its software provider, which had a product that
allowed analysis of data (like the analysis here).
2021 WL 940319 at *1. The allegations did not
plausibly plead a section 631(a) claim because “the
complaint never alleges that [software provider]
ActiveProspect itself ever|[ ] recorded or received
his data, only that it provided a product by which
Assurance did so.” /d. at *4 n.5. By contrast, here,
FullStory transmitted the data to its servers.

As a result, Noom is not liable for aiding and abetting
FullStory's wrongdoing because there is no wrongdoing.
Cf. Moosejaw, 2019 WL 5485330 at *2. Moosejaw
deserves emphasis here. In holding Moosejaw plausibly
liable for aiding and abetting NaviStone's misconduct, the
court recognized that Moosejaw “‘cannot be liable for
eavesdropping on its own communications” or recording
its own communications and sending them to NaviStone
(because sharing a record is not eavesdropping). /d. (citing
Rogers, 52 Cal. App. 3d at 898, 125 Cal.Rptr. 306; Ribas,
38 Cal. 3d at 360-61, 212 Cal.Rptr. 143, 696 P.2d 637). But
it could be liable if it allowed the equivalent of permitting
“an outsider to tap his telephone or listen in on the call”).
Id. (quoting Ribas, 38 Cal. 3d at 363, 212 Cal.Rptr. 143, 696
P.2d 637). There is no equivalent of a wiretap here, which

supports the conclusion that FullStory is not a third-party
eavesdropper.

1.2 Protected Content
[17] The defendants also moved to dismiss on the ground
that section 631(a) prohibits only the unauthorized access of
the content of communications, and the plaintiffs predicate
their claim in part on information — such as IP addresses,
locations, browser types, and operating systems — that is not

content. > The plaintiffs did not dispute that this information
is not content but contend that other website interactions are

content. 24

23 Mot. — ECF No. 35 at 20: Mot. — ECF No. 36 at 15

n.2; Reply — ECF No. 41 at 14-16.

24 Opp'n — ECF No. 39 at 12-14; Opp'n — ECF No.

40 at 21-23.

[18] [19] Section 631(a) prohibits the unauthorized access
of the contents of any communications. Cal. Penal Code §
631(a); Brodsky v. Apple Inc., 445 F. Supp. 3d 110, 127
(N.D. Cal. 2020). The “contents” of a communication under
CIPA and the federal Wiretap Act are the same. Brodsky,
445 F. Supp. 3d at 127 (citation omitted). The “content” of
a communication is “the intended message conveyed by the
communication.” In re Zynga Priv. Litig., 750 F.3d 1098,
1106 (9th Cir. 2014). It does not include “record information
regarding the characteristics of the message that is generated
in the course of the communication” such as “the name,
address and subscriber number or identity of a subscriber or
customer.” /d. (cleaned up). Similarly, the origin, length, and
time of a call, or geolocation data are not content. United
States v. Reed, 575 F.3d 900, 91417 (9th Cir. 2009); S.D. v.
Hytto Ltd., No. 18-cv-00688-JSW, 2019 WL 8333519, at *6
(N.D. Cal. May 15, 2019).

Given the plaintiffs’ concessions, the court dismisses the
claim to the extent that it is predicated on non-content
information. See Hytto, 2019 WL 8333519 at *7 (dismissing
federal wiretapping claim “to the extent the allegations
concern the interception of date and time information”). In
any amended complaint, the plaintiffs can delineate content
from non-content records.

*834 1.3 Privacy Policy
FullStory also contends that Noom's privacy policy discloses

the possibility of data collection and analysis. 25 The
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plaintiffs counter that they could not consent to wiretapping
that happened when they accessed the website and before they
could read the policy, notice was insufficient, and the policy

in any event did not disclose wiretapping. 26

2> Mot. — ECF No. 35 at 21-22; Reply — ECF No. 41

at 17.

26 Opp'n— ECF No. 40 at 24-29,

The privacy policy discloses that Noom “may use various
methods and technologies” to store or collect usage
information, such as tracking technologies (that alter settings
and configurations on the user's device), cookies, web
beacons, and embedded scripts.

An embedded script is programming
code that is designed to collect
information about User's interactions
with the Website, Mobile App and
Services, such as the links User
clicks on. The code is temporarily
downloaded onto User's Device from
Noom's web server and/or Mobile App
or a third party service provider, is
active only while User is connected to
the Website and/or Mobile App, and is

deactivated or deleted thereafter. 2’

27 Privacy Policy, Ex. A to Zhang Decl. — ECF No.

45-1 at 6. The court considers the privacy policy
under the incorporation-by-reference doctrine.
Knievel v. ESPN, 393 F.3d 1068, 1076 (9th Cir.
2005); FAC — ECF No. 27 at 12-14 (1 48-54)
(citing Noom's privacy policy).

The privacy policy is available via a link at the bottom of
Noom's homepage and is in “small, non-contrasting font (i.e.
light grey against a white background) ....”

Visitors to the website are given no
notice and are not prompted to take
any affirmative action to demonstrate
assent. Visitors are not required to read

or acknowledge the Privacy Policy
to use the website. In any event,
by the time a website user visited
the Privacy Policy, the [software] on
Noom's website will have already

deployed. 28

28 FAC - ECF No. 27 at 12 (1 48).

The parties largely talk past each other in their briefs.
FullStory's main argument is that to be liable, its acts must be
surreptitious, and given the policy's disclosures, the plaintiffs

did not plausibly plead its surreptitious acts. 29 The plaintiffs
mainly argue traditional principles of consent (although they

also contend that the policy does not disclose wiretapping). 30
FullStory counters that it never argued traditional consent
(although it points out in its reply that retroactive consent can

be valid). '

29 Mot. — ECF No. 35 at 21-22.
30 .

Opp'n — ECF No. 40 at 24-29.
31

Reply — ECF No. 41 at 17.

The parties’ arguments about consent do not permit resolution
of the issue. As to the adequacy of the privacy policy's
disclosures, FullStory made a practical argument but did
not cite cases to support it. (Perhaps there are none.)
Given the court's holding that there is no wiretapping, the
issues — consent and the policy's alleged failure to disclose
wiretapping — are moot. On this round of motions, the
privacy policy is not a separate ground to dismiss the claim.

k ok ok

The court dismisses the section 631(a) claim with leave to
amend.

2. Section 635(a) Claim
Section 635(a) defines the following behavior as a crime:

*835
manufactures, assembles, sells, offers

Every person who

for sale, advertises for sale, possesses,

transports, imports, or furnishes
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to another any device which is
primarily or exclusively designed or
intended for eavesdropping upon the
communication of another ... shall be
punished....

Cal. Penal Code § 635(a).

The defendants moved to dismiss on two grounds: (1) the
plaintiffs were not injured and thus do not have a private
right of action under section 635(a) or Article III standing;
and (2) FullStory's code is not a device designed primarily or

exclusively for eavesdropping. 32

32 Mot. — ECF No. 35 at 23-25; Mot. — ECF No. 36

at 15-18.

[20] First, the plaintiffs do not have a private right of action
and lack Article III standing.

CIPA creates a private right of action for “any person who
has been injured by a violation of this chapter....” Cal. Penal
Code § 637.2(a). “It is not a necessary prerequisite to an action
pursuant to this section that the plaintiff has suffered, or be
threatened with, actual damages.” Id. § 637.2(c).

The plaintiffs “do not base their standing on mere possession
of a wiretapping device, but on FullStory's knowledge and
active involvement in using that device to monitor [their]

communications.” > Because there is no eavesdropping,
there is no violation of CIPA. The plaintiffs thus suffered no
injury, and they have no private right of action. /d. § 637.2(a).

33 Opp'n — ECF No. 40 at 30 (citing FAC — ECF No.

27at2 (9 1), 11 (9 35-40, 43), & 19 (] 80)).

That means that they lack Article 11 standing too. If FullStory
had eavesdropped on them, then there would be concrete
injury. Moosejaw, 2019 WL 5485330 at *1. But there is no
plausible eavesdropping, and thus there is “(1) [no] injury in
fact, (2) that is fairly traceable to the challenged conduct of the
defendant, and (3) that is likely to be redressed by a favorable
judicial decision.” Spokeo, Inc. v. Robins, 578 U.S. 330, 136
S. Ct. 1540, 1547, 194 L.Ed.2d 635 (2016) (citation omitted).

Second, at least one court assumed the truth of allegations
that session-replay code is a “device ... is primarily or

exclusively designed or intended for eavesdropping upon

the communication of another.” Cal. Penal Code § 635(a);
Moosejaw, 2019 WL 5485330 at *3. Given the lack of a
private right of action or Article III standing, the court does
not address the issue further.

3. Invasion of Privacy Under California's Constitution

[21] The plaintiffs claim that the defendants intentionally
their
Constitution “by implementing FullStory's wiretaps on

invaded privacy rights under the California

Noom's Website.”** Because there is no wiretap, the
plaintiffs did not plausibly plead a legally protected privacy
interest.

3% FAC - ECF No. 27 at 21 ({4 88-89).

[22]
under the California Constitution are “(1) the [plaintiffs]

[23] The elements of a claim for invasion of privacy

possess a legally protected privacy interest, (2) they maintain
areasonable expectation of privacy, and (3) the intrusion is ‘so
serious as to constitute an egregious breach of social norms’
such that the breach is ‘highly offensive.” ” Facebook, 956
F.3d at 601 (quoting *836 Hernandez v. Hillsides, Inc., 47
Cal. 4th 272, 287,97 Cal.Rptr.3d 274, 211 P.3d 1063 (2009));
Hill v. Nat'l Collegiate Athletic Ass'n, 7 Cal. 4th 1, 35-37,
26 Cal.Rptr.2d 834, 865 P.2d 633 (1994). The first prong —
“[w]hether a legally recognized privacy interest is present in
a given case [—] is a question of law to be decided by the
court.” Hill, 7 Cal. 4th at 40, 26 Cal.Rptr.2d 834, 865 P.2d
633. The second and third prongs are “mixed questions of law
and fact.” /d.

The plaintiffs do not complain that providing the information
to Noom violates their privacy rights. Their claim rests
on their allegations that “[u]sers are never told that
their electronic communications are being wiretapped by

FullStory.”35 They “allege [that] FullStory, with Noom's
consent and participation, surreptitiously collected and stored

highly sensitive PII and PHI in real time.” 36 They oppose the
motion to dismiss the claim because “[t]his is a wiretapping
case, and Plaintiffs sufficiently allege that they did not know
that a third party — FullStory — was secretly recording
their interactions with Noom's website without Plaintiffs’

consent.” >’ Because there was no plausible wiretapping by
FullStory, the plaintiffs did not plausibly plead that they
possess a legally protected privacy interest. Facebook, 956
F.3d at 601; Hernandez, 47 Cal. 4th at 287, 97 Cal.Rptr.3d
274,211 P.3d 1063; Hill, 7 Cal. 4th at 35, 40, 26 Cal.Rptr.2d
834, 865 P.2d 633. The court grants the motion to dismiss.


https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000217&cite=CAPES635&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_8b3b0000958a4 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000217&cite=CAPES635&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_8b3b0000958a4 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000583&cite=USCOARTIII&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000583&cite=USCOARTIII&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000217&cite=CAPES637.2&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_8b3b0000958a4 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000217&cite=CAPES637.2&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_8b3b0000958a4 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000217&cite=CAPES637.2&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_4b24000003ba5 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000217&cite=CAPES637.2&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_8b3b0000958a4 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000583&cite=USCOARTIII&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2049485897&pubNum=0000999&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2038848364&pubNum=0000708&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=RP&fi=co_pp_sp_708_1547&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_708_1547 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2038848364&pubNum=0000708&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=RP&fi=co_pp_sp_708_1547&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_708_1547 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000217&cite=CAPES635&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_8b3b0000958a4 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2049485897&pubNum=0000999&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000583&cite=USCOARTIII&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2050746273&pubNum=0000506&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=RP&fi=co_pp_sp_506_601&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_506_601 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2050746273&pubNum=0000506&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=RP&fi=co_pp_sp_506_601&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_506_601 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2019520297&pubNum=0004040&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=RP&fi=co_pp_sp_4040_287&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_4040_287 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2019520297&pubNum=0004040&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=RP&fi=co_pp_sp_4040_287&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_4040_287 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1994035951&pubNum=0004040&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=RP&fi=co_pp_sp_4040_35&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_4040_35 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1994035951&pubNum=0004040&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=RP&fi=co_pp_sp_4040_35&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_4040_35 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1994035951&pubNum=0004040&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=RP&fi=co_pp_sp_4040_40&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_4040_40 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1994035951&pubNum=0004040&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=RP&fi=co_pp_sp_4040_40&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_4040_40 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1994035951&pubNum=0004040&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2050746273&pubNum=0000506&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=RP&fi=co_pp_sp_506_601&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_506_601 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2050746273&pubNum=0000506&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=RP&fi=co_pp_sp_506_601&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_506_601 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2019520297&pubNum=0004040&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=RP&fi=co_pp_sp_4040_287&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_4040_287 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2019520297&pubNum=0004040&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=RP&fi=co_pp_sp_4040_287&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_4040_287 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1994035951&pubNum=0004040&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=RP&fi=co_pp_sp_4040_35&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_4040_35 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1994035951&pubNum=0004040&originatingDoc=If8fdd90098f411eb8abd818e63801f95&refType=RP&fi=co_pp_sp_4040_35&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_4040_35 

Graham v. Noom, Inc., 533 F.Supp.3d 823 (2021)

35 Opp'n— ECF No. 40 at 32 (quoting FAC — ECF No.
27 at 12 (Y 47) and citing id. at 14 (Y 53)).

36 Oppn — ECF No. 39 at 17 (citing FAC — ECF No.
27at2 (1) & 11 (745)).

37

1d. at 18-19 (quoting FAC — ECF No. 27 at 2 (Y
4-5) & 12 (47)).

4. Standing to Seek Injunctive Relief
[24] Noom moved to dismiss the claims for injunctive relief
because the plaintiffs did not plead their intent to use Noom's

platform in the future. 38 The plaintiffs countered that Ms.
Moise's intent “is reasonably inferred” and can be cured

through amendment (and abandoned Ms. Graham's claim). 39
The court dismisses Ms. Graham's claim with prejudice and
Ms. Moise's claim with leave to amend.

38 Mot. — ECF No. 36 at 24-25.

39 Opp'n— ECF No. 39 at 22-23.

5. Personal Jurisdiction over FullStory
The plaintiffs have not met their prima facie burden to
establish specific jurisdiction.

251  [26] [27]
ordinarily follow state law in determining the bounds of
their jurisdiction over persons.” Picot v. Weston, 780 F.3d
1206, 1211 (9th Cir. 2015) (cleaned up). “The general rule
is that personal jurisdiction is proper if permitted by a long-
arm statute and if the exercise of that jurisdiction does not
violate federal due process.” Pebble Beach v. Caddy, 453
F.3d 1151, 1154-55 (9th Cir. 2006) (analyzing California
and federal long-arm statutes). “Because California's long-
arm statute allows the exercise of personal jurisdiction to the
full extent permissible under the U.S. Constitution, a court's
inquiry centers on whether exercising jurisdiction comports
with due process.” Picot, 780 F.3d at 1211 (cleaned up and
quotation omitted). The due-process inquiry is whether the
defendant has sufficient minimum contacts with the forum
such that the assertion of jurisdiction in the forum “ ‘does not
offend traditional notions of fair play and substantial justice.’
” Pebble Beach, 453 F.3d at 1154-55 (quoting *837 Int'l
Shoe Co. v. Washington, 326 U.S. 310, 315, 66 S.Ct. 154, 90
L.Ed. 95 (1945)).

[28] In diversity cases, “federal courts

[29] [30] [31] [32] [33] [34]
types of personal jurisdiction: general and specific. Bristol-
Myers Squibb Co. v. Super. Ct.,, — U.S. ——, 137 S. Ct.

1773, 1779-80, 198 L.Ed.2d 395 (2017). The plaintiffs assert

specific personal jurisdiction. 40" “In order for a state court
to exercise specific jurisdiction, the suif must arise out of
or relate to the defendant's contacts with the forum.” Id.
at 1780 (cleaned up). “In other words, there must be an
affiliation between the forum and the underlying controversy,
principally, an activity or an occurrence that takes place in the
forum State and is therefore subject to the State's regulation.”
Id. “For this reason, specific jurisdiction is confined to
adjudication of issues deriving from, or connected with,
the very controversy that establishes jurisdiction.” /d. The
Ninth Circuit employs a three-prong test to assess whether a
defendant has sufficient contacts with the forum to be subject
to specific personal jurisdiction:

(1) The non-resident defendant must purposefully direct
his activities or consummate some transaction with the
forum or resident thereof; or perform some act by which he
purposefully avails himself of the privilege of conducting
activities in the forum, thereby invoking the benefits and
protections of its laws;

(2) the claim must be one which arises out of or relates to
the defendant's forum-related activities; and

(3) the exercise of jurisdiction must comport with fair play
and substantial justice, i.e. it must be reasonable.

Picot, 780 F.3d at 1211. “The plaintiff has the burden of
proving the first two prongs.” Id. at 1211-12. “If he does so,
the burden shifts to the defendant to set forth a compelling
case that the exercise of jurisdiction would not be reasonable.”
Id. at 1212 (cleaned up). With respect to the first prong, courts
apply a “purposeful availment” analysis in suits sounding in
contract and a “purposeful direction” analysis (also known as
the effects test) in suits sounding in tort. Schwarzenegger v.
Fred Martin Motor Co., 374 F.3d 797, 802 (9th Cir. 2004).

The purposeful-direction test applies here. 4l

40 Oppn — ECF No. 40 at 10.
41 Mot.— ECF No. 35 at 14-15; Opp'n — ECF No. 40
at 11.
[36] [37] Underthe Calder effects test, purposeful direction

exists when a defendant commits an act outside the forum that
was intended to and does in fact cause injury in the forum,

[35] There are two
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meaning, the defendant must (1) commit an intentional act
(2) expressly aimed at the forum (3) that causes harm that the
defendant knows is likely to be suffered in the forum. Calder
v. Jones, 465 U.S. 783, 788-89, 104 S.Ct. 1482, 79 L.Ed.2d
804 (1984); Washington Shoe Co. v. A—Z Sporting Goods
Inc., 704 F.3d 668, 673 (9th Cir. 2012) (quoting Mavrix, 647
F.3d at 1228), abrogated on other grounds as recognized in
Axiom Foods, Inc. v. Acerchem Int'l, Inc., 874 F.3d 1064, 1069
(9th Cir. 2017). The effects test focuses on “the forum in
which the defendant's acts were felt, whether or not the actions
themselves occurred within the forum.” Mavrix, 647 F.3d at
1228. “However, referring to the Calder test as an effects test
can be misleading. For this reason, we have warned courts not
to focus too narrowly on the test's third prong — the effects
prong — holding that something more is needed in addition
to a mere foreseeable effect.” Pebble Beach, 453 F.3d at 1156
(cleaned up).

The allegations in the complaint establish only that FullStory
is Noom's vendor *838 for a software service that Noom
uses to analyze its data. A vendor's selling a product to
Noom — even if Noom has substantial business here and
the vendor knew it — does not establish specific personal

jurisdiction over the vendor. 42 The plaintiffs do not contest
this point. Instead, they predicate jurisdiction on FullStory's
wiretapping. They allege that (1) “Defendants knew that
a significant number of Californians would visit Noom's
website, because they form a significant portion of Noom's
customer base,” and (2) “[b]y intercepting the transmissions
of Noom website users, Defendants targeted their wrongful
conduct at customers, some of whom Defendants knew,

at least constructively, were residents of California,” thus

causing harm in California. 43 Their basis for jurisdiction is
the wiretapping of those customers: “At least three courts
have held the ‘intentional act’ standard is easily satisfied

where plaintiff alleges wiretapping claims.” 4 Because they
did not plausibly plead wiretapping, the plaintiffs have not
met their prima facie burden to establish specific personal

jurisdiction.
42
FAC — ECF No. 27 at 3 (1 8), 4-5 (] 15).
B ld atas (q15).
44

Opp'n — ECF No. 40 at 11 (citing Hytto, 2019 WL
8333519 at *4, and two other cases).

CONCLUSION

The court dismisses the complaint with leave to amend
within 21 days (except it dismisses Ms. Graham's claim for
injunctive relief with prejudice). Any amended complaint
must attach a blackline comparison between the current
complaint and the amended complaint.

IT IS SO ORDERED.
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Jeremiah SMITH, Plaintiff and Appellant,
v.
LOANME, INC., Defendant and Respondent.
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Synopsis

Background: Telephone call participant brought class action
against lender under California Invasion of Privacy Act,
alleging the recording without consent of conversations
involving cellular or cordless telephones. After bench trial,
the Superior Court, Riverside County, No. RIC1612501,
Sharon J. Waters, J., entered judgment in favor of lender.
Participant appealed. The Court of Appeal, 43 Cal.App.5th
844,257 Cal.Rptr.3d 61, affirmed. Review was granted.

[Holding:] The Supreme Court, Cantil-Sakauye, C.J.,
held that provision of Act imposing liability on any
person “who, without the consent of all parties to a
communication, intercepts or receives and intentionally
records” a communication involving a cellular phone or a
cordless phone is a general prohibition against the intentional
recording of a covered communication without the consent of
all parties, regardless of whether the recording is performed
by a party to the communication or by someone else.

Reversed and remanded.

Procedural Posture(s): Petition for Discretionary Review;
On Appeal; Judgment.

West Headnotes (9)

[1] Statutes @& Purpose and intent

When court interprets a statute, its fundamental
task is to determine the Legislature's intent so as
to effectuate the law's purpose.

13 Cases that cite this headnote

2]

3]

[4]

[5]

[6]

Statutes @ Plain Language; Plain, Ordinary,
or Common Meaning

In interpreting a statute, court first examines
the statutory language, giving it a plain and
commonsense meaning.

6 Cases that cite this headnote

Statutes &= Context
Statutes @& Construing together; harmony

Court does not examine statutory language in
isolation, but in the context of the statutory
framework as a whole in order to determine its
scope and purpose and to harmonize the various
parts of the enactment.

4 Cases that cite this headnote

Statutes @= Plain language; plain, ordinary,
common, or literal meaning

Statutes @= Relation to plain, literal, or clear
meaning; ambiguity

If statutory language is clear, courts must
generally follow its plain meaning unless a
literal interpretation would result in absurd
consequences the Legislature did not intend.

8 Cases that cite this headnote

Statutes @= In general; factors considered
Statutes @= Plain, literal, or clear meaning;
ambiguity

If statutory language permits more than one
reasonable interpretation, courts may consider
other aids, such as the statute's purpose,
legislative history, and public policy.

13 Cases that cite this headnote

Statutes &= Language and intent, will,
purpose, or policy

Statutes &= Context

Court considers portions of a statute in the

context of the entire statute and the statutory
scheme of which it is a part, giving significance


https://www.westlaw.com/Link/Document/FullText?findType=h&pubNum=176284&cite=0279394501&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=RQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2049885640&pubNum=0007047&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2049885640&pubNum=0007047&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=h&pubNum=176284&cite=0351011901&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=RQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361k1076/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/RelatedInformation/DocHeadnoteLink?docGuid=Iac123e60932211ebb814920ee3be9aa4&headnoteId=205336719900120220917021110&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=CitingReferences&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361III(B)/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361III(B)/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/RelatedInformation/DocHeadnoteLink?docGuid=Iac123e60932211ebb814920ee3be9aa4&headnoteId=205336719900220220917021110&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=CitingReferences&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361k1153/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361k1155/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/RelatedInformation/DocHeadnoteLink?docGuid=Iac123e60932211ebb814920ee3be9aa4&headnoteId=205336719900320220917021110&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=CitingReferences&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361k1111/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361k1111/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361k1405/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361k1405/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/RelatedInformation/DocHeadnoteLink?docGuid=Iac123e60932211ebb814920ee3be9aa4&headnoteId=205336719900420220917021110&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=CitingReferences&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361k1104/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361k1242/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361k1242/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/RelatedInformation/DocHeadnoteLink?docGuid=Iac123e60932211ebb814920ee3be9aa4&headnoteId=205336719900520220917021110&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=CitingReferences&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361k1080/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361k1080/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/361k1153/View.html?docGuid=Iac123e60932211ebb814920ee3be9aa4&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 

Smith v. LoanMe, Inc., 11 Cal.5th 183 (2021)
483 P.3d 869, 276 Cal.Rptr.3d 746, 2021 Daily Journal D.A.R. 3029

(7]

8]
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to every word, phrase, sentence, and part of an
act in pursuance of the legislative purpose.

8 Cases that cite this headnote

Telecommunications @= Persons concerned;
consent

Provision of California Invasion of Privacy Act
imposing liability on any person “who, without
the consent of all parties to a communication,
intercepts or receives and intentionally records”
a communication involving a cellular phone
or a cordless phone is a general prohibition
against the intentional recording of a covered
communication without the consent of all parties,
regardless of whether the recording is performed
by a party to the communication or by someone
else. Cal. Penal Code § 632.7.

4 Cases that cite this headnote

Criminal Law &= Liberal or strict
construction; rule of lenity

The rule of lenity generally requires that
ambiguity in a criminal statute should be
resolved in favor of lenity, giving the defendant
the benefit of every reasonable doubt on
questions of interpretation.

1 Cases that cite this headnote

Criminal Law &= Liberal or strict
construction; rule of lenity

Rule of lenity does not apply every time there are
two or more reasonable interpretations of a penal
statute; on the contrary, the principle applies only
when two reasonable interpretations of the same
provision stand in relative equipoise.

Witkin Library Reference: 2 Witkin & Epstein,
Cal. Criminal Law (4th ed. 2012) Crimes
Against Public Peace and Welfare, § 511
[Interception of Cellular and Cordless Telephone
Communications. ]
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*%870 *¥**747 Fourth Appellate District, Division Two,
E069752, Riverside County Superior Court, RIC1612501,
Sharon J. Waters, Judge

Attorneys and Law Firms

Law Offices of Todd M. Friedman, Todd M. Friedman,
Adrian R. Bacon, Beverly Hills, and Thomas E. Wheeler for
Plaintiff and Appellant.

F. Paul Bland; DiCello Levitt Gutzler, Amy E. Keller, San
Francisco, and Justin Hawal for Public Justice, P.C., as
Amicus Curiae on behalf of Plaintiff and Appellant.

Ignacio Hernandez; Megan lorio and Alan Butler for
Consumer Action, Consumer Federation of California and
Electronic Privacy Information Center as Amici Curiae on
behalf of Plaintiff and Appellant.

Finlayson Toffer Roosevelt & Lilly, Michael R. Williams and
Jared M. Toffer, Irvine, for Defendant and Respondent.

Barr & Klein, Benjamin T. Barr, Stephen R. Klein; Litchfield
Cavo and G. David Rubin, Pasadena, for Project Veritas and
Project Veritas Action Fund as Amici Curiae on behalf of
Defendant and Respondent.

Akin Gump Strauss Hauer & Feld, Rex S. Heinke, Neal Ross
Marder, Jessica M. Weisel, Los Angeles, and Rebecca A.
Girolamo for American Medical Response, Inc., as Amicus
Curiae on behalf of Defendant and Respondent.

Baker McKenzie, Edward D. Totino, Los Angeles, and
Benjamin W. Turner for Atlantic Credit & Finance, Inc., as
Amicus Curiae on behalf of Defendant and Respondent.

Opinion
Opinion of the Court by Cantil-Sakauye, C. J.

*%%748 *187 Under Penal Code section 632.7, subdivision

(a) (hereinafter section 6?>2.7(a)),l it is a crime when a
person “without the consent of all parties to a communication,
intercepts or receives and intentionally records, or assists
in the interception or reception and intentional recordation
of, a communication transmitted between” a cellular or
cordless telephone and another telephone. A violation of
section 632.7 also can be pursued civilly and lead to the
assessment of damages and other appropriate relief. The issue
presented in this case is whether section 632.7 applies to the
*188 parties to a communication, prohibiting them from
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recording a covered communication without the consent of
all participants, or whether the section is concerned only
with recording by persons other than parties (sometimes
hereinafter referred to as “nonparties” to the communication),
such as an individual who covertly intercepts a phone call and
eavesdrops upon it.

All subsequent undesignated statutory references
are to the Penal Code.

The Court of Appeal concluded that section 632.7 applies
**871 not forbid a party
to a phone call transmitted to or from a cellular or

only to nonparties and does

cordless telephone from recording the conversation without
the consent of the other party or parties. We reach a
contrary conclusion and hold that section 632.7 applies to
parties as well as nonparties. This interpretation reflects the
most sensible reading of the statutory text, is consistent
with the relevant legislative history, and advances the
Legislature's apparent intent by protecting privacy in covered
communications to a greater degree than the Court of Appeal's
construction would. Accordingly, we reverse the judgment
below and remand the matter to the Court of Appeal for
further proceedings consistent with our opinion.

I. FACTUAL AND PROCEDURAL BACKGROUND

This case arises out of a brief phone conversation. Defendant
LoanMe, Inc. (LoanMe), extended a loan to the wife
of plaintiff Jeremiah Smith. In October 2015, a LoanMe
employee called a phone number Smith's wife had provided.
Smith answered, on what he asserts was a cordless phone.
Smith advised the LoanMe representative that his wife was
not at home. The call then ended, 18 seconds after it began.

LoanMe recorded the call. Three seconds into the call,
LoanMe caused a “beep” tone to sound. The LoanMe
representative on the call did not orally advise plaintiff that
the call was being recorded.

In September 2016, Smith brought suit on behalf of a putative
class consisting of “[a]ll persons in California whose inbound
and outbound telephone conversations involving their cellular
or cordless telephones were recorded without their consent by
[LoanMe] or its agent/s within the one year prior to the filing
of this action.” The complaint alleged that the recording of
these calls violated section 632.7.

**%*749 The parties agreed to a bifurcated bench trial for the

court to decide whether Smith consented to having the phone
call recorded by continuing the conversation after LoanMe
activated the “beep” tone. After listening to the call, the
trial court agreed with LoanMe that the tone gave Smith
adequate notice that the call was being recorded. The trial
court subsequently entered judgment in LoanMe's favor.

*189 When Smith sought review, the Court of Appeal did
not delve into the consent issue decided by the superior
court. Instead, the reviewing court requested supplemental
briefing regarding whether section 632.7 prohibits a party
from intentionally recording a communication transmitted
to or from a cellular or cordless phone, or whether the
section forbids only the intentional recording of such
communications by persons other than parties. The Court
of Appeal ultimately concluded “that section 632.7 prohibits
only third party eavesdroppers from intentionally recording
telephonic communications involving at least one cellular
or cordless telephone. Conversely, section 632.7 does not
prohibit the participants in a phone call from intentionally
recording it.” (Smith v. LoanMe, Inc. (2019) 43 Cal.App.5th
844, 848, 257 Cal.Rptr.3d 61 (Smith).) The judgment was
affirmed on this basis. (/bid.)
The Court of Appeal section 632.7 as
unambiguously applicable only to nonparties. (Smith, supra,
43 Cal.App.5th at p. 851, 257 Cal.Rptr.3d 61.) It reasoned,
“The statute ... requires that the interception or receipt of the

regarded

[covered] communication be without the parties’ consent. But
the parties to a phone call always consent to the receipt of
their communications by each other — that is what it means
to be a party to the call (or at least that is part of what
it means). In this case, for example, LoanMe consented to
Smith's receipt of LoanMe's communications (‘Is Mrs. Smith
there?”), and Smith consented to LoanMe's receipt of Smith's
communications (‘No.”). Consequently, the parties to a phone
call are incapable of violating section 632.7, because they do
not intercept or receive each other's communications without
all parties’ consent.” (/bid.)

The Court of Appeal also saw its interpretation of section
632.7 as harmonizing this section with sections 632.5 and
632.6, which also address privacy issues implicated by the
use of cellular and cordless phones. Sections 632.5 and 632.6
provide for liability when a person “maliciously and without
the consent of all parties to the communication, intercepts
**872
between devices including a cellular phone (§ 632.5, subd. (a)

. [or] receives” a communication transmitted
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(hereinafter section 632.5(a))) or a cordless phone (§ 632.6,
subd. (a) (hereinafter section 632.6(a))). The Court of Appeal
determined that these sections cannot reasonably be applied
to the parties to a phone call, for reasons including the fact that
it was “not clear what it would mean for one party to receive
the other party's communications with malice.” (Smith, supra,
43 Cal.App.5th at p. 852, 257 Cal.Rptr.3d 61.) Because
sections 632.5 and 632.6 do not apply to the parties to a
communication, the Court of Appeal reasoned, section 632.7
should be construed similarly. (Smith, at pp. 851-852, 257
Cal.Rptr.3d 61.) The Court of Appeal also saw it as “absurd”
for a party to be held liable under section 632.7 for recording a
call when it was “pure happenstance” whether the other party
or parties were using cellular or cordless phones, as opposed
to landline phones. (Smith, at p. 853, 257 Cal.Rptr.3d 61.)

*190 Finally, the Court of Appeal also saw its reading
of section 632.7 as accordant with the relevant legislative
history. The court observed that in materials generated during

*%*%750 legislative deliberations regarding Assembly Bill
No. 2465 (1991-1992 Reg. Sess.) (hereinafter Assembly Bill
2465), the measure through which section 632.7 was added
to the Penal Code, the Legislature “never shows any concern
about recording by parties.” (Smith, supra, 43 Cal.App.5th at
p. 859,257 Cal.Rptr.3d 61.)

We granted review.

II. DISCUSSION

The discussion below proceeds as follows. We first examine
the text of section 632.7(a), which we determine is most
naturally read as prohibiting both parties and nonparties from
intentionally recording a covered communication without
the consent of all parties to the communication. Because
the text conceivably could support the Court of Appeal's
interpretation as well, however, we also consult the legislative
history and public policy as additional tools to ascertain
the Legislature's intent. Upon review of these resources,
we conclude that this section applies to the intentional
recording of a covered communication regardless of whether
the recording is performed by a party to the communication,
or by a nonparty.

A. General Principles

ar 21 Br Mo

‘[o]ur fundamental task ... is to determine the Legislature's

intent so as to effectuate the law's purpose. We first examine
the statutory language, giving it a plain and commonsense
meaning. We do not examine that language in isolation, but
in the context of the statutory framework as a whole in
order to determine its scope and purpose and to harmonize
the various parts of the enactment. If the language is clear,
courts must generally follow its plain meaning unless a
literal interpretation would result in absurd consequences the
Legislature did not intend. If the statutory language permits
more than one reasonable interpretation, courts may consider
other aids, such as the statute's purpose, legislative history,
and public policy.” [Citation.] ‘Furthermore, we consider
portions of a statute in the context of the entire statute and
the statutory scheme of which it is a part, giving significance
to every word, phrase, sentence, and part of an act in
pursuance of the legislative purpose.” ”* ” (Meza v. Portfolio
Recovery Associates, LLC (2019) 6 Cal.5th 844, 856857,
243 Cal.Rptr.3d 569, 434 P.3d 564.) The interpretation of
a statute presents a question of law that this court reviews
de novo. (People v. Jimenez (2020) 9 Cal.5th 53, 61, 259
Cal.Rptr.3d 233, 459 P.3d 33; Goodman v. Lozano (2010) 47
Cal.4th 1327, 1332, 104 Cal.Rptr.3d 219, 223 P.3d 77.)

*191 B. The Context and Provisions of Section 632.7
Section 632.7 is part of the Invasion of Privacy Act (§
630 et seq.). As we explained in Flanagan v. Flanagan
(2002) 27 Cal.4th 766, 768769, 117 Cal.Rptr.2d 574, 41
P.3d 575 (Flanagan), as originally enacted in 1967 this
statute replaced “prior laws that permitted the recording of
telephone conversations with the consent of one party to
the conversation. [Citation.] The purpose of the act was
**873 to protect the right of privacy by, among other things,
requiring that all parties consent to a recording of their
conversation.”

A foundational component of the act, section 632, provides
for liability when “[a] person ... intentionally and without the
consent of all parties to a confidential communication ... uses
an electronic amplifying or recording device to eavesdrop
upon or record the confidential communication, whether
the communication is carried on among the parties in the
presence of one another or by means of a telegraph, telephone,
***751 or other device, except a radio.” (/d., subd. (a).)
Other provisions within the statutory scheme reflect updates
that have been made from time to time in response to the
emergence of new communication devices. The Legislature

[6] “*“When we interpret a standgmented the statutory scheme in 1985, 1990, and 1992 “to

take account of privacy issues raised by the increased use of
cellular and cordless telephones. (See § 632.5, added by Stats.
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483 P.3d 869, 276 Cal.Rptr.3d 746, 2021 Daily Journal D.A.R. 3029

1985, ch. 909, § 3, p. 2902; § 632.6, added by Stats. 1990, ch.
696, §4,p.3269; § 632.7, added by Stats. 1992, ch. 298, § 6, p.
1216.) In enacting the first of these amendments][, the Cellular
Radio Telephone Privacy Act of 1985], the Legislature found
that ‘the advent of widespread use of cellular radio telephone
technology means that persons will be conversing over a
network which cannot guarantee privacy in the same way that
itis guaranteed over landline systems.’ (Stats. 1985, ch. 909, §
2, p- 2900; similar language as to cordless telephones appears
in Stats. 1990, ch. 696, § 2, p. 3268.) Responding to the
problem of protecting the privacy of parties to calls involving
cellular or cordless telephones, the Legislature prohibited the
malicious interception of calls from or to cellular or cordless
phones (§§ 632.5, 632.6) and the intentional interception or
recording of a communication involving a cellular phone or
a cordless phone (§ 632.7).” (Flanagan, at pp. 775-776, 117

Cal.Rptr.2d 574, 41 P.3d 575.) 2

As will be explained in part II.C, section 632.7
does not prohibit the “intentional interception
or recording” of a covered communication
(Flanagan, supra, 27 Cal.4th at p. 776, 117
Cal.Rptr.2d 574, 41 P.3d 575); it is concerned
instead with the intentional recording of an
intercepted or received communication.

This case concerns the most recent of the revisions discussed
in Flanagan. Section 632.7(a) provides, “Every person who,
without the consent of all parties to a communication,
*192
or assists in the interception or reception and intentional

intercepts or receives and intentionally records,

recordation of, a communication transmitted between two
cellular radio telephones, a cellular radio telephone and
a landline telephone, two cordless telephones, a cordless
telephone and a landline telephone, or a cordless telephone
and a cellular radio telephone, shall be punished” in the
manner the section proceeds to describe. (See also §
637.2 [specifying statutory damages and other remedies for
violations of § 632.7].) Subdivision (b) of section 632.7
provides for certain exceptions to this prohibition, and
subdivision (c) defines or explains some of the terms as used

within the section. >

Within section 632.7, subdivision (c), “cellular
radio telephone” is defined as “a wireless telephone
the Federal
Commission to operate in the frequency bandwidth
reserved for cellular radio telephones.” (/d.,
subd. (c)(1).) “Cordless telephone” is defined

authorized by Communications

as “a two-way, low power communication
system consisting of two parts, a ‘base’ unit
which connects to the public switched telephone
network and a handset or ‘remote’ unit, that
are connected by a radio link and authorized
by the Federal Communications Commission to
operate in the frequency bandwidths reserved for
cordless telephones.” (/d., subd. (c)(2).) Lastly,
section 632.7, subdivision (c)(3) explains that “
‘[c]ommunication’ includes, but is not limited to,
communications transmitted by voice, data, or
image, including facsimile.” Several other terms
used in section 632.7, including “intercepts,”
“receives,” and “parties,” are not similarly defined
within the section, or for that matter anywhere in
the code chapter in which they appear.

The Court of Appeal's decision below was the first published
opinion by a California appellate court to have specifically
addressed whether section 632.7 applies to the intentional
recording of a communication by a party. The Court of
Appeal's interpretation of section 632.7 departs from the
majority view of the federal district ***752 courts that
have considered the same issue. Some of these courts have
concluded that the text of section 632.7(a) unambiguously
prohibits a party from recording a protected communication
**%874 without the consent of all other parties. (E.g.,
Montantes v. Inventure Foods (C.D.Cal., July 2, 2014, No.
CV-14-1128-MWEF(RZx)) 2014 WL 3305578, pp. *2—*4;
Ades v. Omni Hotels Management Corp. (C.D.Cal. 2014)
46 F.Supp.3d 999, 1017-1018.) Other federal courts have
regarded the text of section 632.7(a) as ambiguous but read
the legislative history as evincing legislative intent that the
statute would apply to parties and nonparties alike. (E.g.,
Brinkley v. Monterey Financial Services, LLC (S.D.Cal. 2018)
340 F.Supp.3d 1036, 1042—-1043; Simpson v. Best Western
International, Inc. (N.D.Cal., Nov. 13, 2012, No. 3:12-
cv-04672-JCS) 2012 WL 5499928, pp. *6-*9.) Finally, a
minority position aligns with the views of the Court of Appeal
below and regards section 632.7 as concerned only with
intentional recording by persons other than the parties to a
communication. (Young v. Hilton Worldwide, Inc. (C.D.Cal.,
July 11, 2014, No. 2:12-cv-01788-R-(PJWx)) 2014 WL
3434117, p. *1.)

In interpreting section 632.7 as inapplicable to the parties
to a communication, the Court of Appeal did not examine
our decision in *193 Flanagan, supra, 27 Cal.4th 766,
117 Cal.Rptr.2d 574, 41 P.3d 575, which contains our most
extensive prior discussion of section 632.7. In Flanagan, we
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resolved a split of authority regarding what amounts to a
“confidential communication” that section 632, subdivision
(a) protects from recording without the parties’ consent. We
agreed with the view that “a conversation is confidential if
a party to that conversation has an objectively reasonable
expectation that the conversation is not being overheard or
recorded” (Flanagan, at p. 768, 117 Cal.Rptr.2d 574, 41
P.3d 575), and rejected an alternative interpretation of the
statutory language that we considered less protective of the
parties’ privacy (ibid.). In so holding, we emphasized that
the preferred interpretation was more consistent with the
protections conferred by sections 632.5, 632.6, and 632.7.
These other provisions, we observed, all “protect against
interception or recording of any communication. When the
Legislature determined that there was no practical means
of protecting cordless and cellular phone conversations
from accidental eavesdropping, it chose to protect all such
conversations from malicious or intentional eavesdropping or
recording, rather than protecting only conversations where
a party wanted to keep the content secret.” (Flanagan,
at p. 776, 117 Cal.Rptr.2d 574, 41 P.3d 575.) We later
added, “Under the construction adopted here, the [Invasion
of] Privacy Act is a coherent statutory scheme. It protects
against intentional, nonconsensual recording of telephone
conversations regardless of the content of the conversation
or the type of telephone involved.” (/bid.; see also id., at
p. 771, fn. 2, 117 Cal.Rptr.2d 574, 41 P.3d 575 [“Section
632.7, enacted in 1992, prohibits intentionally intercepting
or recording communications involving cellular telephones
and cordless telephones. This prohibition applies to all
communications, not just confidential communications.”];
Kearney v. Salomon Smith Barney, Inc. (2006) 39 Cal.4th
95, 122, 45 Cal.Rptr.3d 730, 137 P3d 914 (Kearney)
[“it is unlawful under California law for a party to a
telephone conversation to record the conversation without the
knowledge of all other parties to the conversation™].)

C. The Language of Section 632.7, Read in Context,
Favors an Interpretation of the Section as Applicable
to Parties as Well as Nonparties
We now look more closely at the language of section
632.7(a), focusing upon its ***753 phrasing, “[e]very
person who, without the consent of all parties to a
communication, intercepts or receives and intentionally

records ... a communication ....”

The Court of Appeal read section 632.7(a) as contemplating
liability only in situations in which a person (1) intercepts
or receives a communication without the consent of all

parties to the communication, and (2) intentionally records
the communication without the consent of all parties to the
communication. As previously observed, the Court of Appeal
relied on this construction of section 632.7(a) in concluding
that recording by a party to a phone *194 call is not
prohibited under this provision because the parties to a call

LIS

normally consent to other participants’ “receipt” of their

input.

*%*875 A different interpretation of section 632.7(a) would
read its consent language as directed at the recording
component of the offense, with the section's “intercepts or
receives” phrasing specifying the circumstances in which
a person may become privy to a covered communication.
Under this interpretation of section 632.7(a), there is no doubt
regarding its applicability to parties as well as nonparties
to a communication. Although parties might normally be
regarded as consenting to the receipt of their communications
by other parties to a call, this acquiescence would not,
by itself, necessarily convey their consent to having these

communications recorded.

The circumstances involved with certain kinds
of communications may lead to a reasonable
inference that a party sending a communication has
consented to having it recorded by the intended
recipient — recordation would be expected with a
facsimile or text transmission, for example. (See §
632.7, subd. (¢)(3) [defining “communication” as
including facsimile transmissions].)

We conclude that the second of these interpretations
represents the more plausible reading of section 632.7(a).
Within section 632.7(a), the interception or receipt of a
covered communication is not so much a discrete subject of
consent as it is a description of the circumstances in which
the prohibited act of recordation without proper consent
may occur. Such a construction aligns with how phrasing
comparable to that found in section 632.7(a) would be
understood in other contexts. Consider, for example, a rule
providing that “any person who, without the prior consent
of the court, receives a jury summons and fails to report to
jury duty, shall be guilty of contempt.” In this example, the
receipt of the jury summons is obviously not the target of the
consent language; it is simply a fact that, when coupled with
an unconsented-to failure to appear, can lead to liability. The

language of section 632.7(a) communicates a similar rule. 3
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> One might also draw an analogy to the language

in section 632, subdivision (a) prohibiting a
person from, intentionally and without the consent
of all parties to a confidential communication,
using “an electronic amplifying or recording
device to eavesdrop upon or record the
confidential communication.” Just as liability
under section 632 would not be avoided by the
parties’ consent to someone using an electronic
amplifying or recording device for some purpose
other than eavesdropping upon or recording a
communication, the consent language in section
632.7(a) is not properly understood as separately
directed at a discrete “intercepts or receives”
component of the course of conduct proscribed by

this section.

This interpretation of section 632.7(a) finds some support
elsewhere in the statutory scheme. When the Legislature
added section 632.7 to the Penal Code through Assembly
Bill 2465, it also amended section 633.5 to add a reference
to section 632.7 as follows: “Nothing in Section 631,
632, 632.5, 632.6, or 632.7 prohibits one party to a
confidential communication ***754 from recording the
*195 communication for the purpose of obtaining evidence
reasonably believed to relate to the commission by another
party to the communication of” certain crimes. (Stats. 1992,

ch. 298, § 9, p. 1218, italics added.)6 The inclusion of this
reference to section 632.7 within section 633.5 suggests that
the legislators who enacted Assembly Bill 2465 believed

section 632.7 could apply to parties. 7

6 A similar reference to section 632.7 still appears
in section 633.5, notwithstanding subsequent
amendments to the latter section.

7

It is true that section 633.5 also references
sections 632.5 and 632.6, which are less obviously
applicable to parties. But even if the Legislature
may have been overcautious in adding these
references to section 633.5, that does not mean
that the later Legislature that enacted Assembly
Bill 2465 should be understood as having added
surplusage to the statute.

Meanwhile, nothing within this scheme provides concrete
evidence of a contrary intention. As previously mentioned,
the Court of Appeal regarded its interpretation as harmonizing
section 632.7’s provisions with those of sections 632.5
and 632.6, which apply when a person “maliciously and

without the consent of all parties to the communication,
intercepts, receives, or assists in intercepting or receiving a
communication” involving a cellular or cordless telephone.

(§§ 632.5(a), 6326(8\).)8 The Court of Appeal reasoned
that **876 it was difficult to fathom how a party could
“maliciously” receive a communication. (Smith, supra, 43
Cal.App.5th at p. 852, 257 Cal.Rptr.3d 61.) And because
sections 632.5 and 632.6 do not appear to have parties
in mind, the Court of Appeal determined, section 632.7
should be construed as similarly limited to nonparties. (Smith,
at pp. 851-852, 257 Cal.Rptr.3d 61.) In a related vein,
LoanMe argues that the word “receives,” as used in sections
632.5(a) and 632.6(a), contemplates only persons who receive
communications without the parties’ consent, and that this
word should carry the same meaning as it appears in section
632.7(a).

Section 632.6(a), but not section 632.5(a), includes
language addressing a situation in which a
conversation is conducted between a cellular phone
and a cordless phone.

These arguments overlook important differences between
the language within sections 632.5(a) and 632.6(a) on the
one hand, and section 632.7(a) on the other. It is one thing
to describe a person as someone who “maliciously and
without the consent of all parties to the communication ...
intercepts ... [or] receives ... a communication” (§ 632.5(a),
italics added; see also § 632.6(a) [same]), and another to
address a person who “without the consent of all parties to
a communication ... intercepts or receives and intentionally
records ... a communication” (§ 632.7(a), italics added).
The additional language regarding recordation within section
632.7(a), and section 632.7(a)’s lack of a malice requirement,
function to describe a class of potential perpetrators that
includes parties, even if sections 632.5(a) and 632.6(a) do not.
Although it may be challenging to envision how a party could
maliciously receive a covered communication, it is not so hard
to grasp how a party could just receive such a communication,
without malice. That, *196 or interception, is all that section
632.7(a) requires when accompanied by intentional recording
without the necessary consent.

Thus, if we had to decide upon an interpretation of section
632.7(a) based solely on the statutory language, we would
conclude that this provision's prohibition of intentional
recording without the consent of all parties should be
construed as applicable to parties as well as nonparties. But
***755 even though we regard this as the most sensible
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reading of section 632.7(a), we cannot say that the statutory
language is so clear as to be unambiguous. Therefore, we
also review the pertinent legislative history, which confirms
our interpretation by shedding light on what the Legislature
sought to accomplish by adding section 632.7 to the Penal
Code. (See Scher v. Burke (2017) 3 Cal.5th 136, 148-150,218
Cal.Rptr.3d 643, 395 P.3d 680.)

D. The Legislative History and Background of Section
632.7 Are Consistent with Its Application to Parties
[7]1 The legislative history of Assembly Bill 2465 comports
with our reading of section 632.7 as announcing a general
prohibition against the intentional recording of a covered
communication without the consent of all parties, regardless
of whether the recording is performed by a party to the
communication or by someone else.

Committee analyses of Assembly Bill 2465, as well as other
materials within the legislative record, establish that section
632.7 responded to concerns that existing law did not prohibit
the recordation of communications involving a cellular or
cordless telephone. One committee analysis of the measure
explained, “Under current law, it is only illegal to intercept a
conversation transmitted between the [sic] cellular or cordless
telephones. There is no prohibition against recording a
conversation transmitted between cellular or cordless phones.
By comparison, it is currently illegal to intercept or record a
conversation between traditional telephones. There appears to
be no sound policy reason behind this discrepancy.” (Assem.
Com. on Public Safety, Analysis of Assem. Bill No. 2465
(1991-1992 Reg. Sess.) as amended Mar. 9, 1992, p. 1,
underscoring omitted; see also Sen. Rules Com., Off. of Sen.
Floor Analyses, Analysis of Assem. Bill No. 2465 (1991—
1992 Reg. Sess.) as amended June 1, 1992, p. 1; Sen. Com.
on Judiciary, Analysis of Assem. Bill No. 2465 (1991-1992
Reg. Sess.) as amended June 1, 1992, pp. 2, 3.) These
concerns apparently owed to a sense that communications
involving cellular or cordless telephones might represent
“radio” communications that section 632 expressly excludes
from its purview, or that these communications could not be
regarded as “confidential” under section 632 because they
could be **877 overheard by eavesdroppers using a radio
scanner. *197 (Sen. Com. on Judiciary, Analysis of Assem.
Bill No. 2465, at p. 3; Ops. Cal. Legis. Counsel, No. 27958

(Dec. 17, 1991) Invasion of Privacy, pp. 2, 5-6.) o

Whether a court should arrive at the same
interpretation of section 632 as the one apparently

accepted by the Legislature that passed Assembly
Bill 2465 is an issue we need not address here. We
note without further comment, though, that some
federal case law regards section 632 as applicable
to communications involving a cellular phone.
(E.g., Brinkley v. Monterey Financial Services,
LLC, supra, 340 F.Supp.3d at p. 1042.)

Providing additional context, another committee analysis
of Assembly Bill 2465 described the rationale behind
section 632.7 as follows: “According to the author, [q]
[t]he primary intent of this measure is to provide a greater
degree of privacy and security to persons who use cellular
or cordless telephones. Specifically, AB 2465 prohibits
persons from recording conversations transmitted between
cellular or cordless telephones. []] Under current law, it
is only illegal to ‘maliciously’ intercept a conversation
transmitted between the above-identified telephones. There is
no prohibition against recording a conversation transmitted
between cellular or cordless telephones. [] By comparison,
it is currently illegal to ‘intentionally’ intercept or record
a conversation transmitted between ***756 landline, or
traditional, telephones. [] AB 2465 recognizes the distinction
between traditional, landline telephones and inherently,
less secure (or more public) non-traditional cellular and
cordless telephones. Most simply, landline telephones employ
‘closed’ wire-to-wire systems, whereas cellular and cordless
telephones employ radio waves. Generally, there is a
greater expectation of privacy with regard to the former
technology than the latter technology. [{] However, this
does not mean that persons who use cellular or cordless
telephones may reasonably anticipate that their conversations
will be both intercepted and recorded. While there may
be utility in retaining relatively unimpeded access to the
public ‘air waves,” there is no value in permitting private
telephone conversations that employ the ‘air waves’ to
be indiscriminately record[ed]. []] AB 2465 strikes the
appropriate balance. The innocent, merely curious, or non-
malicious interception of cellular or cordless telephone
conversation will remain legal. However, it will be illegal
to record the same conversations. Henceforth, persons using
cellular or cordless telephones may do so knowing that
their conversations are not being recorded.” (Sen. Com.
on Judiciary, Analysis of Assem. Bill No. 2465, supra, as
amended June 1, 1992, pp. 3—4, underscoring omitted; see
also Assem. Conc. Sen. Amends. to Assem. Bill No. 2465
(1991-1992 Reg. Sess.) as amended June 1, 1992, p. 1 [also
quoting the author's statement that the bill “prohibits persons
from recording conversations transmitted between cellular or
cordless phones”]; Assem. Com. on Public Safety, Analysis
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of Assem. Bill No. 2465, supra, as amended Mar. 9, 1992, p.
1 [similarly quoting the author's statement of intent].)

These descriptions of existing law, and of what Assembly
Bill 2465 would accomplish, fairly convey that the
*198 as
plugging a perceived hole in the statutory scheme that left

enacting Legislature viewed section 632.7

communications involving cordless and cellular telephones
unprotected from recording. The apparent intent was
not limited to protecting covered communications from
interlopers acting without malice (the malicious interception
or receipt of a communication already being covered by
§§ 632.5 and 632.6). The Legislature's aim was instead to
more generally protect communications involving a cordless
or cellular phone from intentional recordation without the
parties’ consent — and by doing so, better align the array
of protections accorded to calls involving cellular or cordless
phones with the safeguards applicable to calls involving only
landlines.

This intent would not be vindicated by an interpretation of
section 632.7 as applicable only to recording by nonparties.
Were the section so construed, parties to a communication
transmitted between a cellular or cordless phone and another
device could covertly record the communication, leaving
intact a substantial component of the “discrepancy” in
protections that the Legislature detected and sought to
address. (Assem. Com. on Public Safety, Analysis of Assem.
Bill No. 2465, supra, as amended Mar. 9, 1992, p. 1.)
On this point, by the time **878 Assembly Bill 2465
came before the Legislature it had long been established
that section 632 prohibits parties as well as nonparties
from recording a “confidential communication” within its
parameters. (Warden v. Kahn (1979) 99 Cal.App.3d 805, 812,
160 Cal.Rptr. 471; Forest E. Olson, Inc. v. Superior Court
(1976) 63 Cal.App.3d 188, 191-192, 133 Cal.Rptr. 573.)
Were we to regard section 632.7 as inapplicable to the parties
to a communication, we would have to conclude that the
Legislature that enacted Assembly Bill 2465 was content
with retaining a substantial gap between the protections
attached to landline communications and those afforded to
calls involving a cellular or cordless telephone. Such a
*%%757 view of legislative intent — which would be in some
tension with our previous assessment of the statutory scheme
in Flanagan, supra, 27 Cal.4th at page 776, 117 Cal.Rptr.2d
574, 41 P.3d 575 — would be difficult to square with the
historical record.

It is true that one might infer from some committee analyses
of Assembly Bill 2465 that the prospect of invasions of
privacy by third parties was front and center in legislators’
minds as they considered the bill. (See Smith, supra, 43
Cal.App.5th at p. 857, 257 Cal.Rptr.3d 61.) But unlike the
Court of Appeal, we do not regard recording by nonparties as
the Legislature's sole focus or concern. Even if such scenarios
loomed large as Assembly Bill 2465 proceeded through the
Legislature, it is also apparent from the legislative history that
the Legislature saw this measure as protecting the privacy
interests that can be implicated whenever a communication
is recorded without consent, regardless of whether it is a
party or an outsider performing the recording. (See People
v. Wade (2016) 63 Cal.4th 137, 143, 201 Cal.Rptr.3d 876,
369 P.3d 546; Grupe Development Co. v. Superior Court
(1993) 4 Cal.4th 911, 921, 16 Cal.Rptr.2d 226, 844 P.2d 545;
accord, Oncale v. Sundowner Offshore Services, Inc. (1998)
523 U.S. 75,79, 118 S.Ct. 998, 140 L.Ed.2d 201 [noting that
*199 statutory prohibitions “often go beyond the principal
evil to cover reasonably comparable evils, and it is ultimately
the provisions of our laws rather than the principal concerns
of our legislators by which we are governed”].) And as
explained ante, the language of section 632.7(a) is best read as
addressing this more far-reaching concern by encompassing
recordation by parties and nonparties alike. In short, even if
certain scenarios involving third-party recordation of phone
conversations may have been particularly salient when the
Legislature passed Assembly Bill 2465, that does not mean
section 632.7 applies only in those circumstances.

E. Interpreting Section 632.7 as Applicable

to Recording by Parties Better Promotes the

Statutory Scheme's Goal of Protecting Privacy in

Communications
Policy considerations enshrined in the statutory scheme also
point toward an interpretation of section 632.7 as applicable
to recording by parties as well as nonparties. Such an
interpretation is in synch with expressions of intent, findings,
and declarations within the Invasion of Privacy Act, and with
what we have understood to be the Legislature's rationales for
shielding certain kinds of communications from recording.

“In enacting [the Invasion of Privacy Act], the Legislature
declared in broad terms its intent ‘to protect the right of
privacy of the people of this state’ from what it perceived
as ‘a serious threat to the free exercise of personal liberties
[that] cannot be tolerated in a free and civilized society.” (Pen.
Code, § 630.) This philosophy appears to lie at the heart of
virtually all the decisions construing the [Invasion of [Privacy


https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000217&cite=CAPES632.7&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000217&cite=CAPES632.5&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000217&cite=CAPES632.6&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000217&cite=CAPES632.7&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000217&cite=CAPES632&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1979111973&pubNum=0000226&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=RP&fi=co_pp_sp_226_812&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_226_812 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1979111973&pubNum=0000226&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=RP&fi=co_pp_sp_226_812&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_226_812 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1976123270&pubNum=0000226&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=RP&fi=co_pp_sp_226_191&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_226_191 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1976123270&pubNum=0000226&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=RP&fi=co_pp_sp_226_191&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_226_191 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000217&cite=CAPES632.7&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2002179160&pubNum=0004040&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=RP&fi=co_pp_sp_4040_776&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_4040_776 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2002179160&pubNum=0004040&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=RP&fi=co_pp_sp_4040_776&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_4040_776 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2049885640&pubNum=0007053&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=RP&fi=co_pp_sp_7053_857&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_7053_857 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2049885640&pubNum=0007053&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=RP&fi=co_pp_sp_7053_857&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_7053_857 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2038818235&pubNum=0004040&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=RP&fi=co_pp_sp_4040_143&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_4040_143 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2038818235&pubNum=0004040&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=RP&fi=co_pp_sp_4040_143&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_4040_143 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2038818235&pubNum=0004040&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=RP&fi=co_pp_sp_4040_143&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_4040_143 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1993047002&pubNum=0004040&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=RP&fi=co_pp_sp_4040_921&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_4040_921 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1993047002&pubNum=0004040&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=RP&fi=co_pp_sp_4040_921&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_4040_921 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1998062031&pubNum=0000780&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=RP&fi=co_pp_sp_780_79&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_780_79 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1998062031&pubNum=0000780&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=RP&fi=co_pp_sp_780_79&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_780_79 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000217&cite=CAPES632.7&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_8b3b0000958a4 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000217&cite=CAPES632.7&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000217&cite=CAPES632.7&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000217&cite=CAPES632.7&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000217&cite=CAPES630&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000217&cite=CAPES630&originatingDoc=Iac123e60932211ebb814920ee3be9aa4&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 

Smith v. LoanMe, Inc., 11 Cal.5th 183 (2021)

483 P.3d 869, 276 Cal.Rptr.3d 746, 2021 Daily Journal D.A.R. 3029

Act.” (Ribasv. Clark (1985) 38 Cal.3d 355, 359, 212 Cal.Rptr.
143, 696 P.2d 637 (Ribas).) As we observed in Flanagan,
supra, 27 Cal.4th 766, 117 Cal.Rptr.2d 574, 41 P.3d 575, in
subsequently enacting the Cellular Radio Telephone Privacy
Act of 1985, the Legislature found and declared,  ‘the advent
of widespread use of cellular radio telephone technology
means that persons will be conversing over a network which
cannot guarantee privacy in the same way that it is guaranteed
over landline systems.” ” (Flanagan, at pp. 775-776, 117
Cal.Rptr.2d 574, 41 P.3d 575, quoting Stats. 1985, ch. 909,
§ 2, p. 2900.) But significantly, the Legislature also declared
*%*%758 in the 1985 law that “parties to a cellular radio
telephone communication have a right of privacy in that
**879 (Stats. 1985, ch. 909, § 2, p.
2900.) The Legislature made similar findings and declarations

communication.”

when, five years later, it retitled the 1985 law the Cordless
and Cellular Radio Telephone Privacy Act and protected
communications involving cordless phones from malicious
interception and receipt. (Stats. 1990, ch. 696, §§ 1, 2, pp.
3267, 3268.)

The interpretation of section 632.7 we adopt is better
aligned with these aims and declarations than a narrower
interpretation would be. Recording a communication without
the speaker's consent can implicate significant *200 privacy
concerns, regardless of whether a party or someone else is
performing the recording. As we explained in Ribas, supra,
38 Cal.3d at pages 360361, 212 Cal.Rptr. 143, 696 P.2d 637,
“While one who imparts private information risks the betrayal
of his confidence by the other party, a substantial distinction
has been recognized between the secondhand repetition of the
contents of a conversation and its simultaneous dissemination
to an unannounced second auditor, whether that auditor be
a person or mechanical device.” (See also Flanagan, supra,
27 Cal.4th at p. 775, 117 Cal.Rptr.2d 574, 41 P.3d 575;
Sanders v. American Broadcasting Companies (1999) 20
Cal.4th 907, 915, 85 Cal.Rptr.2d 909, 978 P.2d 67.) The
distinction stressed in Ribas owes to the fact that “secret
monitoring denies the speaker an important aspect of privacy
of communication — the right to control the nature and extent
of the firsthand dissemination of his statements.” (Ribas,
at p. 361, 212 Cal.Rptr. 143, 696 P.2d 637; see United
States v. White (1971) 401 U.S. 745, 787788, 91 S.Ct.
1122, 28 L.Ed.2d 453 (dis. opn. of Harlan, J.) [“[m]uch
off-hand exchange is easily forgotten and one may count
on the obscurity of his remarks, protected by the very fact
of a limited audience, and the likelihood that the listener
will either overlook or forget what is said, as well as
the listener's inability to reformulate a conversation”]; Van

Boven, Electronic Surveillance in California: A Study in State
Legislative Control (1969) 57 Cal. L.Rev. 1182, 1231-1232.)
To ensure that these concerns are addressed, the state has
a “strong and continuing interest in the full and vigorous
application” of laws that vindicate the privacy rights that can
be compromised when a communication is recorded without
consent. (Kearney, supra, 39 Cal.4th atp. 125, 45 Cal.Rptr.3d
730, 137 P.3d 914 [discussing § 632].)

LoanMe asserts that these privacy interests would not
be significantly affected if this court were to adopt the
Court of Appeal's construction of section 632.7 because
section 632 would remain as a backstop, protecting
confidential communications conducted over a cellular
or cordless telephone from being electronically recorded
without all parties’ consent. The fundamental problem with
this argument is not necessarily that it is incorrect — the
question of section 632’s precise scope not being squarely
before us — but that it does not align with the Legislature's
intent when it enacted section 632.7. Correctly or not, the
Legislature that passed Assembly Bill 2465 and added section
632.7 to the Penal Code read section 632 differently and saw
a gap in the statutory scheme that left cellular and cordless
communications unprotected. This perceived hole would
be adequately filled only if section 632.7 is construed as
prohibiting the intentional recording of these communications
absent the consent of all parties, without regard to whether the
recording is performed by a party or by someone other than

a party.

F. LoanMe's Absurdity Argument Fails

Echoing the Court of Appeal below, LoanMe also argues
that section 632.7 ***759 should not be interpreted as
imposing liability on parties “on the basis of pure *201
happenstance.” (Smith, supra, 43 Cal.App.5th at p. 853, 257
Cal.Rptr.3d 61.) As LoanMe puts it, “[h]ad Smith answered
on a landline phone, section 632.7 could not apply under any
interpretation had LoanMe been using a landline too. But
because of the happenstance that Smith allegedly answered
LoanMe's call on a cordless phone, section 632.7 subjects
LoanMe to criminal and civil liability.” As had the Court of
Appeal (see Smith, at p. 853, 257 Cal.Rptr.3d 61), LoanMe
characterizes this result as “absurd.”

section 632.7’s
complementary role in a larger statutory **880 scheme.

This argument gives short shrift to

It is true that section 632.7 does not apply when all
parties to a communication use landline phones. But
section 632, which prohibits the use of an electronic
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device to intentionally record without proper consent
“confidential communications” transmitted between such
phones, frequently will apply to such a conversation. As
construed in Flanagan, supra, 27 Cal.4th at page 768, 117
Cal.Rptr.2d 574,41 P.3d 575, section 632°s protections adhere
to communications in which a party has “an objectively
reasonable expectation that the conversation is not being
overheard or recorded.” When one juxtaposes section 632’s
coverage, so defined, against that of section 632.7, it becomes
apparent that as a practical matter the kind of phone used
to receive a call will commonly make no difference in
determining whether a caller is liable under some portion of
the statutory scheme for recording a call without the consent
of all parties.

Concededly, a discrepancy may exist between section 632’s
coverage and that of section 632.7 in situations where
a communication is not confidential. Yet this difference,
whatever it may be in practical terms today in light of current
privacy expectations (see Flanagan, supra, 27 Cal.4th at
p. 768, 117 Cal.Rptr.2d 574, 41 P.3d 575), owes to the
Legislature's apparent sense, decades ago, that cellular and
cordless communications were incapable of being cast as
confidential. Moreover, any perceived harshness in applying
section 632.7 to a party's recordation of a nonconfidential
communication is lessened by the fact that a party can avoid
liability under the statute by taking reasonable precautions,
such as obtaining the consent to record the statute requires.
In this respect, LoanMe's absurdity argument resembles a
position we rejected in Kearney, supra, 39 Cal.4th 95, 45
Cal.Rptr.3d 730, 137 P.3d 914, in which we determined that
section 632 applied prospectively to phone calls between the
Georgia branch of a national brokerage firm and the firm's
California clients. (Kearney, at pp. 100—101, 45 Cal.Rptr.3d
730, 137 P3d 914.) In Kearney, we responded to the
defendant's concern that someone who received a call in
Georgia would not necessarily know whether a caller was in
California, and hence whether California law applied to the
call. (/d., at p. 127, 45 Cal.Rptr.3d 730, 137 P.3d 914.) We
observed that “there would appear to be no reason why an
[employee of the defendant], when answering a call, could not
simply inquire where the client is calling *202 from.” (/bid.)
Similarly here, a party who wants to record a call that may fall

within the strictures of section 632.7 is hardly in an impossible

situation. '*

10 Anmici curiae Project Veritas and the Project Veritas

Action Fund (the Veritas amici curiae) assert that
constitutional considerations militate in favor of a

construction of section 632.7 as concerned only
with recording by nonparties. We do not believe
any such considerations carry sufficient force here
as to compel this interpretation. We observe,
however, that especially insofar as the Veritas
amici curiae's concerns involve section 632.7’s
application to emerging uses of smartphones and
similar devices, the Legislature has in the past
amended the Invasion of Privacy Act to better
address the use and misuse of new technologies.
Our sister branch may well take another look at
the statutory scheme, should legislators believe that
further updating is warranted.

**%*760 G. The Rule of Lenity Does Not Apply Here
LoanMe also argues that the rule of lenity applies here
and supports an interpretation of section 632.7 as concerned
only with recording by nonparties to a communication. We
conclude that the circumstances before us do not justify the
invocation of this principle.

[8] [9] The rule of lenity “ ‘generally requires that
“ambiguity in a criminal statute should be resolved in
favor of lenity, giving the defendant the benefit of every
reasonable doubt on questions of interpretation.” > ”” (People
v. Nuckles (2013) 56 Cal.4th 601, 611, 155 Cal.Rptr.3d 374,
298 P.3d 867.) But “[tlhe rule of lenity does not apply
every time there are two or more reasonable interpretations
of a penal statute.” (People v. Manzo (2012) 53 Cal.4th
880, 889, 138 Cal.Rptr.3d 16, 270 P.3d 711 (Manzo).) On
the contrary, this principle applies only “ ‘when “ ‘two
reasonable interpretations of the same provision stand in
relative equipoise ....” ”’ ” (Ibid.)

As in Manzo, supra, 53 Cal.4th at page 889, 138 Cal.Rptr.3d
16, 270 P.3d 711, “We **881 do not face that degree of
uncertainty in this case” — or, frankly, any great uncertainty
at all regarding legislative intent. Here, as there, “[t]he
legislative history, the purpose of the statute, general public
policy concerns, and logic all favor” the interpretation
we adopt. (/bid.) Of even more significance, so too does
the statutory language. Accordingly, we decline LoanMe's

invitation to apply the rule of lenity. 1

1 Smith argues that the rule of lenity has no

application where, as here, a law with potential
civil and criminal consequences is being invoked
only by a civil plaintiff. (But see Leocal v. Ashcroft
(2004) 543 U.S. 1, 11-12, fn. 8, 125 S.Ct. 377, 160
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L.Ed.2d 271.) Our analysis makes it unnecessary to
address this argument.

I11. DISPOSITION

We conclude that section 632.7 prohibits parties as well
as nonparties from intentionally recording a communication
transmitted between a *203 cellular or cordless phone
and another device without the consent of all parties to
the communication. The Court of Appeal did not address
LoanMe's additional contentions that its activation of a beep
tone gave Smith notice that their conversation was being
recorded, and that by remaining on the call, Smith consented

to having the call recorded. We reverse the judgment of
the Court of Appeal and remand the cause to that court for
further proceedings consistent with our opinion, including
consideration of these arguments as may be appropriate.

Corrigan, J., Liu, J., Cuéllar, J., Kruger, J., Groban, J., and
Jenkins, J., concurred.

All Citations

11 Cal.5th 183, 483 P.3d 869, 276 Cal.Rptr.3d 746, 2021
Daily Journal D.A.R. 3029
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IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF NEW YORK

JOSEPH LAMB, individually and on

behalf of all others similarly situated, Case No.
Plaintiff, CLASS ACTION COMPLAINT
V. JURY TRIAL DEMANDED

FORBES MEDIA LLC,

Defendant.

Plaintiff Lamb (“Plaintiff”), individually and on behalf of all other persons similarly
situated, by and through his attorneys, makes the following allegations pursuant to the
investigation of his counsel and based upon information and belief, except as to allegations
specifically pertaining to himself and his counsel, which are based on personal knowledge.

NATURE OF THE ACTION

1. This is a class action suit brought on behalf of all persons with Facebook accounts
who subscribe to Forbes and view videos on forbes.com.

2. Forbes Media LLC (“Defendant” or “Forbes’’) develops, owns, and operates
forbes.com, which is a “global media, branding and technology company, with a focus on news
and information about business, investing, technology, entrepreneurship, leadership and affluent
lifestyles.”?

3. Plaintiff brings this action in response to Defendant’s practice of knowingly
disclosing its subscribers’ personally identifiable information—including a record of every video

clip they view—to Facebook without consent.

'FORBES, LINKEDIN, https://www.linkedin.com/company/forbes-magazine/.



Case 1:22-cv-06319 Document 1 Filed 07/25/22 Page 2 of 23

4. The United States Congress passed the Video Privacy Protection Act (“VPPA”) in
1988, seeking to confer onto consumers the power to “maintain control over personal
information divulged and generated in exchange for receiving services from video tape service
providers.” S. Rep. No. 100-599, at 8. “The Act reflects the central principle of the Privacy Act
of 1974: that information collected for one purpose may not be used for a different purpose
without the individual’s consent.” Id.

5. Defendant violated the VPPA by knowingly transmitting Plaintiff’s and the
putative class’s personally identifiable information to unrelated third parties.

FACTUAL BACKGROUND

I The VPPA

6. The origins of the VPPA begin with President Ronald Reagan’s nomination of
Judge Robert Bork to the United States Supreme Court. During the confirmation process, a
movie rental store disclosed the nominee’s rental history to the Washington City Paper which
then published that history. With an eye toward the digital future, Congress responded by
passing the VPPA. As Senator Patrick Leahy, who introduced the Act, explained:

It is nobody’s business what Oliver North or Robert Bork or Griffin Bell or Pat

Leahy watch on television or read or think about when they are home. In an area

of interactive television cables, the growth of computer checking and check-out

counters, of security systems and telephones, all lodged together in computers, it

would be relatively easy at some point to give a profile of a person and tell what

they buy in a store, what kind of food they like, what sort of television programs

they watch, who are some of the people they telephone. I think that is wrong.
S. Rep. 100-599, at 5-6 (internal ellipses and brackets omitted).

7. The VPPA prohibits “[a] video tape service provider who knowingly discloses, to

any person, personally identifiable information concerning any consumer of such provider.” 18

U.S.C. 8 2710(b)(1). The VPPA defines personally identifiable information as “information
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which identifies a person as having requested or obtained specific video materials or services
from a video service provider.” 18 U.S.C. § 2710(a)(3). A video tape service provider is “any
person, engaged in the business, in or affecting interstate or foreign commerce, of rental, sale, or
delivery of prerecorded video cassette tapes or similar audio visual materials.” 18 U.S.C. §
2710(a)(4).
1. The Facebook Tracking Pixel

8. Facebook is the largest social networking site on the planet, touting 2.9 billion
monthly active users.? Facebook describes itself as a “real identity platform,”3 meaning users are
allowed only one account and must share “the name they go by in everyday life.”* To that end,
when creating an account, users must provide their first and last name, along with their birthday
and gender.®

9. Facebook generates revenue by selling advertising space on its website.®

10. Facebook sells advertising space by highlighting its ability to target users.’

Facebook can target users so effectively because it surveils user activity both on and off its site.®

2 Sean Burch, Facebook Climbs to 2.9 Billion Users, Report 29.1 Billion in Q2 Sales, YAHOO
(July 28, 2021), https://www.yahoo.com/now/facebook-climbs-2-9-billion-202044267.html

3 Sam Schechner and Jeff Horwitz, How Many Users Does Facebook Have? The Company
Struggles to Figure It Out, WALL. ST. J. (Oct. 21, 2021).

4 FACEBOOK, COMMUNITY STANDARDS, PART IV INTEGRITY AND AUTHENTICITY,
https://www.facebook.com/communitystandards/integrity authenticity.

> FACEBOOK, SIGN UP, https://www.facebook.com/

® Mike Isaac, Facebook’s profit surges 101 percent on strong ad sales., N.Y. TIMES (July 28,
2021), https://www.nytimes.com/2021/07/28/business/facebook-g2-earnings.html.

" FACEBOOK, WHY ADVERTISE ON FACEBOOK,
https://www.facebook.com/business/help/205029060038706.

8 FACEBOOK, ABOUT FACEBOOK PIXEL,
https://www.facebook.com/business/help/742478679120153?id=1205376682832142.


https://www.nytimes.com/2021/07/28/business/facebook-q2-earnings.html
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This allows Facebook to make inferences about users beyond what they explicitly disclose, like
their “interests,” “behavior,” and “connections.” Facebook compiles this information into a
generalized dataset called “Core Audiences,” which advertisers use to apply highly specific
filters and parameters for their targeted advertisements.*°

11.  Advertisers can also build “Custom Audiences.”*' Custom Audiences enable
advertisers to reach “people who have already shown interest in [their] business, whether they’re
loyal customers or people who have used [their] app or visited [their] website.”? Advertisers can
use a Custom Audience to target existing customers directly, or they can use it to build a
“Lookalike Audiences,” which “leverages information such as demographics, interests, and
behavior from your source audience to find new people who share similar qualities.”*® Unlike
Core Audiences, Custom Audiences require an advertiser to supply the underlying data to
Facebook. They can do so through two mechanisms: by manually uploading contact information
for customers, or by utilizing Facebook’s “Business Tools,” which collect and transmit the data

automatically.'* One such Business Tool is the Facebook Tracking Pixel.

9 FACEBOOK, AD TARGETING: HELP YOUR ADS FIND THE PEOPLE WHO WILL LOVE YOUR BUSINESS,
https://www.facebook.com/business/ads/ad-targeting.

10 FACEBOOK, EASIER, MORE EFFECTIVE WAYS TO REACH THE RIGHT PEOPLE ON FACEBOOK,
https://www.facebook.com/business/news/Core-Audiences.

11 FACEBOOK, ABOUT CUSTOM AUDIENCES,
https://www.facebook.com/business/help/744354708981227?1d=2469097953376494.

12 FACEBOOK, ABOUT EVENTS CUSTOM AUDIENCE,
https://www.facebook.com/business/help/366151833804507?id=300360584271273.

13 FACEBOOK, ABOUT LOOKALIKE AUDIENCES,
https://www.facebook.com/business/help/164749007013531?id=401668390442328.

14 FACEBOOK, CREATE A CUSTOMER LIST CUSTOM AUDIENCE,
https://www.facebook.com/business/help/170456843145568?1d=2469097953376494;
FAceBOOK, CREATE A WEBSITE CUSTOM AUDIENCE,
https://www.facebook.com/business/help/1474662202748341?id=2469097953376494.



https://www.facebook.com/business/help/170456843145568?id=2469097953376494
https://www.facebook.com/business/help/1474662202748341?id=2469097953376494
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12.  The Facebook Tracking Pixel is a piece of code that advertisers, like Defendant,
can integrate into their website. Once activated, the Facebook Tracking Pixel “tracks the people
and type of actions they take.”*> When the Facebook Tracking Pixel captures an action, it sends
a record to Facebook. Once this record is received, Facebook processes it, analyzes it, and
assimilates it into datasets like the Core Audiences and Custom Audiences.

13. Advertisers control what actions—or, as Facebook calls it, “events”’—the
Facebook Tracking Pixel will collect, including the website’s metadata, along with what pages a
visitor views.® Advertisers can also configure the Facebook Tracking Pixel to track other
events. Facebook offers a menu of “standard events” from which advertisers can choose,
including what content a visitor views or purchases.!’ An advertiser can also create their own
tracking parameters by building a “custom event.”*8
14.  Advertisers control how the Facebook Tracking Pixel identifies visitors. The

Facebook Tracking Pixel is configured to automatically collect “HTTP Headers” and “Pixel-

specific Data.”*® HTTP Headers collect “IP addresses, information about the web browser, page

15 FACEBOOK, RETARGETING, https://www.facebook.com/business/goals/retargeting.

16 See FACEBOOK, FACEBOOK PIXEL, ACCURATE EVENT TRACKING, ADVANCED,
https://developers.facebook.com/docs/facebook-pixel/advanced/; see also FACEBOOK, BEST
PRACTICES FOR FACEBOOK PIXEL SETUP,
https://www.facebook.com/business/help/218844828315224?1d=1205376682832142.

17 EACEBOOK, SPECIFICATIONS FOR FACEBOOK PIXEL STANDARD EVENTS,
https://www.facebook.com/business/help/402791146561655?id=1205376682832142.

18 FACEBOOK, ABOUT STANDARD AND CUSTOM WEBSITE EVENTS,
https://www.facebook.com/business/help/964258670337005?id=1205376682832142.

19 FACEBOOK, FACEBOOK PIXEL, https://developers.facebook.com/docs/facebook-pixel/.
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location, document, referrer and persons using the website.”?° Pixel-specific Data includes “the
Pixel ID and cookie.”?
I11.  Forbes And The Facebook Pixel

15. Forbes hosts and delivers thousands of videos, featuring them as standalone
content and embedding them into articles.

16.  Forbes monetizes these videos through advertisements that begin playing prior to
delivering the content.

Figure 1

Facebook Made This 29-Year-0ld Rich; War Made
Him A Billionaire

L — ' & DATA & APPS & °
DATA & APPS & DATA & APPS & DASA & APPS

Apps & DA'rA

DATA &_APPS &-DATA & APPS & DATA & APPS
5 DATA & APPS & //

17. Forbes also monetizes videos by placing advertisements alongside the content.

20 1d.
2L d.
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Figure 2

Forbes

databricks

Your data warehouse wasn't

built for today’s world ’ databricks

Databricks.com/discoverlakehouse

DISCOVER LAKEHOUSE -

f;i‘c.ebook Made This 29-Year-0ld Rich; War Made
Him A Billionaire

18. Forbes hosts the Facebook Tracking Pixel and transmits four distinct events to

Facebook:%2

Figure 3
@ Facebook Pixel Troubleshoot Pixe
Pixel ID: 1494993704116832 clicktocopy ~ Set Up Events (G
b & PageView View Analytics

[ ViewContent
[ 3 Purchase

[ Lead

19.  PageView transmits the Uniform Resource Locator (“URL”) accessed, along with

whether that webpage features a video.

22 This data derives from a tool created and offered by Facebook.
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Figure 4

- & PageView View Analyiics

CUSTOM PARAMETERS SENT

sectionNames: none
categories: none
channelNames: nong

EVENT INFO

Setup Method: Manual
URL Called: Hide

https://www. facebook.com/tr/71d=143499 370411 £32&e v=F agaVi
ewhd] =https%IAZ2FEZ Feww. Forbes.com%2FvidecX2FE 30721161411
2%2Ffacebook-made-this-29yearold-rich-war-made-him-a-b1171
onalreX2FEIFsHE3DLI85T609c4bET&r 1=ht tps%3A%2 FX2Fwww. Torbes,
cont2Fvideod2FE3IFsh3D3e 75e811545e& f=Fal se&ts=165599444 B0
L 7&cdE5Echanne TN ame sE50=none & d%5E sectiom ame s¥50=rone&c di
LBcategorieskiD-norme&sw=19 20&sh=10804v=2.9 .6 2&r=stabledac=
Mio=29&4fbp=fb.1.165564 3839352, 2050904 7 7841 t=165599444 79704
coo=Fal se&rqm=GET&dt=1ss96rebjedadegsbre3%0ps117mholp

Load Time: 15.90 ms
Pixel Code: Hide

foq("track” ,"Pageview" ,{"channeNames":"nome" . toLowerCase
3

Pixel Location: Hide

https:/ /www.forbes.com/video /6307211614112 /Facebook-made-t
his-29yearold-rich-war-made-him-a-bi17l1enaire /7sh=1385F69¢
4hEg

20.  ViewContent likewise discloses the URL and whether the webpage features a
video.

Figure 5

v & ViewContent View Analytics

EVENT INFO

Setup Method: Manual
URL Called: Hide

https: /v, Facebook.com/tr/?1d=1434933704116 832&ev=\1ewlo
ntenté&d] =hittpsXIA%2FE2Fwww, Torbes . con¥2Fvideck2F6 307211614
112%2Ffacebook-made-this-2%yearald-rich-war-made-him-a-bil

Tienalre¥2F3FshE3D7395 3ccdbES&r 1=ht tps %3 A%2 Fi2 Fvaww . Torbe
s.comi2Fvi de o 2FEIFs 3077 83d3a4 5451 F=Ffal sedt==155599544
9438&sw=19208&sh=1080&v=2.9 .6 2&r=5tab ledec=14c=294&4Thp=tb.1.

1655995184565, 57171564341 t=165599 544901 S dcoo=Tal se&rqm=GET
&dt=kwht71 t7tybwrwBkol 71533 7tlqjcru

Load Time: 28.53 ms
Pixel Code: Hide

foq("track”,"ViewContent");
Pixel Location: Hide

https://www. forbes.com/video/E30721161411 2 Facebook-made-t
his-28vearold-rich-war-made-him-a-bil1lionaire /7sh=73353cc
4bes
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21.  The title for the video is contained in the URL, and any third-party can copy and
paste that locator into a web browser and determine the video that the subscriber watched.

22.  These two events, independently and jointly, permit an ordinary person to identify
a video’s content, title, and location.

23.  The title for the video is contained in the URL, and any third-party can copy and
paste that locator into a web browser and determine the video that the subscriber watched.

24.  When a visitor watches a video on Forbes’s website while logged into Facebook,
Defendant compels a visitor’s browser to transmit the ¢_user cookie to Facebook. The c_user
cookie contains that visitor’s unencrypted Facebook ID. When accessing the above video, for

example, Forbes compelled the browser to send eight cookies:

Figure 6

XS 21%3ANWor1gaet Q... | facebook.com
wid 1005:927 facebock.com
C_User 100035%60a074563 facebook.com
datr nhkEYglEsrPXFCfrig54... | facebook.com
sk WYy FD-DWIfFw3C... | facebook.com
presence C%7E22t33622%3A... | facebook.com
_fbp fb.1.1641423050382.6... | .forbes.com

25.  When a visitor’s browser has recently logged out of Facebook, Forbes will
compel the browser to send a smaller set of cookies:

Figure 7

locale en_UUS Jacebook.com

OpkilceWelaGmZ4Bn.... | .facebook.com

208827 facebook.com

nhkEYglEsrPXFCfTg54... | facebook.com
sk wCYtyFD-DWIjfFw3C... | facebook.com

_fbp fb.1.1641423050382.6... | .forbes.com
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26.  The fr cookie contains, at least, an encrypted Facebook ID and browser
identifier.?® The _fbp cookie contains, at least, an unencrypted value that uniquely identifies a
browser.?* The datr cookies also identifies a browser. 2> Facebook, at a minimum, uses the fr
and _fbp cookies to identify users.?

217. If a visitor has never created a Facebook account, three cookies are transmitted:

Figure 8

fr OocnoMN7k9QCNI... | facebook.c...
sl yalFYiVdz44zEb.., | facebook.c.

fb.1.16445203005...

28.  Without a corresponding Facebook ID, the fr cookie contains, at least, an
abbreviated and encrypted value that identifies the browser. The _fbp cookie contains, at least,
an unencrypted value that uniquely identifies a browser. Facebook uses both for targeted
advertising.

29.  The fr cookie will expire after 90 days unless the visitor’s browser logs back into

Facebook.?” If that happens, the time resets, and another 90 days begins to accrue.?

23 DATA PROTECTION COMMISSIONER, FACEBOOK IRELAND LTD, REPORT OF RE-AUDIT (Sept. 21,
2012), http://www.europe-v-facebook.org/ODPC_Review.pdf.

24 FACEBOOK, CONVERSION AP, https://developers.facebook.com/docs/marketing-
api/conversions-api/parameters/fbp-and-fbc/.

25 FACEBOOK, COOKIES & OTHER STORAGE TECHNOLOGIES,
https://www.facebook.com/policy/cookies/.

26 FACEBOOK, COOKIES & OTHER STORAGE TECHNOLOGIES,
https://www.facebook.com/policy/cookies/.

21 See FACEBOOK, COOKIES & OTHER STORAGE TECHNOLOGIES,
https://www.facebook.com/policy/cookies/.

28 Confirmable through developer tools.

10
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30.  The _fbp cookie will expire after 90 days unless the visitor’s browser accesses the
same website.?® If that happens, the time resets, and another 90 days begins to accrue.*°

31.  The Facebook Tracking Pixel uses both first- and third-party cookies. A first-
party cookie is “created by the website the user is visiting”—i.e., Forbes.3! A third-party cookie
is “created by a website with a domain name other than the one the user is currently visiting”—
i.e., Facebook.®? The _fbp cookie is always transmitted as a first-party cookie. A duplicate fbp
cookie is sometimes sent as a third-party cookie, depending on whether the browser has recently
logged into Facebook.

32. Facebook, at a minimum, uses the fr, _fbp, and c_user cookies to link to Facebook
IDs and corresponding Facebook profiles.

33. A Facebook ID is personally identifiable information. Any ordinary can identify
a Facebook profile—and all personal information publicly listed on that profile—by appending
the Facebook ID to the end of Facebook.com. Facebook admits as much on its website.

34. Through the Facebook Tracking Pixel’s code, these cookies combine the
identifiers with the event data, allowing Facebook to know, among other things, what Forbes

videos a user has watched.33

29 See FACEBOOK, COOKIES & OTHER STORAGE TECHNOLOGIES,
https://www.facebook.com/policy/cookies/.

30 Also confirmable through developer tools.

31 PC MAG, FIRST-PARTY COOKIES, https://www.pcmag.com/encyclopedia/term/first-party-
cookie. This is confirmable by using developer tools to inspect a website’s cookies and track
network activity.

32 PC MAG, THIRD-PARTY COOKIES, https://www.pcmag.com/encyclopedia/term/third-party-
cookie. This is also confirmable by tracking network activity.

33 FACEBOOK, GET STARTED, https://developers.facebook.com/docs/meta-pixel/get-started.

11
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35. Forbes also uses “Advanced Matching.” When activated, the Facebook Tracking
Pixel will “look for recognizable form field and other sources on your website that contain
information such as first name, last name and email.” ** The Facebook Tracking Pixel’s code
will collect that information, “along with the event, or action, that took place.”3® This
information is “hashed,”*® meaning it is “[a] computed summary of digital data that is a one-way
process.”®” In other words, it “cannot be reversed back into the original data.”3®

36.  Forbes discloses this information so it can better match visitors to their Facebook
profiles, which thereby allows Forbes to better track analytics and target its advertisements.

Figure 9

You can use Advanced Matching to help:

+ Increase the number of attributed conversions. We can match more of the conversions
that happen on your website to people on Meta. This helps you understand the impact of
your ads on website conversions.

* |ncrease your Custom Audience size. We're able to better match your website visitors to
people on Meta and increase the size of your Custom Audience.

» Decrease the cost per conversion. Conversion-optimized campaigns become more
efficient because we can better identify and deliver ads to the types of people likely ta
take the actions you care about.

34 https://lwww.facebook.com/business/help/611774685654668?id=1205376682832142

35 FACEBOOK, ABOUT ADVANCED MATCHING FOR WEB,
https://www.facebook.com/business/help/611774685654668?id=1205376682832142.

36 DEFINITION OF HASH, https://www.pcmag.com/encyclopedia/term/hash
37 1d.
38 d.
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37.  Forbes’s Facebook Tracking Pixel is configured to scan form fields containing a
user’s email, first name, and last name:3°

Figure 10

foq.registerPlugin("1494903724116832", {_ fbEventsPlugin: 1, plugin: function(fbq, instance, config) { config.set("14094993794116832", "inferredEvents”,
foq.loadPlugin{"inferre ntz"};

foq.loadPlugin”
inztance.optIn(”
fbg. loadPluging®
inztance.optIn(” 841163832", "Microdatalsonld”, true);

config.set("1494993704116832", "automaticMatching", {"selectedMatchKeys":["em","fn","1ln","ph","ge", " zp", "ct","st", "country™, "db", "external_id"1});
foq.loadPlugin("inferred ntz"};

Fbg. loadPlugl
instance.opt
Fbg. loadPlugl
instance.optl
Fbg. loadPlugi

Fhg.set(
Fbg.loadPlugind
instance.optIn{"
fbq.loadPlugin{”

fbq.loadPlugin{”
instance.optIn{” 32", "AutomaticSetup™, true);

foq.loadPlugin” ngforpartnerintegrations"};

instance tIn(" S 32", "Automat tchingForPartnerIntegrations™, true);
config 1581, "maxBatchsize” 119} );
config.set(null, "microdata", {"waitTimeMs":38@});

38.  Before subscribing, a user must create an account. Forbes’s account webpage

contains form fields for first name, last name, email address, job level and job function:

39 Facebook provides a corresponding look-up table: FACEBOOK, ADVANCED MATCHING,
https://developers.facebook.com/docs/meta-pixel/advanced/advanced-matching.

13



Case 1:22-cv-06319 Document 1 Filed 07/25/22 Page 14 of 23

Figure 11

Create an account

in Linkedin & Google Kl Facebook

FIRST NAME * LAST NAME *

First name ast name

JOB LEVEL

JOB FUNCTION

EMAIL ADDRESS *

Enter your e-mail address

PASSWORD *

Password SHOW

Keep me logged in
Sign me up to receive personalized content suggestions and

other updates about Forbes products and services. You may
opt out at any time.

Create an account

39. Every subsequent log-in attempt requires subscribers to input their email:

Figure 12

Sign in to your account

OR SIGN IN WITH

EMAIL ADDRESS *

Enter your e-mail address

PASSWORD *

Password SHOW

forgot my password

Keep me logged in

Don't have an account? Create an account.
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40.  Forbes discloses a subscriber’s email address, first name and last name when
inputted into any of the above form fields, enabling Facebook to then match those identifiers
with that subscriber’s subsequent activity on the site.

41. Forbes knows that Facebook will match the Advanced Matching parameters with
a subscriber’s subsequent activity, thereby helping Forbes “[i]ncrease the number of attributed

99 ¢¢

conversions,” “[i|ncrease [its] Custom Audience size,” and “[d]ecrease the cost per
conversion.”*

42. By compelling a visitor’s browser to disclose the Advanced Matching parameters
alongside event data for videos, Forbes knowingly discloses information sufficiently permitting
an ordinary person to identify a specific individual’s video viewing behavior.

43. By compelling a visitor’s browser to disclose the c_user cookie alongside event
data for videos, Forbes knowingly discloses information sufficiently permitting an ordinary
person to identify a specific individual’s video viewing behavior.

44, By compelling a visitor’s browser to disclose the fr and _fbp cookies alongside
event data for videos, Forbes discloses information sufficiently permitting an ordinary person to
identify a specific individual’s video viewing behavior.

45, By compelling a visitor’s browser to disclose the fr cookie and other browser

identifiers alongside event data for videos, Forbes discloses information sufficiently permitting

an ordinary person to identify a specific individual’s video viewing behavior.

40 FACEBOOK, ABOUT ADVANCED MATCHING FOR WEB,
https://www.facebook.com/business/help/611774685654668?id=1205376682832142.

15



Case 1:22-cv-06319 Document 1 Filed 07/25/22 Page 16 of 23

46. Facebook confirms that it matches activity on Forbes with a user’s profile.
Facebook allows users to download their “off-site activity,” which is a “summary of activity that
businesses and organizations share with us about your interactions, such as visiting their apps or
websites.”*! Here, the off-site activity report confirms that Forbes identifies an individual’s
reading and video viewing activities:

Figure 13

Activity received from forbes.com

1494993704116832
PAGE_VIEW

December 2, 2021 at 6:04 PM
1494993704116832
PAGE_VIEW

Movember 19, 2021 at 3:45 PM

47. The “ID” shown here is the same Facebook Pixel ID visible in the first image.
The Facebook Pixel ID is a numerical code that uniquely identifies each Pixel.*? In practice, this
means Forbes’s Facebook Tracking Pixel has a Pixel ID that differs from all other websites. All
subscribers who view videos on forbes.com can pull their off-site activity report and see the
same Pixel ID.

48. Individuals can subscribe to Forbes by signing up for a free account.
1. Experience of Plaintiff Joseph Lamb

49. In or around 2017, Plaintiff Lamb became a subscriber to Forbes’s website.

Plaintiff became a digital subscriber of Forbes by creating an online account and providing,

41 FACEBOOK, WHAT IS OFF-FACEBOOK ACTIVITY?,
https://www.facebook.com/help/2207256696182627

42 FACEBOOK, GET STARTED, https://developers.facebook.com/docs/meta-pixel/get-started.

16



Case 1:22-cv-06319 Document 1 Filed 07/25/22 Page 17 of 23

among other information, his name, email address, IP address (which informs Defendant as to
the city and zip code he resides in as well as his physical location), and any cookies associated
with his device. As part of his subscription, he receives emails and other news from forbes.com.

50. In or around 2009, Plaintiff Lamb created a Facebook account.

Since creating an account, Plaintiff Lamb frequented Forbes’s website to, among other things,
watch videos. Once Plaintiff Lamb created an account, Defendant disclosed his first name, last
name, and email address to Facebook.

51. When Plaintiff Lamb watched videos on Forbes’s website, Defendant disclosed
his event data, which recorded and disclosed the video’s title and URL. Alongside this event
data, Defendant also disclosed identifiers for Plaintiff Lamb, including the c¢_user and fr cookies.

52. By disclosing his event data and identifiers, Defendant disclosed Plaintiff Lamb’s
personally identifiable information to a third-party.

53. Plaintiff Lamb discovered that Defendant surreptitiously collected and transmitted
his personally identifiable information in June 2022.

PARTIES

54, Plaintiff Lamb is, and has been at all relevant times, a resident of Minneapolis,
Minnesota and has an intent to remain there, and is therefore a domiciliary of Minnesota.

55. Defendant Forbes Media LLC is a Delaware corporation with its principal place
of business at 60 5th Avenue New York, NY 10011. Defendant develops, owns, and operates
forbes.com, which is used throughout New York and the United States.

JURISDICTION AND VENUE

56.  This Court has subject matter jurisdiction over this action pursuant to 28 U.S.C.

8 1331 because it arises under a law of the United States (the VPPA).
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57.  This Court has personal jurisdiction over Defendant because Defendant’s
principal place of business is in New York, New York.

58.  Venue is proper in this District pursuant to 28 U.S.C. § 1391 because a substantial
part of the events or omissions giving rise to the claim occurred in this District.

CLASS ALLEGATIONS

59.  Class Definition: Plaintiff seeks to represent a class of similarly situated
individuals defined as all persons in the United States who have a Facebook account and a
Forbes account, and who viewed videos on Forbes’s website (the “Class”).

60.  Subject to additional information obtained through further investigation and
discovery, the above-described Class may be modified or narrowed as appropriate, including
through the use of multi-state subclasses.

61. Numerosity (Fed. R. Civ. P. 23(a)(1)): At this time, Plaintiff does not know the
exact number of members of the aforementioned Class. However, given the popularity of
Defendant’s website, the number of persons within the Class is believed to be so numerous that
joinder of all members is impractical.

62.  Commonality and Predominance (Fed. R. Civ. P. 23(a)(2), 23(b)(3)): There is
a well-defined community of interest in the questions of law and fact involved in this case.
Questions of law and fact common to the members of the Class that predominate over questions
that may affect individual members of the Class include:

(a) whether Defendant collected Plaintiff’s and the Class’s PlI;

(b) whether Defendant unlawfully disclosed and continues to disclose its
users’ Pl in violation of the VPPA;

(c) whether Defendant’s disclosures were committed knowingly; and
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(d) whether Defendant disclosed Plaintiff’s and the Class’s Pl without
consent.

63. Typicality (Fed. R. Civ. P. 23(a)(3)): Plaintiff’s claims are typical of those of
the Class because Plaintiff, like all members of the Class, used Forbes’s website to watch videos,
and had his PII collected and disclosed by Defendant.

64.  Adequacy (Fed. R. Civ. P. 23(a)(4)): Plaintiff has retained and are represented
by qualified and competent counsel who are highly experienced in complex consumer class
action litigation, including litigation concerning the VPPA and its state-inspired offspring.
Plaintiff and their counsel are committed to vigorously prosecuting this class action. Moreover,
Plaintiff is able to fairly and adequately represent and protect the interests of the Class. Neither
Plaintiff nor his counsel has any interest adverse to, or in conflict with, the interests of the absent
members of the Class. Plaintiff has raised viable statutory claims or the type reasonably
expected to be raised by members of the Class, and will vigorously pursue those claims. If
necessary, Plaintiff may seek leave of this Court to amend this Class Action Complaint to
include additional representatives to represent the Class, additional claims as may be appropriate,
or to amend the definition of the Class to address any steps that Defendant took.

65. Superiority (Fed. R. Civ. P. 23(b)(3)): A class action is superior to other
available methods for the fair and efficient adjudication of this controversy because individual
litigation of the claims of all members of the Class is impracticable. Even if every member of
the Class could afford to pursue individual litigation, the court system could not. It would be
unduly burdensome to the courts in which individual litigation of numerous cases would
proceed. Individualized litigation would also present the potential for varying, inconsistent or
contradictory judgments, and would magnify the delay and expense to all parties and to the court

system resulting from multiple trials of the same factual issues. By contrast, the maintenance of
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this action as a class action, with respect to some or all of the issues presented herein, presents
few management difficulties, conserves the resources of the parties and of the court system and
protects the rights of each member of the Class. Plaintiff anticipates no difficulty in the
management of this action as a class action.

CAUSES OF ACTION

COUNT |
VIOLATION OF THE VIDEO PRIVACY PROTECTION ACT
18 U.S.C. § 2710, et seq.

66. Plaintiff brings this claim individually and on behalf of the members of the
proposed Class against Defendant.

67. Defendant is a “video tape service provider” because it has created, hosted, and
delivered hundreds of videos on its website, thereby “engag[ing] in the business, in or affecting
interstate or foreign commerce, of rental, sale, or delivery of prerecorded video cassette tapes or
similar audio visual materials.” 18 U.S.C. § 2710(a)(4). In particular, Defendant leverages its
video to derive substantial revenues from advertisements that it intersperses in each video.
Defendant also uses the videos to collect and disclose viewers’ PII so it can later retarget them
for advertisements.

68. Plaintiff and members of the Class are “subscribers” and therefore “consumers”
because they created a Forbes account to read articles and watch videos on Forbes’s website. 18
U.S.C. § 2710(a)(1).

69. Forbes disclosed to a third party, Facebook, Plaintiff’s and the Class members’
personally identifiable information. Forbes utilized the Facebook Tracking Pixel to compel

Plaintiff’s web browser to transfer Plaintiff’s identifying information, like his Facebook ID,

along with Plaintiff’s event data, like the title of the videos he viewed.
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70. Plaintiff and the Class members viewed video clips using Forbes’s website.

71. Forbes knowingly disclosed Plaintiff’s PII because it used that data to build
audiences on Facebook and retarget them for its advertising campaigns.

72. Plaintiff and class members did not provide Defendant with any form of
consent—either written or otherwise—to disclose their P1I to third parties.

73.  Nor were Defendant’s disclosures made in the “ordinary course of business” as
the term is defined by the VPPA.. In particular, Forbes’s disclosures to Facebook were not
necessary for “debt collection activities, order fulfillment, request processing, [or] transfer of
ownership.” 18 U.S.C. § 2710(a)(2).

74.  On behalf of himself and the Class, Plaintiff seeks: (i) declaratory relief;

(it) injunctive and equitable relief as is necessary to protect the interests of Plaintiff and the Class
by requiring Defendant to comply with VPPA’s requirements for protecting a consumer’s PII;
(i) statutory damages of $2,500 for each violation of the VPPA pursuant to 18 U.S.C. 8§
2710(c); and (iv) reasonable attorneys’ fees and costs and other litigation expenses.

PRAYER FOR RELIEF

WHEREFORE, Plaintiff seeks a judgment against Defendant, individually and on behalf
of all others similarly situated, as follows:

(@  For an order certifying the Class under Rule 23 of the Federal Rules of Civil
Procedure, naming Plaintiff as representative of the Class, and naming Plaintiff’s
attorneys as Class Counsel to represent the Class;

(b)  For an order declaring that Defendant’s conduct violates the statutes referenced

herein;
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For an order finding in favor of Plaintiff and the Class on all counts asserted
herein;

An award of statutory damages to the extent available;

For punitive damages, as warranted, in an amount to be determined at trial,

For prejudgment interest on all amounts awarded;

For injunctive relief as pleaded or as the Court may deem proper; and

For an order awarding Plaintiff and the Class their reasonable attorneys’ fees and
expenses and costs of suit.

JURY DEMAND

Pursuant to Fed. R. Civ. P. 38(b)(1), Plaintiff demands a trial by jury of all issues so

triable.

Dated: July 26, 2022 Respectfully submitted,

By: /s/ Joshua D. Arisohn

BURSOR & FISHER, P.A.

Joshua D. Arisohn

Philip L. Fraietta

888 Seventh Avenue

New York, NY 10019

Tel: (646) 837-7150

Fax: (212) 989-9163

E-Mail: jarisohn@bursor.com
pfraietta@bursor.com

BURSOR & FISHER, P.A.
Christopher R. Reilly*

701 Brickell Avenue, Suite 1420
Miami, FL 33131

Tel: (305) 330-5512

Fax: (305) 679-9006

E-Mail: creilly@bursor.com
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Gary M. Klinger*

MILBERG COLEMAN BRYSON PHILLIPS
GROSSMAN, PLLC

227 W. Monroe Street, Suite 2100

Chicago, Illinois 60606

Telephone: (866) 252-0878
gklinger@milberg.com

Nick Suciu H1*
nsuciu@milberg.com

MILBERG COLEMAN BRYSON
PHILLIPS GROSSMAN, PLLC
6905 Telegraph Rd., Suite 115
Bloomfield Hills, M1 48301

Tel: (313) 303-3472

Fax: (865) 522-0049

Andrew J. Shamis*

SHAMIS & GENTILE, P.A.
14 NE 1%t Ave, Suite 705
Miami, Florida 33132
Telephone: (305) 479-2299
ashamis@shamisgentile.com

*Pro Hac Vice Application Forthcoming

Attorneys for Plaintiff and the Putative Class
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Siddharth MEHTA, et al., Plaintiffs,
v.
ROBINHOOD FINANCIAL LLC, et al., Defendants.

Case No. 21-cv-01013-SVK
[
Signed 05/06/2021

Attorneys and Law Firms

Elizabeth Antonia Kramer, Kevin M. Osborne, Julie C.
Erickson, Erickson Kramer Osborne LLP, San Francisco, CA,
for Plaintiffs.

Mark David McPherson, Michael Tiffany
Cheung, Morrison Foerster LLP, San Francisco, CA, Nicole
V. Ozeran, Morrison & Foerster LLP, Los Angeles, CA, for
Defendants.

Burshteyn,

ORDER GRANTING IN PART AND DENYING
IN PART DEFENDANTS’ MOTION TO DISMISS

Re: Dkt. Nos. 15, 17, 22
SUSAN VAN KEULEN, United States Magistrate Judge

I. INTRODUCTION

*]1 Defendants Robinhood Financial LLC and Robinhood
Securities, LLC (“Defendants” or “Robinhood”) move to
dismiss Plaintiffs Siddharth Mehta (“Mehta”), Kevin Qian
(“Qian”), and Michael Furtado's (“Furtado”) (collectively,
“Plaintiffs”) First Amended Class Action Complaint (“FAC”)
(Dkt. 10) pursuant to Federal Rule of Civil Procedure 12(b)
(6) for failure to state a claim upon which relief can be granted
and Rule 9(b) on the grounds that Plaintiffs fail to plead some
claims with the particularity required by Rule 9(b). Dkt. 15.
The Parties have consented to the jurisdiction of a magistrate
judge. Dkts. 9, 14.

The Court held a hearing on April 27, 2021. Dkt. 29.
After considering the Parties’ submissions, arguments at the
hearing, the case file and relevant law, the Court GRANTS
IN PART AND DENIES IN PART Defendants’ motion to
dismiss the FAC for the reasons discussed below.

II. BACKGROUND

This discussion of the background facts is based on
the allegations of Plaintiffs’ FAC. Plaintiffs allege that
Robinhood failed to keep their promise to maintain the
highest security standards. Dkt. 10 q 15. As a result, in
the summer and fall of 2020, and perhaps even earlier,
unauthorized users accessed approximately 2,000 Robinhood
customers’ accounts containing the customers’ sensitive
personal and financial information and looted their funds.
Id. 99 4, 18. Plaintiffs allege that Robinhood does not offer
a phone number for customer service, forcing customers
to attempt to contact Robinhood by email. /d. ] 4, 21.
Robinhood customers were left waiting for days or weeks
while their account funds were depleted. /d. 994, 21. Plaintiffs
further allege that Robinhood failed to freeze the affected
accounts or alert their customers of the breach right away
and did nothing until news outlets reported on the breach. /d.
9 5, 20. After the security breaches were widely reported,
Robinhood sent push notifications to customers encouraging
them to enable two-factor authentication. /d. 4 20. Plaintiffs
allege that many individuals who were affected by the
breach already had two-factor identification enabled when the
unauthorized access occurred. Id. Collectively, Robinhood
customers lost millions of dollars and have spent substantial
amounts of their time attempting to remedy the losses and
prevent further losses. Id. 4 18, 22, 23. Plaintiffs allege
that while Robinhood promised it would cover 100 percent
of any losses due to unauthorized activity, Robinhood has
only compensated some individuals while refusing other
individual's requests. /d. 9 6, 22.

Plaintiff Mehta held an investment account with Robinhood
and was a purchaser of their services in 2020. /d. §27. As early
as July 22, 2020, or possibly sooner, there was unauthorized
access to Mehta's personal and financial information, funds
Mehta had deposited into a Robinhood account, and control
of securities positions Mehta purchased through Robinhood.
Id. As a result of Robinhood's negligent and illegal conduct,
Mehta lost tens of thousands of dollars and “spent hours of
his own time attempting to research and remedy the loss
and securing his other assets and information from further
breach.” Id. Robinhood did not inform Mehta of this breach
and only acknowledged the breach after Mehta confronted
Robinhood about the loss of funds 85 days after the initial
breach occurred. /d.

*2  Similarly, Plaintiff Qian held an investment account
with Robinhood and was a purchaser of their services in


https://www.westlaw.com/Link/Document/FullText?findType=h&pubNum=176284&cite=0492746999&originatingDoc=I46b8e3708c5a11ec9381ff4a09a81529&refType=RQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=h&pubNum=176284&cite=0473222101&originatingDoc=I46b8e3708c5a11ec9381ff4a09a81529&refType=RQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=h&pubNum=176284&cite=0497331599&originatingDoc=I46b8e3708c5a11ec9381ff4a09a81529&refType=RQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=h&pubNum=176284&cite=0497331599&originatingDoc=I46b8e3708c5a11ec9381ff4a09a81529&refType=RQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=h&pubNum=176284&cite=0325570801&originatingDoc=I46b8e3708c5a11ec9381ff4a09a81529&refType=RQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=h&pubNum=176284&cite=0479178401&originatingDoc=I46b8e3708c5a11ec9381ff4a09a81529&refType=RQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=h&pubNum=176284&cite=0325551001&originatingDoc=I46b8e3708c5a11ec9381ff4a09a81529&refType=RQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
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2020. Id. q 28. As early as October 10, 2020, and possibly
sooner, there was unauthorized access to Qian's personal and
financial information, access to funds he had deposited into
a Robinhood account, and control of securities positions he
had purchased through Robinhood. /d. Plaintiffs allege that
Robinhood neglected to inform him of this breach and only
acknowledged the breach after Qian confronted Robinhood
about the loss days after the initial breach. /d. As a result, Qian
has also lost tens of thousands of dollars and spent hours of
his own time attempting to research and remedy the loss and
protect his assets and information from further breach. /d.

Plaintiff Furtado held an investment account with Robinhood
and was a purchaser of their services in 2021. Id. 9 29.
As early as February 12, 2021 and possibly sooner, there
was unauthorized access to Furtado's personal and financial
information, access to the funds he had deposited into
a Robinhood account, and control of securities positions
Furtado purchased through Robinhood. /d. Furtado attempted
to contact Robinhood by email, because Robinhood does not
provide a customer service phone number. /d. However, he
did not receive a response regarding the breach for thirteen
days. Id. As a result, Furtado lost over ten thousand dollars,
purchased identity theft protection services, and has spent
time attempting to research and remedy the loss and protect
his assets and information from further breach. /d.

Plaintiffs bring this action to seek monetary and equitable
relief as a class action on behalf of themselves and the
following classes:

Class: All Robinhood customers whose accounts were

accessed by unauthorized users from January 1, 2020 to
the present.

Reimbursement Subclass: All Class members who

suffered direct losses due to unauthorized activity and
were not compensated in full by Robinhood for said
losses.

California Subclass: All Class members who were

California residents.

1d. 99 34-36.

III. REQUEST FOR JUDICIAL NOTICE AND
INCORPORATION BY REFERENCE

A. Legal Standard

There are two doctrines that allow district courts to consider
material outside the pleadings without converting a motion to
dismiss into a motion for summary judgment: judicial notice
under Federal Rule of Evidence 201 and incorporation by
reference. Khoja v. Orexigen Therapeutics, Inc., 899 F.3d
988, 998 (9th Cir. 2018), cert. denied sub nom. Hagan v.
Khoja, — U.S. ——, 139 S. Ct. 2615, 204 L. Ed. 2d 264
(2019). “The court may judicially notice a fact that is not
subject to reasonable dispute.” Fed. R. Evid. 201(b). A fact is
“not subject to reasonable dispute” if it “is generally known”
or “can be accurately and readily determined from sources
whose accuracy cannot reasonably be questioned.” Fed. R.
Evid. 201(b)(1)-(2). However, “[jlust because the document
itself is susceptible to judicial notice does not mean that every
assertion of fact within that document is judicially noticeable
for its truth.” Khoja, 899 F.3d at 999.

Incorporation by reference is a judicially created doctrine that
allows a court to consider certain documents as though they
are part of the complaint itself. Khoja, 899 F.3d at 1002. “The
doctrine prevents plaintiffs from selecting only portions of
documents that support their claims, while omitting portions
of those very documents that weaken—or doom—their
claims.” /d. A defendant can seek to incorporate a document
into the complaint “if the plaintiff refers extensively to the
document or the document forms the basis of the plaintiff's
claim.” U.S. v. Ritchie, 342 F.3d 903, 908 (9th Cir. 2003)
(citations omitted). While the “mere mention” of the existence
of a document is insufficient to incorporate a document, it
is proper to incorporate a document if the claim “necessarily
depended” on them. Khoja, 899 F.3d at 1002.

*3  After a defendant offers such a document, the district
court can treat the document as part of the complaint, and
“thus may assume that its contents are true for purposes
of a motion to dismiss under Rule 12(b)(6).” Ritchie, 342
F.3d at 908. However, “[w]hile this is generally true, it is
improper to assume the truth of an incorporated document
if such assumptions only serve to dispute facts stated in a
well-pleaded complaint.” Khoja, 899 F.3d at 1003. Indeed,
using extrinsic documents to “resolve competing theories
against the complaint risks premature dismissals of plausible
claims that may turn out to be valid after discovery” and it is
“improper to do so only to resolve factual disputes against the
plaintiff's well-pled allegations in the complaint.” /d. at 998,
1014.

B. Analysis
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Defendants ask the Court to take judicial notice of or
incorporate by reference the following documents:

(1) Robinhood's publicly available webpage titled “Our 6
commitments to you,” including archived versions of the
webpage throughout the alleged class period (Dkt. 15-2
Ex. 1);

(2) Robinhood's July 24, 2019 e-mails entitled “Protecting
your information” (Dkt. 15-3 Ex. 2);

(3) Robinhood's  October 9-13, 2020
Message” advising customers to “Enable Two-Factor
Authentication” (Dkt. 15-4 Ex. 3);

“Inbox

(4) Robinhood's  October 9-13, 2020 “Push
Notification” advising customers to “Enable Two-Factor
Authentication to add another layer of protection to your
account” (Dkt. 15-5 Ex. 4);

(5) Robinhood's October 21-23, 2020 “Enable 2FA” follow
up campaign e-mail reminding customers to enable 2FA
(Dkt. 15-6 Ex. 5); and

(6) Robinhood's October 28-29, 2020 2FA application
“Card” advising customers to “Add an extra layer of
protection to your account. Enable 2FA now” (Dkt. 15-7
Ex. 6).

Document

Defendants’ Exhibit 1 (Dkt. 15-2)

Defendants’ Exhibit 2 (Dkt. 15-3)

Defendants’ Exhibit 3 (Dkt. 15-4)

Defendants’ Exhibit 4 (Dkt. 15-5)

Defendants’ Exhibit 5 (Dkt. 15-6)

Defendants’ Exhibit 6 (Dkt. 15-7)

Dkt. 16.

Plaintiffs ask the Court to take judicial notice of or incorporate
by reference the following documents:

(1) Bloomberg news article, “Robinhood Users Say
Accounts Were Looted, No One to Call,” dated October
9, 2020 (Dkt. 20-1 Ex. 1);

(2) Bloomberg news article, “Robinhood Internal Probe
Finds Hackers Hit Almost 2,000 Accounts,” dated
October 15, 2020 (Dkt. 20-2 Ex. 2);

(3) Bloomberg news article, “Digital Thieves Are Hacking
Brokerage Accounts: Is Your Money Safe?” dated
October 13, 2020 (updated October 15, 2020) (Dkt. 20-3
Ex. 3);

(4) Robinhood Customer Agreement from April 28, 2020
(Dkt. 20-4 Ex. 4); and

(5) Robinhood Financial Privacy Notice (Dkt. 20-5 Ex. 5).
Dkt. 19.

As stated on the record at the hearing, the Court rules as
follows:

Ruling

Request for judicial notice is GRANTED
without any commentary or markings added
to the document. Request to incorporate by
reference is DENIED.

Request for judicial notice and request to
incorporate by reference are DENIED AS
MOOT.

Request for judicial notice is GRANTED.
Request to incorporate by reference is
DENIED.

Request for judicial notice and request to
incorporate by reference are DENIED.

Request for judicial notice is GRANTED.
Request to incorporate by reference is
DENIED.

Request for judicial notice and request to
incorporate by reference are DENIED.
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Plaintiffs’ Exhibit 1 (Dkt. 20-1)

Plaintiffs’ Exhibit 2 (Dkt. 20-2)

Plaintiffs’ Exhibit 3 (Dkt. 20-3)

Plaintiffs’ Exhibit 4 (Dkt. 20-4)

Plaintiffs’ Exhibit 5 (Dkt. 20-5)

IV. MOTION TO DISMISS

A. Legal Standard

*4 Under Rule 12(b)(6), a district court must dismiss a
complaint if it fails to state a claim upon which relief can
be granted. In ruling on a motion to dismiss, the court may
consider only “the complaint, materials incorporated into the
complaint by reference, and matters of which the court may
take judicial notice.” Metzler Inv. GMBH v. Corinthian Colls.,
Inc., 540 F.3d 1049, 1061 (9th Cir. 2008) (citation omitted).
In deciding whether the plaintiff has stated a claim, the court
must assume the plaintiff's allegations are true and draw all
reasonable inferences in the plaintiff's favor. Usher v. City of
L.A., 828 F.2d 556, 561 (9th Cir. 1987). However, the court
is not required to accept as true “allegations that are merely
conclusory, unwarranted deductions of fact, or unreasonable
inferences.” In re Gilead Scis. Sec. Litig., 536 F.3d 1049, 1055
(9th Cir. 2008) (citation omitted).

To survive a motion to dismiss under Rule 12(b)(6), the
plaintiff must allege “enough facts to state a claim to relief
that is plausible on its face.” Bell Atl. Corp. v. Twombly, 550
U.S. 544,570,127 S. Ct. 1955, 167 L. Ed. 2d 929 (2007). This
“facial plausibility” standard requires the plaintiff to allege
facts that add up to “more than a sheer possibility that a
defendant has acted unlawfully.” Ashcroft v. Igbal, 556 U.S.
662, 678,129 S. Ct. 1937, 173 L. Ed. 2d 868 (2009).

Courts should freely give leave to amend unless the
district court determines that it is clear that the complaint's
deficiencies cannot be cured by amendment. Lucas v. Dep't

Request for judicial notice is GRANTED.
Request to incorporate by reference is
DENIED.

Request for judicial notice is GRANTED.
Request to incorporate by reference is
DENIED.

Request for judicial notice is GRANTED.
Request to incorporate by reference is
DENIED.

Request for judicial notice is GRANTED.
Request to incorporate by reference is
DENIED.

Request for judicial notice is GRANTED.
Request to incorporate by reference is
DENIED.

of Corr., 66 F.3d 245, 248 (9th Cir. 1995). When amendment
would be futile, the court may dismiss without leave to
amend. Dumas v. Kipp, 90 F.3d 386, 393 (9th Cir. 1996).

B. Analysis

Plaintiffs allege that due to Robinhood's failure to maintain
proper industry-standard security measures, customers were
needlessly exposed to the risk of data and identity theft. Dkt.
10 99 16, 17. As a result of Robinhood's security measures,
unauthorized third parties accessed approximately 2,000
customers’ personal and financial information, customers’
funds, and control over securities positions customers
purchased through Robinhood. Id. § 18. Plaintiffs allege
that Robinhood “has repeatedly neglected to fully inform
customers regarding the nature and scope of security failures
and unauthorized activity.” Id. q 20. Further, “[c]ontrary
to Robinhood's ‘commitment’ to cover losses caused by
unauthorized use, Robinhood has failed to compensate
millions of dollars of losses claimed by those affected by
the breach.” Id. § 22. From these allegations, Plaintiffs
assert eight claims: (1) negligence; (2) breach of contract;
(3) violation of the California Consumer Privacy Act; (4)
violation of the Customer Records Act; (5) violation of the
Consumers Legal Remedies Act; (6) violation of the right to
privacy; (7) violation of the Unfair Competition Law; and (8)
violation of the False Advertising Law.

Defendants assert an overarching argument that Robinhood's
computer network did not suffer a data breach and
Plaintiffs fail to adequately plead that Robinhood maintained
Defendants also assert

inadequate security measures.
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arguments as to why each claim individually should be
dismissed.

1. Unauthorized Access

Defendants first argue that Plaintiffs fail to allege a breach of
Robinhood's network and that Plaintiffs cannot do so, because
there was no such breach. Dkt. 15 at 16. Defendants contend
that “third parties were able to access customer accounts
by identity theft originating outside the Robinhood system.”
Id. at 16-17 (citing Dkt. 10 9 20) (internal quotation marks
omitted). Defendants further argue that “Plaintiffs plead no
facts tying any account takeovers to Robinhood's security
measures.” /d. at 17. Without such allegations, Plaintiffs’ FAC
is “too conclusory and must be dismissed.” /d. Defendants
further argue that Robinhood has more than 13 million
customers and that the number of alleged takeovers is no more
than .01 percent of their customers. Dkt. 22 at 6.

*5 In opposition, Plaintiffs argue that the FAC does allege
that Robinhood used inadequate data security. Dkt. 17 at 11.
Plaintiffs contend that alleging that thousands of customer
accounts accessed by unauthorized users in a matter of days
is “more than enough for a reasonable inference of a breach
of a computer system in a data security case.” /d.

The Court finds that Plaintiffs’ factual allegations are
sufficient to support their claims at the pleading stage.
Plaintiffs allege that Robinhood “does not keep its promise
to maintain the highest security standards” and “[i]ts system
lacks simple and almost universal security measures” that
could “prevent unauthorized users from transferring customer
funds from an account without substantial verification.”
Dkt. 10 q 15. Plaintiffs allege that as a result, Robinhood
“negligently and illegally allowed unauthorized third-party
access to approximately 2,000 customers’ personal and
financial information.” Id. q 18. Thus, at this stage of
the proceedings, Plaintiffs’ allegations that unauthorized
third parties were able to access approximately 2,000
Robinhood customers’ accounts and deplete their funds due to
Robinhood's security measures are sufficient. Usher, 828 F.2d
at 561 (“On a motion to dismiss for failure to state a claim,
the court must presume all factual allegations of the complaint
to be true and draw all reasonable inferences in favor of the
nonmoving party.”) (citation omitted). Accordingly, the Court
finds that Plaintiffs have adequately alleged that a breach
occurred.

2. Negligence Claim

a. Economic Loss Doctrine

Defendants argue that the economic loss rule bars Plaintiffs
from recovering for any alleged account losses in tort. Dkt.
15 at 23. Defendants further argue that the exception to the
economic loss rule where a special relationship exists between
the parties does not apply here. Id. at 24. At the hearing,
Defendants acknowledged that there were non-economic
losses alleged, but argues that they were too vague and
speculative to be redressable.

“Quite simply, the economic loss rule prevents the law of
contract and the law of tort from dissolving one into the
other.” Robinson Helicopter Co., Inc. v. Dana Corp., 34
Cal.4th 979, 988, 22 Cal.Rptr.3d 352, 102 P.3d 268, 273
(2004). “Under the economic loss rule, purely economic
losses are not recoverable in tort.” R Power Biofuels, LLC v.
Chemex LLC, No. 16-CV-00716-LHK, 2016 WL 6663002, at
*4 (N.D. Cal. Nov. 11, 2016) (internal quotation marks and
citation omitted). If Plaintiffs’ harms were purely economic,
the Court would then be required to reach the question
of whether any exception, such as a “special relationship,”
exists. Flores-Mendez v. Zoosk, Inc., No. C 20-04929 WHA,
2021 WL 308543, at *3 (N.D. Cal. Jan. 30, 2021) (citing
J'Aire Corp. v. Gregory, 24 Cal.3d 799, 804, 157 Cal.Rptr.
407, 598 P.2d 60 (1979) (discussing the six-factor test for
special relationship that can overcome the economic loss
doctrine)).

Plaintiffs allege that their harms and losses include “the
loss of control over the use of their identity, harm to their
constitutional right to privacy, lost time dedicated to the
investigation of and attempt to recover the loss of funds
and cure harm to their privacy, the need for future [ ] time
dedicated to the recovery and protection of further loss,
and privacy injuries associated with having their sensitive
personal and financial information disclosed.” Dkt. 10 § 48;
see Flores-Mendez, 2021 WL 308543, at *3 (determining
that plaintiffs do not allege pure economic loss because they
allege “loss of time, risk of embarrassment, and enlarged risk
of identity theft”); Bass v. Facebook, Inc., 394 F. Supp. 3d
1024, 1039 (“Here, plaintiff alleged his loss of time as a
harm and so does not allege pure economic loss.”); see also
In re Solara Medical Supplies, LLC Customer Data Security
Breach Litigation, No. 3:19-cv-2284-H-KSC, — F. Supp.
3d ——, ——, 2020 WL 2214152, at *4 (S.D. Cal. May 7,
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2020) (finding that plaintiffs do not allege pure economic loss
because they alleged that they “lost time responding to the
Breach as well as suffering from increased anxiety”); but see
Gardiner v. Walmart Inc., No. 20-cv-04618-JSW, 2021 WL
2520103 at *8, 2021 U.S. Dist. LEXIS 75079 at *24 (N.D.
Cal. Mar. 5,2021) (finding that “[p]laintiff's allegations about
the value of his lost time constitutes economic loss”).

*6 Based upon the allegations in the FAC, the Court finds

that Plaintiffs do not allege solely economic loss. See, e.g.,
Dkt. 10 9 48 (alleging that Defendants’ actions “caus[ed]
[Plaintiffs] harms and losses including but not limited to
[ ] the loss of control over the use of their identity, harm
to their constitutional right to privacy, lost time dedicated
to the investigation of and attempt to recover the loss of
funds and cure harm to their privacy, the need for future [ ]
time dedicated to the recovery and protection of further loss,
and privacy injuries associated with having their sensitive
personal and financial information disclosed”). Accordingly,
the Court need not address whether a special relationship
exists and turns to the elements of a negligence claim.

b. Negligence

To state a claim for negligence, a plaintiff must plead a duty,
a breach of duty, proximate cause, and damages. See Corales
v. Bennett, 567 F.3d 554, 572 (9th Cir. 2009).

Defendants argue that the FAC fails to adequately allege any
breach of a general duty of care. Dkt. 15 at 34. Plaintiffs
contend that Robinhood owed a duty to Plaintiffs because
it was the custodian of their highly sensitive personal and
financial information. Dkt. 17 at 13. The Court agrees with
Plaintiffs. Plaintiffs have sufficiently alleged that Defendants
owed a duty of reasonable care to Plaintiffs. Dkt. 10 q
45 (alleging that “Defendants owed a duty of reasonable
care ... based upon Defendants’ contractual obligations,
custom and practice, right to control information and funds
in its possession, exercise of control over the information and
funds in its possession, authority to control the information
and funds in its possession, and the commission of affirmative
acts that resulted in said harms and losses™); see Flores-
Mendez, 2021 WL 308543, at *4 (determining that plaintiffs
have adequately alleged a duty of care); see also Stasi v.
Inmediata Health Group Corp., 501 F.Supp.3d 898, 913—-14
(S.D. Cal. 2020) (citing cases that found that defendants had a
duty to safeguard personal information and maintain adequate
security measures).

Plaintiffs further allege that Defendants breached their
duty of care in their manner of collecting, maintaining,
and controlling their customers’ sensitive personal and
financial information. Dkt. 10 9 46. Specifically, Plaintiffs
contend that Defendants breached this duty by “stor[ing]
customers’ information in an unsecure format (f 16),
fail[ing] to require multi-factor authentication at login (9
20), allow[ing] unauthorized users to link bank accounts
to customer accounts without verification (§ 15), and
otherwise implement[ing] lax security practices that allowed
unauthorized access to Plaintiffs’ accounts (] 17, 46).”
Dkt. 17 at 12-13. In Flores-Mendez, the Court reasoned that
“[t]he consuming public has come to believe that internet
companies, which take in their private information, have
taken adequate security steps to protect the security of that
information from any and all hackers or interventions.” 2021
WL 308543, at *4 (“The breach would not have occurred but
for inadequate security measures, or so it can be reasonably
inferred at the pleadings stage.”).

Third, Plaintiffs have sufficiently alleged proximate cause,
alleging that “unauthorized users gained access to, exfiltrated,
stole, and gained disclosure of the sensitive personal and
financial information of Plaintiffs and the Class, access to the
funds customers had deposited into their accounts, and control
over securities positions customers purchased.” Dkt. 10 9 48.

As to damages, Plaintiffs adequately allege damages,
including “the loss of control over the use of their identity,
harm to their constitutional right to privacy, lost time
dedicated to the investigation of and attempt to recover the
loss of funds and cure harm to their privacy, the need for
future [ ] time dedicated to the recovery and protection of
further loss, and privacy injuries associated with having their
sensitive personal and financial information disclosed.” /d.;
see Flores-Mendez, 2021 WL 308543, at *4.

c. Negligence Per Se

*7 Plaintiffs also allege that Defendants “committed per se
breaches of said duty by negligently violating the dictates
of California Civil Code sections 1798.82, et seq., and
1798.100, et seq., and the provisions of the California
Constitution enshrining the right to privacy.” Dkt. 10 g 47.
“In California, there are four elements required to establish
a viable negligence per se theory: (1) the defendant violated
a statute or regulation; (2) the violation caused the plaintiff's
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injury; (3) the injury resulted from the kind of occurrence
the statute or regulation was designed to prevent; and (4) the
plaintiff was a member of the class of persons the statute or
regulation was intended to protect.” Carson v. Depuy Spine
Inc., 365 F. App'x. 812, 815 (9th Cir. 2010). “District courts
have relied on allegations of negligence per se to deny Rule
12(b)(6) motions to dismiss.” Stasi, 501 F.Supp.3d at 919.

As discussed below, Plaintiffs plead a plausible violation
of the California Consumer Privacy Act (Section 1V.B.4)
and their constitutional right to privacy (Section IV.B.7).
It is reasonable at this stage in the litigation to determine
that Plaintiffs’ alleged injuries are the injuries the California
Consumer Privacy Act and constitutional right to privacy
were intended to prevent and that Plaintiffs are members of
the class of persons the California Consumer Privacy Act and
constitutional right to privacy were intended to protect.

Accordingly, for the foregoing reasons, Defendants’ motion
to dismiss Plaintiffs’ negligence claim is DENIED.

3. Breach of Contract Claim

To plead a claim for breach of contract, Plaintiffs must allege:
“(1) the existence of a contract with Defendants, (2) their
performance under that contract, (3) Defendants breached
that contract, and (4) they suffered damages.” /n re Google
Assistant Privacy Litig., 457 F. Supp. 3d 797, 831 (N.D. Cal.
2020) (citation omitted).

Defendants contend that Plaintiffs’ breach of contract claim
fails because Plaintiffs’ allegation that Robinhood promised
to reimburse customers for account losses due to unauthorized
activity is not enforceable. Dkt. 15 at 18. Defendants argue
that this statement was made only after Plaintiffs opened
their Robinhood accounts and after Plaintiffs Mehta's and
Qian's accounts were taken over. Id. at 18-19. Further,
Defendants contend that the statements that Robinhood is
“[d]edicated to maintaining the highest security standards”
and that “we take privacy and security seriously” are “not
the kind of sufficiently definite promise that can support
any legal claim.” /d. at 19-21. Defendants also argue that
Plaintiffs’ injuries are not recoverable under a breach of
contract claim because unauthorized collection of personal
information does not create an economic loss and “[nJominal
damages, speculative harm, or threat of future harm do not
suffice to show legally cognizable injury.” Id. at 26 (quoting
In re Solara, 2020 WL 2214152, at *5) (citation omitted).

Plaintiffs contend that a Robinhood spokesperson stated that
“[i]f we determine that our investigation that the customer
has sustained losses because of unauthorized activity, we will
compensate the customer fully for those losses.” Dkt. 17 at
20 (citing Dkt. 20-3 Ex. 3). Further, Plaintiffs contend that the
December 30, 2020 Robinhood Customer Agreement, which
is attached to the FAC as Exhibit 2, states that Robinhood
“will correct any error promptly.” Dkt. 17 at 20. Plaintiffs
argue that this same representation was also made in the April
28, 2020 version of the Robinhood Customer Agreement,
prior to the alleged unauthorized access of Mehta's and
Qian's accounts, although this document is not referenced
in the FAC. Id. They contend that this statement would
“presumably [ ] include unauthorized transfers.” /d. Plaintiffs
also reference, in their opposition but not in the FAC,
the Robinhood Financial Privacy Notice, arguing that this
document also contains actionable promises. /d. at 21 (citing
Dkt. 20-5 Ex. 5). Finally, Plaintiffs contend that they plead
appreciable and actual damage, as well as future economic
loss. Dkt. 17 at 26.

*8 Plaintiffs do not sufficiently allege a breach of
contract claim. First, the version of the Robinhood Customer
Agreement attached to the FAC is not the Customer
Agreement that was effective at the time of the alleged
breach of Plaintiffs Mehta's and Qian's accounts. See Dkt.
10 q 50. Similarly, while Plaintiffs reference the Bloomberg
statement and Financial Privacy Notice in their opposition
for the assertion that these documents also show actionable
promises, there is no specific reference to these documents
in the FAC. See Dkt. 17 at 21. Plaintiffs have not met their
burden of pleading the basis of their breach of contract
claim. Accordingly, Defendants’ motion to dismiss Plaintiffs’
breach of contract claim is GRANTED.

4. California Consumer Privacy Act (“CCPA”) Claim

The CCPA permits “[a]ny consumer whose nonencrypted
and nonredacted personal information ... is subject to an
unauthorized access and exfiltration, theft, or disclosure
as a result of the business's violation of the duty to
implement and maintain reasonable security procedures and
practices appropriate to the nature of the information to
protect the personal information may institute a civil action.”
Cal. Civ. Code § 1798.150(a)(1). Defendants argue that
Plaintiffs’ CCPA claim fails because Plaintiffs cannot allege

any qualifying unauthorized disclosure or that any such
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disclosure was the result of a violation of “the duty to
implement and maintain reasonable and appropriate security
procedures and practices.” Dkt. 15 at 27. Defendants further
contend that CCPA''s private right of action provision applies
only to an unauthorized access of personal information
from Robinhood's network, rather than independent third-
party breaches of Plaintiffs’ individual accounts. /d. at 28.
Defendants also contend that Plaintiffs did not allege theft or
disclosure of each required data element. /d. at 27. On the
other hand, Plaintiffs contend that the California Legislature
“intended for a broad range of activity or inactivity to
constitute violations of the CCPA.” Dkt. 17 at 15. Further,
Plaintiffs contend that courts have defined “disclosure” under
CCPA to include circumstances when personal information is
accessible through the internet by unauthorized persons. Id.
at 14 (citing Stasi, 501 F.Supp.3d at 924-25).

The Court previously determined that Plaintiffs plausibly
allege that a breach occurred. See Section IV.B.1. The Court
finds Stasi instructive, where the parties determined that
allegations that plaintiffs’ personal and medical information
were accessible via the internet constitute a “disclosure”
under the CCPA. Stasi, 501 F.Supp.3d at 924-25. Defendants
have not met their burden of showing otherwise. Plaintiffs
allege that Robinhood has customers’ “sensitive personal
and financial information, including but not limited to their
names, social security numbers, dates of birth, mailing
addresses, telephone numbers, bank account numbers, details
of their income, bank account balances, financial transaction
histories, credit histories, tax information, and credit scores”
as well as “cell phone and mobile computing device location
data, IP addresses, and Wi-Finetwork data.” Dkt. 10 4 12-13.
Plaintiffs also allege that Defendants violated their duty to
implement and maintain reasonable security procedures by
“allow[ing] unauthorized users to view, use, manipulate,
exfiltrate, and steal the nonencrypted and nonredacted
personal information of Plaintiffs and other customers,
including their personal and financial information.” Id.  58.
Atthe pleadings stage, Plaintiffs sufficiently allege a plausible
claim that their personal and financial information was subject
to an unauthorized access based on violation of the CCPA.
Accordingly, Defendants’ motion to dismiss Plaintiffs’ CCPA
claim is DENIED.

5. Customer Records Act (“CRA”) Claim

*9 The CRA states that “[a] person or business that conducts
business in California, and that owns or licenses computerized

data that includes personal information, shall disclose a
breach of the security of the system following discovery
or notification of the breach in the security of the data
to a resident of California ... whose unencrypted personal
information was, or is reasonably believed to have been,
acquired by an unauthorized person ... in the most expedient
time possible and without unreasonable delay.” Cal. Civ.
Code § 1798.82(a). Similar to the CCPA claim, Defendants
contend that this claim fails without any allegation of any
unauthorized access to Robinhood's computer network. Dkt.
15 at 12, 29; Dkt. 22 at 15. Further, Defendants argue that
Plaintiffs fail to allege when Robinhood first learned of any
incident for which it should have notified Plaintiffs sooner.
Dkt. 15 at 30; Dkt. 22 at 15. Plaintiffs contend that “the Court
can reasonably infer that Robinhood suffered a ‘breach of
the security system’ for the purposes of the CRA” from the
FAC. Dkt. 17 at 16. While not addressed in the opposition,
Plaintiffs argued at the hearing that they allege in the FAC that
Robinhood only disclosed the security breach after reports
were leaked by anonymous sources to news outlets (Dkt. 10
9 20) and that thousands of Robinhood customers attempted
to contact Robinhood by email (/d. § 4). Plaintiffs also
acknowledged at the hearing that this claim can be amended.

As stated above, the Court finds that Plaintiffs plausibly allege
a breach. See Section IV.B.1. However, the Court agrees with
Defendants that Plaintiffs have not sufficiently alleged when
Robinhood actually discovered that the unauthorized access
took place. See In re Yahoo! Inc. Customer Data Security
Breach Litigation, 313 F. Supp. 3d 1113, 1146 (N.D. Cal.
2018) (dismissing plaintiffs’ CRA claim because plaintiffs
failed to allege anything suggesting when defendants learned
of the breach, which is necessary to determine whether there
was unreasonable delay). Accordingly, Defendants’ motion to
dismiss Plaintiffs’ CRA claim is GRANTED.

6. Consumers Legal Remedies Act (“CLRA”) Claim

The CLRA prohibits “unfair methods of competition and
unfair or deceptive acts or practices.” Cal. Civ. Code § 1770.
To state a claim under CLRA, a plaintiff must allege: “(1)
a misrepresentation; (2) reliance on that misrepresentation;
and (3) damages caused by that misrepresentation.” /n re
Sony PS3 Other OS Litigation, 551 F. App'x 916, 920 (9th
Cir. 2014). “CLRA claims are governed by the ‘reasonable
consumer’ test, under which a plaintiff must allege that
‘members of the public are likely to be deceived.” ” Id.
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(quoting Williams v. Gerber Prods. Co., 552 F.3d 934, 938
(9th Cir. 2008)).

First, Defendants contend that this claim is subject to
the heightened pleading requirements of Federal Rule of
Civil Procedure 9(b), and Plaintiffs fail to adequately
allege any enforceable promise. Dkt. 15 at 16, 18-22.
Defendants contend that the statement “to fully reimburse
direct losses that happen due to unauthorized activity that is
not your fault” was never made before the alleged third-party
takeovers of Plaintiffs Mehta's and Qian's accounts. /d. at 11,
19-20. Additionally, Defendants contend that the statements
made regarding Robinhood's security commitments such as
“tak[ing] privacy and security seriously” and that Robinhood
is “[d]edicated to maintaining the highest security standards”
are “non-actionable puffery.” Id. at 21-22 (citing /n re
Yahoo! Inc. Customer Data Sec. Breach Litig., No. 16-
MD-02752-LHK, 2017 WL 3727318, at *26 (N.D. Cal.
Aug. 30, 2017)). Specifically, Defendants argue that these
statements “say nothing about the specific characteristics” of
Robinhood's security systems or practices. Id. at 22 (citing
In re Yahoo!, 2017 WL 327318, at *26, 146 A.D.3d 651).
Finally, Defendants contend that Plaintiffs’ failure to allege
any economic losses undermines their statutory standing to
pursue a CLRA claim. /d. at 26.

Plaintiffs contend that their allegations “are more than
sufficient to put Robinhood on notice of the specific conduct
for which relief is sought.” Dkt. 17 at 27. Plaintiffs argue
that “Robinhood makes specific, non-subjective guarantees
of the sort courts find actionable when broken,” contending
that Robinhood's guarantees are “actionable, non-puffery.”
Id. at 21. Plaintiffs point to the statements that Robinhood
offers “robust security tools” and that it maintains “the highest
security standards,” as well as the Financial Privacy Notice
which states that Robinhood uses “computer safeguards and
secured files and buildings.” Id. at 21 (citing Dkt. 10 9 14;
Dkt. 20-5 Ex. 5). Further, Plaintiffs contend that Plaintiffs
sufficiently allege economic loss. Id. at 29 (citing Dkt. 10 9
27-29).

*10 As stated on the record at the hearing, the Financial
Privacy Notice is the only document presented by the
Parties that may contain actionable, non-puffery statements.
The statements Plaintiffs point to in the Privacy Policy
and the 6 Commitments stating that Robinhood “take[s]
privacy and security seriously” and that they are “[d]edicated
to maintaining the highest security standards” are non-
actionable puffery. “[GJeneralized, vague and unspecified

assertions[ ] constitute[ ] mere puffery upon which a
reasonable consumer could not rely.” Glen Holly Entm't,
Inc. v. Tektronix Inc., 343 F.3d 1000, 1005 (9th Cir. 2003)
(internal quotation marks and citation omitted). A reasonable
consumer could not rely on these statements as “specific, non-
subjective guarantee[s].” In re Yahoo!, 2017 WL 3727318,
at *26. Additionally, while Plaintiffs reference the Financial
Privacy Notice in their opposition, as stated in Section [V.B.3,
there is no reference to this document in the FAC. See Dkt.
17 at 21. Plaintiffs have not met their burden of pleading
with particularity the basis of their CLRA claim. Because
this conclusion requires dismissal of Plaintiffs’ CLRA claim,
the Court need not address Defendants’ argument regarding
economic losses. Accordingly, Defendants’ motion to dismiss
Plaintiffs’ CLRA claim is GRANTED.

7. Right to Privacy Claim

“The California Constitution creates a privacy right that
protects individuals’ privacy from intrusion by private
parties.” In re Google Location History Litigation, 428 F.
Supp. 3d 185, 196 (N.D. Cal. 2019). To allege a violation
of California's constitutional right to privacy, a plaintiff
must allege “(1) a legally protected privacy interest; (2) a
reasonable expectation of privacy under the circumstances;
and (3) conduct by the defendant that amounts to a serious
invasion of the protected privacy interest.” Low v. LinkedIn
Corp., 900 F. Supp. 2d 1010, 1024 (N.D. Cal. 2012) (citing
Hill v. Nat'l Collegiate Athletic Ass'n, 7 Cal. 4th 1, 35-37,
26 Cal. Rptr. 2d 834, 865 P.2d 633 (1994)). The California
Supreme Court has explained that “[l]egally recognized
privacy interests are generally of two classes: (1) interests
in precluding the dissemination or misuse of sensitive
and confidential information (‘informational privacy’); and
(2) interests in making intimate personal decisions or
conducting personal activities without observation, intrusion,
or interference (‘autonomy privacy’).” Hill, 7 Cal. 4th at 35,
26 Cal. Rptr. 2d 834, 865 P.2d 633. Further, “[a]ctionable
invasions of privacy must be sufficiently serious in their
nature, scope, and actual or potential impact to constitute an
egregious breach of the social norms underlying the privacy
right.” Id. at 37, 26 Cal. Rptr. 2d 834, 865 P.2d 633.

Defendants contend that unauthorized access to Plaintiffs’
personal and financial information is not conduct by
Defendants for purposes of California's constitutional right to
privacy. Dkt. 15 at 30-31. Defendants further argue that even
if Plaintiffs could allege that Defendants were responsible for
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the unauthorized access, the unauthorized access does not rise
to the level of a violation of California's constitutional right
to privacy. /d.

The FAC alleges that Defendants’ conduct resulted in a
serious invasion of privacy due to the release of personal and
financial information “including but not limited to names,
social security numbers, dates of birth, mailing addresses,
telephone numbers, bank account numbers, details of income,
bank account balances, financial transaction histories, credit
histories, tax information, credit scores, cell phone and
mobile computing device location data, IP addresses, and
Wi-Fi network data.” Dkt. 10 9 85. As alleged, the Court
finds that Plaintiffs have adequately pleaded a claim for
invasion of privacy. The unauthorized access to Plaintiffs’
personal and financial information rises to the requisite level
of an egregious breach of social norms. See Richmond v.
Mission Bank, No. 1:14-cv-0184-JLT, 2015 WL 1637835,
at *4 (E.D. Cal. Apr. 13, 2015) (“[I]t is indisputable that
the disclosure of details regarding one's personal finances or
other financial information is a serious invasion of privacy.”)
(internal quotation marks and citation omitted). Accordingly,
Defendants’ motion to dismiss Plaintiffs’ invasion of privacy
claim is DENIED.

8. Unfair Competition Law (“UCL”) Claim

*11 The UCL creates a cause of action for business practices
that are: (1) unlawful; (2) unfair, or (3) fraudulent. Cal. Bus.
& Profs. Code § 17200. Each “prong” of the UCL provides
a separate and distinct theory of liability. Lozano v. AT &
T Wireless Servs., Inc., 504 F.3d 718, 731 (9th Cir. 2007).
Further, to have standing to pursue this claim, plaintiffs
must show that they “lost money or property” because of
Defendants’ conduct. Cal. Bus. & Prof. Code § 17204; see In
re Facebook, Inc., Consumer Privacy User Profile Litig., 402
F. Supp. 3d 767, 804 (N.D. Cal. 2019).

a. Standing

Defendants contend that Plaintiffs have no statutory standing
to assert the UCL claims, because their alleged losses are not
recoverable. Dkt. 15 at 31. Additionally, Defendants argue
that Plaintiffs cannot obtain restitution or injunctive relief.
1d. To establish standing for a UCL claim, “[a] plaintiff must
show he personally lost money or property because of his
own actual and reasonable reliance on the allegedly unlawful

business practices.” In re iPhone Application Litig., 844 F.
Supp. 2d 1040, 1071 (citing Kwikset Corp. v. Superior Court,
51 Cal.4th 310, 330, 120 Cal. Rptr. 3d 741, 246 P.3d 877
(2011)). However, there are “innumerable ways in which
economic injury from unfair competition may be shown.”
Kwikset Corp., 51 Cal.4th at 323, 120 Cal.Rptr.3d 741, 246
P.3d 877. For example, “[a] plaintiff may (1) surrender in
a transaction more, or acquire in a transaction less, than he
or she otherwise would have; (2) have a present or future
property interest diminished; (3) be deprived of money or
property to which he or she has a cognizable claim; or (4) be
required to enter into a transaction, costing money or property,
that would otherwise have been unnecessary.” /d. (citation
omitted).

Plaintiffs alleged that Mehta, Qian, and Furtado have all lost
thousands of dollars. Dkt. 10 4 27-29. Further, Plaintiffs
allege that they have also lost control over the use of their
identity, lost time, and future economic loss. /d. 99 21, 27-29,
93. Additionally, Plaintiffs allege that they “made these
above-market rate payments that they would not have made,
or would have paid less, but for Defendants’ representations.”
Id. 9 92. Thus, Plaintiffs have sufficiently alleged a loss of
money or property as a result of the UCL violation.

In their opposition, Plaintiffs state that they do not intend to
seek restitution under the UCL or FAL. Dkt. 17 at 30 n.2.
Plaintiffs allege that unauthorized user access is an “ongoing
dilemma” that “will continue into the future.” Dkt. 10 q
19. Further, Plaintiffs allege that “Robinhood has repeatedly
neglected to fully inform customers regarding the nature and
scope of security failures and unauthorized activity.” /d.
20. Plaintiffs face a “real and immediate threat” of future
injury. In re Yahoo!, 2017 WL 3727318, at *31 (citing City
of Los Angeles v. Lyons, 461 U.S. 95, 111, 103 S.Ct. 1660,
75 L.Ed.2d 675 (1983)). Accordingly, at this stage of the
litigation, Plaintiffs have adequately alleged standing to seek
injunctive relief under the UCL. As Plaintiffs have pleaded
their UCL claim under all three prongs, the Court will address
in turn whether Plaintiffs have sufficiently alleged a claim
under the UCL.

b. Unlawful Prong

“The unlawful prong of the UCL prohibits anything that
can properly be called a business practice and that at the
same time is forbidden by law.” In re iPhone Application
Litig., 844 F. Supp. 2d at 1072 (citing Cel-Tech Commc'ns,
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Inc. v. L.A. Cellular Tel. Co., 20 Cal.4th 163, 180, 83 Cal.
Rptr. 2d 548, 973 P.2d 527 (1999) (internal quotation marks
omitted)). Section 17200 of the Business and Professions
Code permits injured customers to “borrow” violations of
other laws and treat them as unfair competition that is
independently actionable. /d.

*12 Plaintiffs allege that Defendants engaged in unlawful
business practices in violation of the CCPA, CRA, CLRA,
California Constitution right to privacy, and negligence. Dkt.
17 at 28. The Court has already considered the adequacy
of Plaintiffs’ allegations as to the CCPA (Section IV.B.4),
CRA (Section IV.B.5), CLRA (Section IV.B.6), California
Constitution right to privacy (Section IV.B.7), and negligence
(Section IV.B.2). Accordingly, the Court must DISMISS any
claims based on violation of CRA and CLRA. See Sections
IV.B.5-IVB.6. On the other hand, Plaintiffs have stated a
UCL claim based on CCPA, California Constitution right
to privacy, and negligence, which the Court found to be
sufficient pleaded. See Sections IV.B.2, IV.B.4, IV.B.7. Thus,
Plaintiffs’ UCL claim survives to the extent it is based upon
the alleged violations of CCPA, California Constitution right
to privacy, and negligence, and Defendants’ motion to dismiss
is DENIED.

c. Unfair Prong

“The UCL also creates a cause of action for a business practice
that is ‘unfair’ even if not specifically proscribed by some
other law.” In re iPhone Application Litig., 844 F. Supp. 2d at
1072 (citing Korea Supply Co. v. Lockheed Martin Corp., 29
Cal.4th 1134, 1143, 131 Cal. Rptr. 2d 29, 63 P.3d 937 (2003)).
“The UCL does not define the term “unfair.” In fact, the proper
definition of ‘unfair’ conduct against consumers ‘is currently
in flux’ among California courts.” Hodsdon v. Mars, Inc., 891
F.3d 857, 866 (9th Cir. 2018) (quoting Davis v. HSBC Bank
Nev.,, N.A., 691 F.3d 1152, 1169 (9th Cir. 2012)). “Before
Cel-Tech, courts held that ‘unfair’ conduct occurs when that
practice ‘offends an established public policy or when the
practice is immoral, unethical, oppressive, unscrupulous or
substantially injurious to consumers.” ” Davis, 691 F.3d at
1169 (citing S. Bay Chevrolet v. Gen. Motors Acceptance
Corp.,72 Cal. App. 4th 861, 85 Cal. Rptr. 2d 301, 316 (1999)).
The balancing test in S. Bay Chevrolet requires the Court
to “weigh the utility of the defendant's conduct against the
gravity of the harm to the alleged victim.” Davis, 691 F.3d
at 1169 (internal quotation marks and citation omitted). In
Cel-Tech, the California Supreme Court established a more

concrete definition of “unfair,” defining it as “conduct that
threatens an incipient violation of an antitrust law, or violates
the policy or spirit of one of those laws because its effects
are comparable to or the same as a violation of the law, or
otherwise significantly threatens or harms competition.” 20
Cal. 4th at 187, 83 Cal. Rptr. 2d 548, 973 P.2d 527. Further,
“any finding of unfairness to competitors under section 17200
[must] be tethered to some legislatively declared policy or
proof of some actual or threatened impact on competition.”
Id. at 186-87, 83 Cal. Rptr. 2d 548, 973 P.2d 527. While the
Cel-Tech test did not apply to actions by consumers, “some
courts in California have extended the Cel-Tech definition to
consumer actions.” Davis, 691 F.3d at 1170.

Defendants argue that Plaintiffs’ claim under the unfair
prong fails, because Plaintiffs cannot adequately allege a
violation of California privacy laws. Dkt. 15 at 31. Plaintiffs
contend that Plaintiffs’ claim under the unfair prong is
“validly ‘tethered’ to the adequately pled violations of the
CCPA, CRA, California Constitution, and CLRA.” Dkt. 17
at 28. Further, Plaintiffs also argue that their allegations
are sufficient under the balancing test. /d. at 28-29, 26
Cal. Rptr. 2d 834, 865 P.2d 633. Specifically, Plaintiffs
argue that they adequately alleged that Robinhood's business
practices has caused injury to customers, “far greater than
any alleged countervailing benefit.” Id. At the motion to
dismiss stage, the Court cannot say that the benefits from
Robinhood's business practices of allegedly emphasizing
growth and profit over protecting their customers’ personal
and financial information and failing to implement industry-
standard security measures outweighs the harm. See In re
Google Assistant Privacy Litig., 457 F. Supp. 3d at 844; In re
iPhone Application Litig., 844 F. Supp. 2d at 1073 (“While
the benefits of Apple's conduct may ultimately outweigh the
harm to consumers, this is a factual determination that cannot
be made at this stage of the proceedings.”). Accordingly,
Defendants’ motion to dismiss on the unfair prong of the UCL
is DENIED.

d. Fraudulent Prong

*13 “In order to state a cause of action under the fraud
prong of the UCL, a plaintiff must show that members of the
public are likely to be deceived.” In re iPhone Application
Litig., 844 F. Supp. 2d at 1073 (citing Schnall v. Hertz Corp.,
78 Cal. App. 4th 1144, 1167, 93 Cal. Rptr. 2d 439 (2000)).
“The challenged conduct ‘is judged by the effect it would
have on a reasonable consumer.” > Davis, 691 F.3d at 1169
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(quoting Puentes v. Wells Fargo Home Mortg., Inc., 160 Cal.
App. 4th 638, 72 Cal. Rptr. 3d 903, 909 (2008)). Rule 9(b)’s
heightened pleading requirements apply to UCL claims under
this prong. Kearns v. Ford Motor Co., 567 F.3d 1120, 1125
(9th Cir. 2009). Thus, claims under this prong must allege
“an account of the time, place, and specific content of the
false representations as well as the identities of the parties
to the misrepresentations.” Swartz v. KPMG LLP, 476 F.3d
756, 764 (9th Cir. 2007) (internal quotation marks and citation
omitted).

Defendants make the same arguments for the fraud prong
that they make regarding Plaintiffs’ CLRA claim. See Section
IV.B.6. Here, Plaintiffs have not met their burden of pleading
with particularity the basis of their UCL claim under the
fraudulent prong. As stated in Section IV.B.6, the Financial
Privacy Notice is the only document presented by the Parties
that may contain actionable, non-puffery statements, which is
not referenced in the FAC. As alleged in the FAC, there are no
statements by which a reasonable consumer would be likely
to be deceived. Accordingly, Defendants’ motion to dismiss
on the fraudulent prong of the UCL is GRANTED.

9. False Advertising Law (“FAL”) Claim

California's False Advertising Law makes it unlawful for any
person to “induce the public to enter into any obligation”
based on a statement that is “untrue or misleading, and which
is known, or which by the exercise of reasonable care should
be known, to be untrue or misleading.” Cal. Bus. & Prof. Code
§ 17500. “Whether an advertisement is ‘misleading’” must be
judged by the effect it would have on a reasonable consumer.”
Davis, 691 F.3d at 1161-62 (citing Williams, 552 F.3d at 938).
“A reasonable consumer is the ordinary consumer acting
reasonably under the circumstances.” /d. at 1162 (internal
quotation marks and citation omitted). “In applying this test,
we are mindful that whether a business practice is deceptive
will usually be a question of fact not appropriate for decision
on a motion to dismiss.” /d. (citing Williams, 552 F.3d at 938)
(internal quotation marks omitted).

Defendants make similar arguments for the FAL claim that
they make regarding Plaintiffs’ UCL claim. See Section
IV.B.8. While Plaintiffs have adequately alleged a “real and
immediate threat” of injury from Defendants, Plaintiffs have
not met their burden of pleading with particularity the basis
of their FAL claim. Like Plaintiffs’ CLRA claim (Section
IV.B.6) and UCL claim under the fraudulent prong (Section
IV.B.8.d), the FAC does not reference the Financial Privacy
Notice. As alleged in the FAC, there are no statements by
which a reasonable consumer would have been misled to
enter into any obligation. Accordingly, Defendants’ motion to
dismiss Plaintiffs” FAL claim is GRANTED.

V. CONCLUSION

For the reasons stated above, the Court GRANTS IN PART
AND DENIES IN PART Defendants’ motion to dismiss
pursuant to Rule 12(b)(6). Specifically, Defendants’ motion
to dismiss Plaintiffs’ claims for negligence, violations of
the CCPA, constitutional right to privacy, and unlawful and
unfair prongs of the UCL are DENIED. Defendants’ motion
to dismiss Plaintiffs’ claims against Defendants for breach
of contract, violations of CRA, CLRA, fraudulent prong of
the UCL, and FAL are GRANTED WITH LEAVE TO
AMEND.

*14 Plaintiffs may file an amended complaint by May
20, 2021. Plaintiffs may not add new causes of action or
parties without leave of the Court or stipulation of the parties
pursuant to Federal Rule of Civil Procedure 15. Failure to cure
the defects identified by this Order will be subject to dismissal
with prejudice.

SO ORDERED.

All Citations
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IN RE: CAPITAL ONE CONSUMER
DATA SECURITY BREACH LITIGATION

This Document Relates to Consumer Cases

MDL No. 1:19md2915 (AJT/JFA)
I
Signed 06/25/2020

MEMORANDUM OPINION AND ORDER

Anthony J. Treaga, United States District Judge

*]1 Defendants Capital One Financial Corporation, Capital

One Bank (USA), N.A., and Capital One, N.A. (collectively,
“Capital One”) have filed Rule 72 Objections to Order
Granting Plaintiffs’ Motion to Compel Production of
Mandiant Report [Doc. 556], together with an accompanying
memorandum [Doc. 558] (sealed) (“Objections” or “Objs.”).
In its Objections, Capital One objects to the Memorandum
Opinion and Order dated May 26, 2020 [Doc. 490] (the
“Order”) entered by Magistrate Judge John Anderson,
granting Plaintiffs’ Motion to Compel Production of the
Mandiant Report [Doc. 412].

Upon plenary, de novo review of the Order, the Objections,
the memoranda in support thereof and in opposition thereto,
and for the reasons stated below, the Court concludes that the
Order is neither clearly erroneous nor contrary to law, and the
Objections are OVERRULED, the Order is AFFIRMED,
and Capital One will be ordered to produce the Mandiant
Report pursuant to the terms of the Protective Order entered
in this action.

I. BACKGROUND

After a de novo review of the record, the Court adopts the
factual findings set forth in the Order, summarized herein,
and makes such additional findings as reflected in this
Memorandum Opinion and Order:

On November 30, 2015, Capital One entered into a Master
Services Agreement (“MSA”) with FireEye, Inc., d/b/a
Mandiant (“Mandiant”). Under that MSA, Capital One,
and Mandiant entered into a series of Statements of Work
(“SOWs”), including a Statement of Work dated January 7,
2019 (the “2019 SOW”). A key purpose of the MSA and
SOWs was to ensure that, in the event of a cybersecurity
incident, Capital One could respond quickly. To that end,
the SOWs directed Mandiant to provide incident response
services, which are broadly characterized as computer
security incident response support; digital forensics, log,
and malware analysis support; and incident remediation
assistance. In addition, under the SOWs, Mandiant is to
provide a final report covering these issues and should one be
necessary, a written technical document outlining the results
and recommendations for remediation. Capital One paid
Mandiant for this work from a Capital One fund denominated
“business critical” expenses. [Doc. 416-3] at 13.

In July 2019, Capital One confirmed that it had experienced
a data breach, and on July 20, 2019, Capital One retained
the law firm Debevoise & Plimpton LLP (“Debevoise”) to
provide legal advice in connection with that incident. On
July 24, 2019, Capital One and Debevoise signed a Letter
Agreement with Mandiant under which Mandiant would
provide services and advice, “as directed by counsel,” in
the areas of (1) computer security incident response; (2)
digital forensics, log, and malware analysis; and (3) incident
remediation, reflecting the same scope of work Mandiant
had already agreed to provide under the MSA and SOWs.
The Letter Agreement also provided that Mandiant would
be paid based on the payment terms set out in the 2019
SOW, and “[1]ikewise, unless inconsistent with the terms of
this Letter, [Debevoise], [Capital One], and Mandiant will
abide by the applicable terms set forth in [the 2019 SOW]
and the [MSA],” dated November 30, 2015. On July 26,
2019, Capital One, Debevoise, and Mandiant executed an
Addendum to the Letter Agreement that purported to expand
the engagement to include “penetration testing of systems
and endpoints.” Unlike the MSA and prior SOWs, however,
the Letter Agreement provided that all work completed by
Mandiant was to be conducted at the direction of Debevoise
(not Capital One) and that any deliverables were to be
produced directly to Debevoise (not Capital One).

*2 On September 4, 2019, Mandiant issued its report
pursuant to the Letter Agreement and Addendum (the
“Report”). Initially, the Report was sent directly to Debevoise
and later, by Debevoise or at Debevoise’s direction, to Capital



In re Capital One Consumer Data Security Breach Litigation, Slip Copy (2020)

2020 WL 3470261

One’s legal department, its Board of Directors, its financial
regulators, its outside auditor, and dozens of Capital One
employees. Mandiant was paid for the services reflected in the
Report from a retainer Mandiant had already received from
Capital One under the 2019 SOW, and after that retainer had
been exhausted, with funds paid directly by Capital One from
its Cyber budget, which payments were later re-designated as
legal expenses.

On June 9, 2020, Capital One, pursuant to Federal Rule of
Civil Procedure 72, filed its Objections. The sole issue now
before the Court is whether the Report is entitled to work

product protection. !

As agreed, on June 12, 2020, Plaintiffs submitted
their response [Doc. 566] (“Opp.”); and on June
16, 2020, Capital One, who has waived a hearing
on the Objections [Doc. 555], submitted a reply
[Doc. 577] (“Reply”). Accordingly, the Objections
are ripe for review.

II. LEGAL STANDARD

A. Federal Rule of Civil Procedure 72(a)

Rule 72(a) permits a party to submit objections to a magistrate
judge’s ruling on non-dispositive matters such as discovery
orders. Fed. R. Civ. P. 72(a); see also 28 U.S.C. § 636(b)(1)

(A).

When presented with an objection under Rule 72, the district
court is to review the objected-to order under the “clearly
erroneous or contrary to law” standard. 28 U.S.C. § 636(b)
(1)(A); see Malletier v. Haute Diggity Dog, LLC, 2007 U.S.
Dist. LEXIS 14244, 2007 WL 676222, at *1 (E.D. Va. Feb.
28, 2007). The Fourth Circuit has held that the “clearly
erroneous” standard is deferential and that findings of fact
should be affirmed unless review of the entire record leaves
the reviewing court with “the definite and firm conviction
that a mistake has been committed.” Harman v. Levin, 772
F.2d 1150, 1153 (4th Cir. 1985) (citing United States v. U.S.
Gypsum Co., 333 U.S. 364, 395, 68 S.Ct. 525, 92 L.Ed. 746
(1948)). Meanwhile, a decision is considered “contrary to

LI I3

law” “when it fails to apply or misapplies relevant statutes,
case law, or rules of procedure.” Attard Industries, Inc. v.
U.S. Fire Ins. Co., 2010 U.S. Dist. LEXIS 80785, 2010 WL
3069799 at *1 (E.D. Va. Aug. 5, 2010) (citing DeFazio v.

Wallis, 459 F. Supp. 2d 159, 163 (E.D.N.Y. 2006)). And in this

respect, this Court has noted that for questions of law, “there
is no practical difference between review under Rule 72(a)’s
contrary to law standard and [a] de novo standard.” Bruce
v. Hartford, 21 F. Supp.3d 590, 594 (E.D. Va. 2014) (citing
Robinson v. Quicken Loans Inc., 2013 U.S. Dist. LEXIS
56210,2013 WL 1704839, at *3 (S.D. W.Va. Apr. 19, 2013)).

In its Objections, Capital One centrally claims that the
Magistrate Judge erred as a matter of law with respect to
its application of the applicable standard for determining
work product protection. Objs. at 12 (“The Magistrate Judge
misapplied the Fourth Circuit’s ‘because of’ standard”).
Although that application implicates underlying factual
findings, none of those facts appear to be materially disputed;
and Capital One’s challenge is, in substance, based on an issue
of law. The Court therefore reviews the Objections primarily

under the “contrary to law” standard. 2

In support of its Objections, Capital One has
produced two supplemental declarations, see Objs.,
Exs. A & B; and Plaintiffs challenge whether
Capital One can present and the Court should
consider new evidence at this point. The Court
concludes that it is not precluded from receiving
new evidence, see Harleysville Ins. Co. v. Holding
Funeral Home, Inc., 2017 U.S. Dist. LEXIS
76486, at *6, 2017 WL 2210520, at *2 (W.D.
Va. May 19, 2017) (citing United States v.
Frans, 697 F.2d 188, 191 n.3 (7th Cir. 1983)
(Rule 72(a) “do[es] not necessarily restrict district
court review of a magistrate’s findings” and the
district court may “receiv[e] additional evidence
or conduct[ ] a full review”), and has considered
the two recently-submitted declarations. However,
as Capital One admits, these declarations only
“clarify” the arguments previously raised before
the Magistrate Judge and do not introduce either
new issues or new arguments not raised below. See
Objs. at 3, n.2; see also Reply at 7 (“Regardless
of whether the Court considers the additional
evidence, it should still sustain” the Objections); id.
at 9 (“[While the facts detailed in the...declaration
sharpen and clarify some of the issues raised in the
[May 26 Order], none of the arguments Capital One
makes in its Rule 72 Objections relies solely on this
new material.”).
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In re Capital One Consumer Data Security Breach Litigation, Slip Copy (2020)

2020 WL 3470261

B. Work Product Protection

*3  Parties
nonprivileged matter that is relevant to any party’s claim or

may obtain discovery regarding any
defense and is proportional to the needs of the case. Fed. R.
Civ. P. 26(b)(1). However, a party may not ordinarily discover
documents “that are prepared in anticipation of litigation by
or for another party or its representative.” Fed. R. Civ. P. 26(b)

G)(A).

In determining whether a document was created in
anticipation of litigation, a court must decide if the document
was prepared “because of the prospect of litigation when the
preparer faces an actual claim or a potential claim following
an actual event or series of events that reasonably could
result in litigation.” Nat’l Union Fire Ins. Co. of Pittsburgh,
Pa. v. Murray Sheet Metal Co., 967 F.2d 980, 984 (4th Cir.
1992) (emphasis added). And where, as here, the relevant
document may be used for both litigation and business
purposes, the court must determine “the driving force behind
the preparation of” the requested document. /d. at 984. In
that connection, work product that would have otherwise
been produced “in the ordinary course of business” does not
receive work product immunity. Nat 'l Union, 967 F.2d at 984
(citing Goosman v. A. Duie Pyle, Inc., 320 F.2d 45, 52 (4th
Cir. 1963)).

In determining the “the driving force behind the preparation
of” a particular document, courts have applied what has
become known as the RL/ test, based on the pronouncements
in RLI Insurance Co. v. Conseco, Inc., 477 E. Supp. 2d 741,
748 (E.D. Va. 2007). Under the RLI test, a court focuses on
(1) whether the document at issue was created “when [the]
litigation is a real likelihood, [and not]...when that litigation
is merely a possibility[,]” RLI, 477 F. Supp. 2d at 748 (citing
Nat’l Union, 967 F.2d at 984); and (2) whether the document
would have been created in essentially the same form in
the absence of litigation, id. at 747 (citing United States v.
AdIlman, 134 F.3d 1194, 1195 (2d Cir. 1998) (citing Nat’l
Union, 967 F.2d at 984)). Ultimately, the party “claiming
the protection,” here Capital One, “bears the burden of
demonstrating the applicability of the work product doctrine.”
Solis v. Food Employers Labor Relations Ass 'n, 644 F.3d 221,
232 (4th Cir. 2011).

III. ANALYSIS

In its Objections, Capital One argues that the Magistrate
Judge erred as a matter of law because he: (1) applied
the second prong of the RLI test (whether the document
would have been created in essentially the same form absent
litigation) as part of the Fourth Circuit’s “driving force”
test; (2) relied too heavily on the “pre-existing SOW with
Mandiant” to conclude that Mandiant would have performed
essentially the same services as “described in the Letter
Agreement” with Debevoise; and (3) relied on subsequent
regulatory and business uses of the Report in determining that
the Report is not entitled work product protection. /d. at 7-8.
None of these contentions is availing.

As an initial matter, the Court notes that Capital One had
previously acknowledged that both prongs of the RLI test
applied in determining whether work product protection
exists for the Report. See [Doc. 435] at 10-11 (“To determine
whether a document was prepared ‘because of” the prospect
of litigation, this Court must first ask whether Capital One
‘face[d] an actual claim or a potential claim following an
actual event or series of events that reasonably could result
in litigation...[and] [t]he second prong of the Fourth Circuit’s
‘because of” inquiry asks whether the document ‘would not
have been prepared in substantially similar form but for
the prospect of that litigation.” ) (quoting E.I. Du Pont de
Nemours & Co. v. Kolon Indus., Inc., No. 3:09-cv-58, 2010
WL 1489966, at *3 (E.D. Va. Apr. 13, 2010) (quoting RLI,
477 F. Supp. 2d at 748)). Its current position -that the second
prong of the RLI test does not apply to the circumstances of
this case - is fundamentally at odds with its previous position;
and as a result, there is a substantial issue whether Plaintiff is
barred from taking that position at this point under the invited
error doctrine. See United States v. Ellis, 1999 U.S. App.
LEXIS 2690, at *16, 1999 WL 92568, at *4 (4th Cir. 1999)
(holding that even if the complained-of instructions below
were erroneous, defense counsel had invited their use and
cannot rely on that error as a basis for relief) (citing Wilson v.
Lindler, 8 F.3d 173, 175 (4th Cir. 1993) (en banc)).

*4 In any event, Capital One’s view that the second prong
of the RLI test does not apply in this case is misconceived.
In that regard, Capital One contends in substance that where,
as here, the work product documents are created only after
the prospect of litigation arises, see Objs. at 17, the “driving
force” test should not include the second prong of the RL/ test
and essentially ends in favor of protection upon determining,
as the Magistrate Judge did in this case, that the Report was
created in anticipation of litigation. But there is nothing in the
“driving force” test that suggests such a limiting gloss. The
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second prong of the RLI test captures one of the core inquiries
identified by the Fourth Circuit in National Union: whether
the work product would have otherwise been produced in
the ordinary course of business. Indeed, the Fourth Circuit in
Nat’l Union did not end its analysis upon determining that
a document was created in the presence of foreseeable and
likely litigation, but also considered whether the work product
would not have been prepared in substantially similar form
but for the prospect of litigation. See Nat’l Union, 967 F.2d
at 984. Capital One’s argument that the “driving force” test
must begin and end with whether litigation was foreseeable
ignores the substance of the test articulated in Nat’l Union.

As mentioned above, Capital One had previously embraced
the RLI test as properly reflecting the “because of” or “driving
force” standard announced in Nat’l Union; and other courts
have similarly concluded that the RLI test is an appropriate
formulation, as does the Court in this case. See, e.g., In re
Dominion Dental Servs. United States, 429 F. Supp. 3d 190,
192-94 (E.D. Va. 2019) (Nachmanoft, J.); In re Premera Blue
Cross Customer Data Sec. Breach Litig., 296 F. Supp. 3d
1230, 1245 (D. Or. 2017); see also Charles Alan Wright,
Arthur R. Miller, and Richard L. Marcus, 8 Federal Practice
& Procedure § 2024 (2d ed. 1994)) (“The ‘because of’
standard...considers the totality of the circumstances and
affords protection when it can fairly be said that the document
was created because of anticipated litigation, and would not
have been created in substantially similar form but for the
prospect of that litigation.”) (internal quotations and citations
omitted). Therefore, for the above reasons, the Magistrate
Judge was correct to apply both prongs of the RL/ test in
assessing Capital One’s assertion of work product protection.

In applying the RLI test, the Magistrate Judge determined
that the first prong was clearly satisfied, finding that “[t]here
is no question that at the time Mandiant began its ‘incident
response services’ in July 2019, there was a very real potential
that Capital One would be facing substantial claims following
its announcement of the data breach.” Order at 7. However,
as to the second prong of the RLI test, the Magistrate Judge
determined that Capital One failed to establish that the Report
would not have been prepared in substantially similar form
but for the prospect of that litigation. There appears to be
no dispute as to the Magistrate’s finding concerning the first
prong and, after de novo review, the Court concludes, after
considering the totality of the evidence, that the Magistrate
Judge properly applied the second prong in concluding that
the Report did not enjoy work product protection.

Capital One contends that the second prong of the RL/ test was
incorrectly applied as a matter of law because the Magistrate
Judge gave dispositive effect to the pre-existing SOW with
Mandiant, when in fact, at Debevoise’s instruction, Mandiant
changed the nature of its investigation, the scope of work,
and its purpose in anticipation of litigation; and as a result,
“Mandiant’s investigation and report would have been very
different if Capital One had engaged Mandiant to investigate
the Cyber Incident for business purposes” because, in that
scenario, “Mandiant’s investigation would have focused on

remediation.” Objs. at 18 (emphasis in original). 3

In this regard, Capital One suggests that a Mandiant
report produced at the direction of counsel would
pertain to “causation issues pertinent to legal
liability determinations.” Objs. at 18. But that
explanation does not sufficiently address how such
issues fall outside the scope of the 2019 SOW,
particularly since issues regarding causation and/or
legal liability are grounded in the facts Mandiant
was tasked with investigating under the 2019 SOW
as part of its incident response services.

*5 But that contention appears hollow in light of the
respective scope of services covered under the Letter

Agreement and the 2019 SOW,4 which are identical; and
the Addendum, [Redacted] see also Letter Agreement (stating
that “unless inconsistent with the terms of this Letter
[Agreement], Counsel [Debevoise], Client [Capital One] and
Mandiant will abide by the applicable terms set forth in the
SOW and Master Services Agreement between Mandiant
and Client dated November 30, 2015 ...”) and Addendum.
In fact, the primary difference between the 2019 SOW and
the Letter Agreement is a specific reference in the Letter
Agreement to the Cyber Incident and the role Debevoise
would play. In light of these similarities, the Magistrate Judge
found that the Report would have been, in the absence of
Debevoise’s involvement, likewise similar, particularly given
that the “only significant evidence that Capital One has
presented concerning the work Mandiant performed is that
the work was at the direction of outside counsel and that
the final report was initially delivered to outside counsel.”
Order at 8. Those findings were neither clearly erroneous
nor contrary to law. In short, no difference between what
Mandiant produced and what it would have produced in the
ordinary course of business absent Debevoise’s involvement
can be reasonably inferred from any differences in substance
between the 2019 SOW and Letter Agreement; and Capital


https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2011706977&pubNum=0004637&originatingDoc=I546fef60b77511eabb6d82c9ad959d07&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1992112257&pubNum=0000350&originatingDoc=I546fef60b77511eabb6d82c9ad959d07&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1992112257&pubNum=0000350&originatingDoc=I546fef60b77511eabb6d82c9ad959d07&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1992112257&pubNum=0000350&originatingDoc=I546fef60b77511eabb6d82c9ad959d07&refType=RP&fi=co_pp_sp_350_984&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_350_984 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1992112257&pubNum=0000350&originatingDoc=I546fef60b77511eabb6d82c9ad959d07&refType=RP&fi=co_pp_sp_350_984&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_350_984 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1992112257&pubNum=0000350&originatingDoc=I546fef60b77511eabb6d82c9ad959d07&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2011706977&pubNum=0004637&originatingDoc=I546fef60b77511eabb6d82c9ad959d07&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1992112257&pubNum=0000350&originatingDoc=I546fef60b77511eabb6d82c9ad959d07&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2011706977&pubNum=0004637&originatingDoc=I546fef60b77511eabb6d82c9ad959d07&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2050143159&pubNum=0007903&originatingDoc=I546fef60b77511eabb6d82c9ad959d07&refType=RP&fi=co_pp_sp_7903_192&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_7903_192 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2050143159&pubNum=0007903&originatingDoc=I546fef60b77511eabb6d82c9ad959d07&refType=RP&fi=co_pp_sp_7903_192&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_7903_192 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2050143159&pubNum=0007903&originatingDoc=I546fef60b77511eabb6d82c9ad959d07&refType=RP&fi=co_pp_sp_7903_192&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_7903_192 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2042973381&pubNum=0007903&originatingDoc=I546fef60b77511eabb6d82c9ad959d07&refType=RP&fi=co_pp_sp_7903_1245&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_7903_1245 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2042973381&pubNum=0007903&originatingDoc=I546fef60b77511eabb6d82c9ad959d07&refType=RP&fi=co_pp_sp_7903_1245&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_7903_1245 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2042973381&pubNum=0007903&originatingDoc=I546fef60b77511eabb6d82c9ad959d07&refType=RP&fi=co_pp_sp_7903_1245&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_7903_1245 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=0104842271&pubNum=0102228&originatingDoc=I546fef60b77511eabb6d82c9ad959d07&refType=TS&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=0104842271&pubNum=0102228&originatingDoc=I546fef60b77511eabb6d82c9ad959d07&refType=TS&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2011706977&pubNum=0004637&originatingDoc=I546fef60b77511eabb6d82c9ad959d07&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2011706977&pubNum=0004637&originatingDoc=I546fef60b77511eabb6d82c9ad959d07&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2011706977&pubNum=0004637&originatingDoc=I546fef60b77511eabb6d82c9ad959d07&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2011706977&pubNum=0004637&originatingDoc=I546fef60b77511eabb6d82c9ad959d07&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 

In re Capital One Consumer Data Security Breach Litigation, Slip Copy (2020)

2020 WL 3470261

One failed to produce evidence sufficient to establish any such

likely differences. 3

[Redacted]

In support of its position that the Report is
substantially different than what Mandiant would
have otherwise provided absent the prospect of
litigation and Debevoise’s involvement, Capital
One points to the relatively short and somewhat
conclusory internal report that Capital One’s Cyber
Organization team produced in response to the
Cyber Incident. [Doc. 558], Ex. 2 (under seal).
With this internal report as a backdrop, Capital
One cites cases finding work product privilege
where there were investigations parallel to counsel-
led investigations. But those cases indicate that a
parallel investigation was but one factor, among
others, in the court’s analysis and generally did not
discuss in any detail ~ow the parallel investigations
materially differed in form or substance from the
counsel investigation at issue. See, e.g., In re Target
Corp. Customer Data Sec. Breach Litig., 2015 U.S.
Dist. LEXIS 151974, 2015 WL 6777384, at *2 (D.
Minn. Oct. 23, 2015) (upholding company’s claim
of protection over third-party firm’s investigation
when a separate, non-privileged investigation had
been conducted to determine “how the breach
happened” but only after conducting an in camera
review); In re Experian Data Breach Litig., 2017
U.S. Dist. LEXIS 162891, 2017 WL 4325583,
at *2 (C.D. Cal. May 18, 2017)). More to the
point is that there is nothing in the record in
this case that would reasonably suggest that
this internal report reflects what Mandiant would
have produced absent Debevoise’s involvement.
And as the Magistrate Judge correctly concluded,
Capital One, who bears the burden, has not
provided sufficient evidence to explain whether
any parallel investigation by Mandiant would have
been substantially different in substance than the
counsel-led investigation at issue here. Order at 8.

*6 In support of its position that the Magistrate Judge
erred as a matter of law in applying the applicable test,
Capital One relies on the distinguishing features of two cases
denying work product protection to a Mandiant investigative
report: Premera and Dominion Dental. In Premera, Mandiant
was already conducting a “review [of] Premera’s data
management system” when it discovered the data breach

at issue, after which it continued its work in investigating
the breach; and the court found that Mandiant’s data breach
investigation was not protected as work product because
“[t]he only thing that appear[ed] to have changed involving
Mandiant was the identity of its direct supervisor, from
Premera to outside counsel.” /n re Premera, 296 F. Supp.
3d at 1245. In Dominion Dental, Mandiant’s company-client,
Mandiant, and the company’s outside counsel had entered
into an agreement to do the work done almost a year before
discovery of the underlying data breach; and that prior
agreement expressly contemplated that Mandiant’s work
would be conducted alongside outside counsel. Dominion
Dental, 429 F. Supp. 3d at 191.

None of the relied upon aspects of either Premera or
Dominion Dental dictates or suggests an opposite result in
this case. Although Mandiant did not provide any services
pertaining to the data breach incident in this case until after
it had entered into the Letter Agreement, unlike in Premera,
and the MSA and SOWs did not specifically mention working
with outside counsel, as in Dominion Dental, Capital One
failed to establish, like the companies in Premera and
Dominion Dental, that the report Mandiant would have
created for Capital One pursuant to its pre-data breach SOW
would not have been substantially the same in substance or
scope as the report Mandiant prepared for Debevoise. After
all, both contractual arrangements were virtually identical;
and based on the record in this case, it would be unreasonable
to think, given identical contractual obligations under the pre-
and post-data breach SOWs, that had Mandiant not provided
to Capital One through Debevoise all the information required
under the SOW concerning the breach, it would not have
provided that same “business critical” information directly
to Capital One in discharge of its obligations under the pre-
data breach MSA and SOW. In short, Capital One failed,
as did these other companies, to satisfy the “because of”
test. See In re Premera, 296 F. Supp. 3d at 1244 (“Premera
has not shown that...the documents would not have been
created in substantially similar form but for the prospect of
litigation™) (internal quotations omitted); Dominion Dental,
429 F. Supp. 3d at 194 (holding that, notwithstanding an
affidavit from the company that the Mandiant report would
not have been prepared in substantially similar form and may
not have been necessary at all without the threat of litigation,
Dominion Dental had not carried its burden after noting the
“almost identical” description of Mandiant’s services in the
statement of work prior to and after the data breach). Cf. In
re Experian Data Breach Litig., 2017 WL 4325583, at *2
(finding that a Mandiant report was entitled to work product
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protection because ‘“Mandiant’s previous work for Experian
was separate from the work it did for Experian regarding
this particular data breach,” while not addressing in detail
distinctions in the nature and scope of the pre-breach and post-
breach Mandiant engagements).

Nor did the Magistrate Judge improperly rely on the Mandiant

Report’s post-production distribution. ® As courts have
recognized, post-production disclosures are appropriately
probative of the purposes for which the work product was
initially produced. Cf. In re Experian Data Breach Litig.,
2017 WL 4325583, at *2 (“If the report was more relevant
to Experian’s internal investigation or remediation efforts,
as opposed to being relevant to defense of this litigation,
then the full report would have been given to that team.”).
Here, the Magistrate Judge referenced that distribution simply
to underscore Capital One’s business needs for a Mandiant
produced report, see Order at 8 (the distribution of the
Mandiant Report showed “that the results of an independent
investigation into the cause and the extent of the data breach
was significant for regulatory and business reasons”), not, as
Capital One contends, for the purpose of stripping away work

product protections from an otherwise protected document. 7
Objs. at 23. [Redacted] The Magistrate Judge did not commit
legal error when he referred to the Report’s post-production

disclosures. ®

That distribution was to approximately 50
employees, a “corporate governance office general
email box,” Capital One’s Board of Directors, and
“four different regulators and to Capital One’s

accountant.” Order at 4-5, 8.

Because the Court finds that the Report is not
protected work product, it does not address
Plaintiffs’ alternative positions that Capital One
waived protection over the Report or that the
Report must be disclosed pursuant to Federal Rule
of Civil Procedure 26(b)(3).

Capital One argues that the practical realities
created by the Order are “unworkable,” especially
for heavily-regulated companies like itself. Objs.
at 19. Specifically, Capital One contends that the
Order “incentivizes companies to either (a) forego
keeping an incident response vendor on retainer
or (b) hire a new, unfamiliar vendor to investigate
any incident from which litigation is expected
to result.” Id. at 19-20; Reply at 11. But that

contention ignores the alternatives available to
produce and protect work product, either through
different vendors, different scopes of work and/or
different investigation teams. See, e.g., Objs., Ex.
5 (Ben Kochman, Law360, It's Getting Harder To
Hide Consultants’ Data Breach Reports, available
at:  https://www.law360.com/articles/1279264?
scroll=1&related=1 (last accessed June 19, 2020)
(“[Michael] Phillips [chief claims officer at
the cybersecurity analytics company Arceo.ai]

agreed that [the Order] still ‘provides a road
map to preserving privilege in an investigation,’
if companies are careful to distinguish data
breach investigation reports as a distinct form
their
consultants. ‘Companies and their security partners

of communication with cybersecurity
should consider creating separate statements of
work for breach investigations,” Phillips said,
adding that ‘a company’s data breach investigation
process should look and feel different than typical
operations with a managed security provider.” ”’)).

*7 Insum, Capital One had determined that it had a business

critical need for certain information in connection with a
data breach incident, it had contracted with Mandiant to
provide that information directly to it in the event of a
data breach incident, and after the data breach incident at
issue in this action, Capital One then arranged to receive
through Debevoise the information it already had contracted
to receive directly from Mandiant. The Magistrate Judge, after
considering the totality of the evidence, properly concluded
that Capital One had not established that the Report was
protected work product; and the Order was neither clearly
erroneous nor contrary to law.

IV. CONCLUSION

For the foregoing reasons, after de novo review of the Order,
it is hereby

ORDERED that Capital One's Rule 72 Objections to
Order Granting Plaintiffs' Motion to Compel Production of
Mandiant Report [Doc. 556] be, and the same hereby are,
OVERRULED and the Magistrate Judge's Memorandum
Opinion and Order [Doc. 490], dated May 26, 2020, be, and
the same hereby is, AFFIRMED; and it is further
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In re Capital One Consumer Data Security Breach Litigation, Slip Copy (2020)
2020 WL 3470261

ORDERED that that Capital One provide forthwith a copy of
the Mandiant Report to Plaintiffs pursuant to the terms of the All Citations
Protective Order entered in this action.
Slip Copy, 2020 WL 3470261
The Clerk is directed to docket this Order in the lead case
(1:19md2915), as required per PTO-1.

End of Document © 2022 Thomson Reuters. No claim to original U.S. Government Works.
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Synopsis

Background: Client, who brought action for legal
malpractice, breach of fiduciary duty, and breach of contract
against his former law firm, after hacking incident at firm
resulted in release of his confidential information on the
Internet, moved to compel production of report produced
by external security-consulting firm, as well as mandate
to compel firm to provide more complete answers to
interrogatories.

Holdings: The District Court, James E. Boasberg, J., held
that:

[1] report was not protected by work-product doctrine;

[2] report was not protected by attorney-client privilege; and

[3] information relating to effect of cyberattack on firm's other
clients was relevant to client's action.

Motion granted.

Procedural Posture(s): Motion to Compel Discovery.

West Headnotes (13)

[1] Federal Civil Procedure ¢= Work Product
Privilege; Trial Preparation Materials

Privileged Communications and
Confidentiality @= Presumptions and burden
of proof

The party seeking to withhold a document under
either the work-product doctrine or the attorney-
client privilege bears the burden of showing that

2]

3]

[4]

[5]

the privilege applies. Fed. R. Civ. P. 26(b)(3)(A),
33(a)(2), 34(a).

1 Cases that cite this headnote

Federal Civil Procedure &= Work Product
Privilege; Trial Preparation Materials

To determine whether a document was prepared
in anticipation of litigation for purposes of a
work-product privilege analysis, courts apply the
“because of test,” asking whether, in light of the
nature of the document and the factual situation
in the particular case, the document can fairly be
said to have been prepared or obtained because
of the prospect of litigation. Fed. R. Civ. P. 26(b)

G)(A).

1 Cases that cite this headnote

Federal Civil Procedure &= Work Product
Privilege; Trial Preparation Materials

Where a document would have been created
in substantially similar form regardless of the
litigation, it fails the “because of” test, meaning
that work product protection is not available.
Fed. R. Civ. P. 26(b)(3)(A).

1 Cases that cite this headnote

Federal Civil Procedure &= Work Product
Privilege; Trial Preparation Materials

The work-product privilege has no applicability
to documents prepared by lawyers in the ordinary
course of business or for other nonlitigation
purposes. Fed. R. Civ. P. 26(b)(3)(A).

2 Cases that cite this headnote

Federal Civil Procedure ¢= Work Product
Privilege; Trial Preparation Materials

Report prepared by external security-consulting
firm, that was hired by law firm after hacking
incident at firm, was not protected by work-
product privilege in action for legal malpractice,
breach of fiduciary duty, and breach of contract
brought by former client whose confidential
information was released on Internet; firm
did not meet its burden to show that report,
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[6]

(7]

8]

or substantially similar document, would not
have been created in ordinary course of
business irrespective of litigation, discovering
how breach occurred was necessary business
function regardless of litigation or regulatory
inquiries, and fact that report was used for range
of non-litigation purposes reinforced notion that
it could not be fairly described as prepared in
anticipation of litigation. Fed. R. Civ. P. 26(b)(3)
(A).

1 Cases that cite this headnote

Privileged Communications and
Confidentiality &= Elements in general;
definition

Privileged Communications and
Confidentiality &= Distinguished from work
product

Distinct from the work-product privilege,
the “attorney-client privilege” protects a
confidential communication between attorney
and client if that communication was made
for the purpose of obtaining or providing legal
advice to the client.

1 Cases that cite this headnote

Privileged Communications and
Confidentiality &= Communications
Through or in Presence or Hearing of Others;
Communications with Third Parties

The attorney-client privilege can attach to reports
of'third parties made at the request of the attorney
or the client where the purpose of the report was
to put in usable form information obtained from
the client.

Privileged Communications and
Confidentiality = Communications
Through or in Presence or Hearing of Others;
Communications with Third Parties

The “Kovel doctrine,” under which attorney-
client privilege can attach to reports of third
parties made at request of attorney or client
where the purpose of the report was to put in
usable form information obtained from client,

191

[10]

[11]

must be applied narrowly lest the attorney-client
privilege be construed to engulf all manner of
services that should not be summarily excluded
from the adversary process.

Privileged Communications and
Confidentiality @= Distinguished from work
product

Privileged Communications and
Confidentiality = Absolute or qualified
privilege

Unlike work-product privilege, which may
be overcome by sufficient showing of need,
attorney-client privilege is absolute.

Privileged Communications and
Confidentiality é= Experts and professionals
in general

Report prepared by external security-consulting
firm, that was hired by law firm after
hacking incident at firm, was not protected
by attorney-client privilege in action for legal
malpractice, breach of fiduciary duty, and
breach of contract brought by former client
whose confidential information was released
on Internet; firm's true objective was gleaning
expertise in cybersecurity, not in obtaining legal
advice from its outside counsel, report was
shared with both staff and FBI, presumably
with an eye toward facilitating both entities’
further efforts at investigation and remediation,
external security-consulting firm was engaged
for immediate incident response and began its
work as attack was thought to still be ongoing,
and report included pages of specific remediation

advice.

Federal Civil Procedure ¢= Relevancy and
materiality

Federal Civil Procedure &= Particular
Subject Matters

Information relating to effect of cyberattack
on law firm's other clients was relevant to
former client's action for legal malpractice,
breach of fiduciary duty, and breach of
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contract arising from release of his confidential
information on Internet, and any concerns
about attorney-client privilege in regard to
could be
appropriate redactions in responsive documents,

other clients safeguarded with
and with tailored interrogatory answers, and thus
information was discoverable; scope of attack
was directly germane to central issue in case,
namely, sufficiency and reasonableness of firm's
cybersecurity. Fed. R. Civ. P. 26(b)(1), 33(a)(2),
34(a).

[12] Privileged Communications and
Confidentiality = Client information;
retainer and authority

Under the general rule, the attorney-client
privilege does not protect from disclosure the
identity of the client and the general purpose of
the work performed.

[13] Privileged Communications and
Confidentiality ¢= Client information;
retainer and authority

When a
intertwined with the client's confidences, the

client's identity is sufficiently

attorney-client privilege applies.
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*9 Ari Scott Casper, The Casper Firm, LLC, Baltimore, MD,
for Plaintiff.

Kali N. Bracey, Jessica Ring Amunson, Jenner & Block LLP,
Washington, DC, David P. Saunders, Pro Hac Vice, John R.
Storino, Leigh J. Jahnig, Jenner & Block LLP, Chicago, IL,
for Defendants.

MEMORANDUM OPINION

JAMES E. BOASBERG, United States District Judge

Malicious cyberattacks have unfortunately become a routine
part of our modern digital world. So have the lawsuits that

follow them, alleging, as this one does, that the hacked
institution failed to take sufficient precautions to protect the
plaintiff's data. During such litigation, disputes frequently
arise over whether documents generated by the defendant in
the wake of a data breach — e.g., forensic reports, analyses,
and internal communications — are privileged or instead
must be turned over in discovery. See, e.g., In re Dominion
Dental Servs. USA, Inc. Data Breach Litig., 429 F. Supp. 3d
190, 193-94 (E.D. Va. 2019) (citing cases). This Court now
adds its thoughts to the accumulating caselaw.

Plaintiff Guo Wengui has moved to compel Defendant Clark
Hill, PLC, his former law firm, to produce “all reports of
its forensic investigation into the cyberattack™ that led to the
public dissemination of Mr. Guo's confidential information.
See ECF No. 25-1 (Mot.) at 3; see generally Guo Wengui
v. Clark Hill, PLC, 440 F. Supp. 3d 30 (D.D.C. 2020)
(discussing Plaintiff's allegations). He also asks that the Court

mandate that Defendant provide more complete answers to
certain interrogatories regarding its investigation into the
hack. See Mot. at 3.

Clark Hill rejoins that it has turned over all relevant internally
generated materials and that the other documents Plaintiff
seeks, which were produced by external security-consulting
firm Duff & Phelps, are covered by both the attorney-client
and work-product privileges. See ECF No. 30-1 (Opp.) at
2. The firm points out that it did not hire Duff & Phelps;
instead, the consultants were retained by Defendant's outside
litigation counsel Musick, Peeler & Garrett to assist in MPG's
representation of Clark Hill and to help “prepare for litigation
stemming from the attack.” Id. The firm also refuses to answer
Plaintiff's interrogatories seeking “Clark Hill's understanding
of the facts or reasons why” the attack occurred, claiming that
“its ‘understanding’ of the progression of the ... incident is
based solely on the advice of outside counsel and consultants
retained by outside counsel” and is therefore privileged. See
ECF No. 29-4 (Defendant's Third Supplemental Interrogatory
Responses) at 13—14; see also id. at 19 (declining to answer
interrogatory regarding effect of attack “to the extent it calls
for knowledge that Clark Hill obtained as a result of its
consultations with outside counsel and consultants retained
by outside counsel”).

Separately, Clark Hill also maintains that it cannot respond
to Guo's additional requests for “information or documents
related to [its] clients other than Plaintiff” who may (or may
not) have been affected by the hack at issue, on the grounds


https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000600&cite=USFRCPR26&originatingDoc=I712c7980558a11eba7f5c3350fe353a8&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000600&cite=USFRCPR33&originatingDoc=I712c7980558a11eba7f5c3350fe353a8&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000600&cite=USFRCPR34&originatingDoc=I712c7980558a11eba7f5c3350fe353a8&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/311H/View.html?docGuid=I712c7980558a11eba7f5c3350fe353a8&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/311H/View.html?docGuid=I712c7980558a11eba7f5c3350fe353a8&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/311Hk146/View.html?docGuid=I712c7980558a11eba7f5c3350fe353a8&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/311Hk146/View.html?docGuid=I712c7980558a11eba7f5c3350fe353a8&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/311H/View.html?docGuid=I712c7980558a11eba7f5c3350fe353a8&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/311H/View.html?docGuid=I712c7980558a11eba7f5c3350fe353a8&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/311Hk146/View.html?docGuid=I712c7980558a11eba7f5c3350fe353a8&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Browse/Home/KeyNumber/311Hk146/View.html?docGuid=I712c7980558a11eba7f5c3350fe353a8&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=h&pubNum=176284&cite=0324745201&originatingDoc=I712c7980558a11eba7f5c3350fe353a8&refType=RQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=h&pubNum=176284&cite=0324927501&originatingDoc=I712c7980558a11eba7f5c3350fe353a8&refType=RQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=h&pubNum=176284&cite=0346750601&originatingDoc=I712c7980558a11eba7f5c3350fe353a8&refType=RQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=h&pubNum=176284&cite=0413080501&originatingDoc=I712c7980558a11eba7f5c3350fe353a8&refType=RQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=h&pubNum=176284&cite=0329202501&originatingDoc=I712c7980558a11eba7f5c3350fe353a8&refType=RQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=h&pubNum=176284&cite=0329202501&originatingDoc=I712c7980558a11eba7f5c3350fe353a8&refType=RQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=h&pubNum=176284&cite=0516414201&originatingDoc=I712c7980558a11eba7f5c3350fe353a8&refType=RQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=h&pubNum=176284&cite=0331284701&originatingDoc=I712c7980558a11eba7f5c3350fe353a8&refType=RQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2050143159&pubNum=0007903&originatingDoc=I712c7980558a11eba7f5c3350fe353a8&refType=RP&fi=co_pp_sp_7903_193&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_7903_193 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2050143159&pubNum=0007903&originatingDoc=I712c7980558a11eba7f5c3350fe353a8&refType=RP&fi=co_pp_sp_7903_193&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_7903_193 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2050143159&pubNum=0007903&originatingDoc=I712c7980558a11eba7f5c3350fe353a8&refType=RP&fi=co_pp_sp_7903_193&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_7903_193 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2050409943&pubNum=0007903&originatingDoc=I712c7980558a11eba7f5c3350fe353a8&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2050409943&pubNum=0007903&originatingDoc=I712c7980558a11eba7f5c3350fe353a8&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default) 

Guo Wengui v. Clark Hill, PLC, 338 F.R.D. 7 (2021)

that such information is both irrelevant and privileged. See
Opp. at 22-24.

For the reasons that follow, the Court finds that the
Duff & Phelps Report and associated materials are neither
protected work product nor attorney-client privileged. It
also concludes that Clark Hill must provide the documents
requested by Plaintiff regarding the cyberattack's effect on
other firm clients, subject to appropriate redactions. The
Court, accordingly, will grant Plaintiff's Motion to Compel.

*10 I. Legal Standard

[1] Rule 37 of the Federal Rules of Civil Procedure entitles
parties to “move for an order compelling an answer [or]
production” if, among other things, “a party fails to answer an
interrogatory submitted under Rule 33” or “fails to produce
documents ... requested under Rule 34.” Both interrogatories
under Rule 33 and document requests under Rule 34 “may
relate to any matter that may be inquired into under Rule
26(b).” Fed. R. Civ. P. 33(a)(2); see Fed. R. Civ. P. 34(a)
(“A party may serve on any other party a request within
the scope of Rule 26(b) ....”). Rule 26(b)(1), in turn, sets
the “scope of discovery ... as follows: Parties may obtain
discovery regarding any nonprivileged matter that is relevant
to any party's claim or defense and proportional to the
needs of the case.” The main question here is whether
material concerning the “matter” that Plaintiff has requested
in discovery is privileged under either the work-product
doctrine or the attorney-client privilege. For both, the party
seeking to withhold a document — here, Clark Hill — bears
the burden of showing that the privilege applies. See FTC v.
TRW, Inc., 628 F.2d 207,213 (D.C. Cir. 1980) (attorney-client
privilege); United States v. ISS Marine Servs., Inc., 905 F.
Supp. 2d 121, 134 (D.D.C. 2012) (work-product privilege).

I1. Analysis
The Court first addresses the Duff & Phelps Report under each
of the two privileges; it then analyzes whether Clark Hill must
turn over documents related to the cyberattack's effect on its
other clients.

A. Duff & Phelps Report

1. Work-Product Privilege

21 3]

work-product privilege, under which, “[o]rdinarily, a party

[4] Rule 26 codifies what is known as the

may not discover documents and tangible things that are
prepared in anticipation of litigation ... by or for another
party or its representative (including the other party's attorney,
or agent).” Fed R. Civ. P. 26(b)(3)(A). To

determine whether a document was “prepared in anticipation

consultant, ...

of litigation,” courts in this circuit apply the “because of” test,
asking “whether, in light of the nature of the document and
the factual situation in the particular case, the document can
fairly be said to have been prepared or obtained because of
the prospect of litigation.” United States v. Deloitte LLP, 610
F.3d 129, 137 (D.C. Cir. 2010) (emphasis added) (citation
omitted). “Where a document would have been created ‘in

substantially similar form’ regardless of the litigation,” it
fails that test, meaning that “work product protection is not
available.” FTC v. Boehringer Ingelheim Pharms., Inc., 778
F.3d 142, 149 (D.C. Cir. 2015) (quoting Deloitte, 610 F.3d
at 138). For that reason, “the privilege has no applicability

to documents prepared by lawyers in the ordinary course of
business or for other nonlitigation purposes.” In re Sealed
Case, 146 F.3d 881, 887 (D.C. Cir. 1998) (citation and internal
quotation marks omitted); see also Banneker Ventures, LLC v.
Graham, 253 F. Supp. 3d 64, 72 (D.D.C. 2017) (“Documents
that would have been created in the ordinary course of

business irrespective of litigation are not protected by the
work-product doctrine.”) (cleaned up); United States v.
Adlman, 134 F.3d 1194, 1204 (2d Cir. 1998) (“If the district
court concludes that substantially the same [document] would
have been prepared in any event — as part of the ordinary
course of business ... — then the court should conclude [it]
was not prepared because of ... litigation.”).

[S] In light of the record before the Court, including the
Duff & Phelps Report itself (which the Court has reviewed
in camera), Clark Hill has not met its burden to show
that the Report, or a substantially similar document, “would
[not] have been created in the ordinary course of business
irrespective of litigation.” Banneker Ventures, 253 F. Supp. 3d

at 72. For many organizations, surely among them law firms
that handle sensitive materials, “discovering how [a cyber]
breach occurred [is] a necessary business function regardless
of litigation or regulatory inquiries. [There is a] need[ ] to
conduct an investigation ... in order to figure out the problem
that allowed the breach to occur so that [the organization]
[can] solve that problem and ensure such a breach [cannot]
happen again.” *11 Dominion Dental, 429 F. Supp. 3d at
193 (quoting In re Premera Blue Cross Customer Data Sec.
Breach Litig. (Premera I), 296 F. Supp. 3d 1230, 1245-
46 (D. Or. 2017)). It is therefore more likely than not, if
not “highly likely[,] that [Clark Hill] would have conducted
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[an] investigation™ into the attack's cause, nature, and effect
“irrespective of the prospect of litigation.” ISS Marine Servs.,

905 F. Supp. 2d at 137. From the Court's in camera review, it
is clear that the Duff & Phelps Report summarizes the findings
of such an investigation, and that “substantially the same
[document] would have been prepared in any event ... as part
of the ordinary course of [Defendant's] business.” Adlman,
134 F.3d at 1204.

Defendant, notably, does not seem to quarrel with this general
thesis. Instead, it offers a more nuanced position, arguing
that the Report qualifies as being prepared in anticipation
of litigation because it was the result of only one half of a
“two-tracked investigation of the incident.” Opp. at 2. On one
track, Clark Hill's usual cybersecurity vendor, called eSentire,
worked “to investigate and remediate the attack™ so as to
preserve “business continuity.” Id.; see also id. at 5 (“Over
the ... several weeks [after the attack], Clark Hill engaged
with ... eSentire ... to ascertain the nature and remediate
the effects of the attack.”). Clark Hill points out that it has
disclosed documents related to eSentire's work. Id. at 2. On
a “separate track from the eSentire work,” Defendant insists,
was Duff & Phelps, retained by MPG “for the sole purpose
of assisting [the firm] in gathering information necessary to
render timely legal advice.” ECF No. 29-17 (Engagement
Letter from MPG) at 1; see also ECF No. 29-16 (Engagement
Letter from Duff & Phelps) at ECF p. 1.

In other words, Clark Hill claims, citing In re Target Corp.

sworn statement averring that eSentire conducted a separate
“investigation” with the purpose of “learn[ing] how the
breach happened” or facilitating an “appropriate[ |” response.
Target, 2015 WL 6777384, at *2. The closest it comes is
an equivocal statement by Eric Rouseau, its Director of
Information Security, that “[b]ecause of eSentire's work,
Clark Hill did not need the Duff & Phelps report for business
continuity.” ECF No. 29-29 (Declaration of Eric Rouseau),
9 4. That is not the same as stating that eSentire conducted
its own inquiry to (in the words of Defendant's brief) help
Clark Hill “ascertain the nature and remediate the effects
of the attack.” Opp. at 5. On the contrary, Defendant's own
interrogatory answers state that “its understanding of the
progression of the September 12, 2017 cyber-incident is
based solely on the advice of outside counsel and consultants
retained by outside counsel.” Def.’s 3d Suppl. Interrog.
Resps. at 13—-14 (emphasis added) (internal quotation marks
omitted); see also ECF No. 25-6 (Defendant's Second
Supplemental Interrogatory Responses) at 17-18 (earlier
interrogatory answer stating that “any belief held by Clark
Hill regarding the cause or origination of the cyber-incident is
the result of discussions with outside counsel and consultants
retained by outside counsel”) (emphasis added). Consistent
with those answers, there is no evidence that eSentire ever
produced any findings, let alone a comprehensive report like
the one produced by Duff & Phelps, about “the problem
that allowed the breach to occur” or any recommendations
to “ensure *12 such a breach [cannot] happen again.” In
re Premera Blue Cross Customer Data Sec. Breach Litig.

Customer Data Sec. Breach Litig., MDL No. 14-2522, 2015
WL 6777384, at *2-3 (D. Minn. Oct. 23, 2015), that it had
one “ordinary-course investigation” by eSentire “set up so

that [it] could learn how the breach happened and ... respond
to it appropriately” — which did not result in protected
work product — while it also engaged a “separate team”
to “inform[ ] [its] counsel about the breach so that [they]
could provide ... legal advice and prepare to defend the
company in litigation.” Id. (finding “information generated
along [the latter] track” to be protected work product). Under
the Target court's approach, the latter investigation and report
would apparently not have existed but for the prospect of
litigation, even as the other report would have been prepared
“in the ordinary course of business.” In re Sealed Case, 146
F.3d at 887 (citation omitted). Ergo, says Clark Hill, it has
appropriately disclosed eSentire's work and held on to Duff
& Phelps's.

The problem for the defense here is that its two-track
story finds little support in the record. The firm offers no

(Premera II), 329 F.R.D. 656, 666 (D. Or. 2019); see also
Premera I, 296 F. Supp. 3d at 1245 (“This situation is
unlike the Target data breach case .... [There,] the company
performed its own independent data breach investigation that
was produced in discovery.”) (emphasis added); Dominion
Dental, 429 F. Supp. 3d at 195 (“Here, defendants have
presented no evidence of a two-track investigation. The ...

report [at issue] appears to be the only report commissioned
by defendants in connection with the data breach at issue.”).

The record instead suggests that on September 14, 2017,
two days after the cyberattack began, Clark Hill turned to
Duff & Phelps instead of, rather than separate from or in
addition to, eSentire, to do the necessary investigative work.
The firm has pointed to no documents reflecting eSentire's
doing investigative or remedial work after September 14,
even though, from all indications, the attack was potentially
still ongoing and the firm did not yet have a full understanding
of its cause or scope. See ECF No. 38-1 at ECF p. 1
(September 13 email from eSentire providing “not necessarily
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complete” timeline of attack and noting that network “may
be compromised”); ECF No. 38 (eSentire-produced “Event
Timeline” showing potential suspicious activity continuing
on September 14); ECF No. 25-3 at 1 (letter from Clark
Hill's General Counsel dated September 19 stating that
firm's “investigation regarding the nature and extent of the
cyberattack [was] continuing”). And at precisely the time the
“trail essentially goes cold” as to eSentire's work, see ECF No.
33 (Reply) at 10, Duff & Phelps's began: Rouseau reported
that at 1:30 p.m. on the 14th, he “[s]poke with Duff and Phelps
to request help with incident” and that the “Duff and Phelps
team arrive[d] on-site and beg[an] investigation” at 11:45
p.m. that evening. See ECF No. 38 at ECF p. 3. Internal emails
also show that Rouseau and Clark Hill's General Counsel,
Edward Hood, held a call the morning of the 15th with Duff &
Phelps employees, referring to them as “the incident response
team.” ECF No. 41-1 at ECF p. 2. The Report confirms this
timeline of Duff & Phelps's involvement.

There is more. Hood himself admits that the Report was
shared not just with outside and in-house counsel, but also
with “select members of Clark Hill's leadership and IT team.”
Opp. at 6 (citing ECF No. 29-27 (Declaration of Edward J.
Hood), 44/ 5-6). Hood further avers that the Report was used
to “assist[ ] [Clark Hill] in connection with managing any
issues, including” — but notably not limited to — “potential
litigation ... related to the ... cyber incident.” Hood Decl., q 6
(emphasis added). Defendant also shared the report with the
FBI “as part of the FBI's investigation of the cyber incident.”
Id. The Report was probably shared this widely, as Plaintiffs
persuasively argue, because it “was the one place where
[Defendant] recorded the facts” of what had transpired. See
Reply at 10. There was no comparable eSentire document.
The Report itself, moreover, reveals yet other ways in which
Duff & Phelps worked with persons beyond MPG or Clark
Hill to help the firm respond to and manage the breach.

The fact that “the [R]eport was used for a range of non-
litigation purposes” reinforces the notion that it cannot be
fairly described as prepared in anticipation of litigation.
Dominion Dental, 429 F. Supp. 3d at 194; compare id.

at 195 (“[Iln Experian, the full report was withheld from
defendants’ incident response team. Here, defendants have
not represented that the full report was withheld from them.”),
with In re Experian Data Breach Litig., No. 15-1592, 2017
WL 4325583, at *2 (C.D. Cal. May 18, 2017) (concluding
forensic report was work product) (“If the report was more

relevant to Experian's internal investigation or remediation
efforts, as opposed to being relevant to defense of this

litigation, then the full report would have been given to that
team.”); see also In re Capital One Consumer Data Sec.
Breach Litig., No. 19-2915, 2020 WL 2731238, at *5 (E.D.
Va. May 26, 2020) (rejecting work-product protection for

forensic report “used by Capital One for various business and
regulatory purposes”), aff'd, No. 19-2915, 2020 WL 3470261
(E.D. Va. June 25, 2020).

*13 In sum, although engagement letters dated September
14 state that Clark Hill hired MPG in anticipation of litigation
and that, on the same day, MPG in turn retained Duff &
Phelps, Duff & Phelps's role seems to have been far broader
than merely assisting outside counsel in preparation for
litigation. Although Clark Hill papered the arrangement using
its attorneys, that approach “appears to [have been] designed
to help shield material from disclosure” and is not sufficient in
itself to provide work-product protection. Dominion Dental,
429 F. Supp. 3d at 194 (finding defendant's “conclusory
statement” in affidavit that report was prepared in anticipation
of litigation “rebutted by extensive evidence in the record”);
Premera II, 329 F.R.D. 656, 666 (D. Or. 2019) (concluding
that defendant “cannot shield [consultant forensic work] from
discovery by delegating [its] supervision to counsel”); see
also Allied Irish Banks v. Bank of Am., N.A., 240 F.R.D.
96, 99 (S.D.N.Y. 2007) (“That [the plaintiff] hired a law
firm to ‘assist’ in the investigation is of no moment.... A

party may not insulate itself from discovery by hiring an
attorney to conduct an investigation that otherwise would not
be accorded work product protection.”) (cleaned up).

At a minimum, it is Clark Hill's burden to demonstrate that a
substantially similar document to the Duff & Phelps Report
would not have been produced in the absence of litigation, and
it has fallen well short of doing so. Both the Report and related
materials (referred to by Defendant as “Expert Materials,”
Opp. at 11) are accordingly not protected work product.

2. Attorney-Client Privilege

[6] [7] Distinct
the attorney-client

from the work-product
“a confidential
if that

communication was made for the purpose of obtaining or

privilege protects
communication between attorney and client

providing legal advice to the client.” In re Kellogg Brown
& Root, Inc., 756 F.3d 754, 757 (D.C. Cir. 2014). The
Duff & Phelps Report does not exactly fit within that
canonical formulation, as it is not a communication between

an attorney and a client, but rather one between an attorney

privilege,
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and an outside consultant hired by the attorney. See In re
Sealed Case, 676 F.2d 793, 809 (D.C. Cir. 1982) (stating
that generally, “communications that do not involve both
attorney and client ... are unprotected”). Although Defendant
is not explicit, its unstated argument seems clear enough: the
privilege also “can attach to reports of third parties made at
the request of the attorney or the client where the purpose
of the report was to put in usable form information obtained
from the client.” TRW, 628 F.2d at 212 (citing United States
v. Kovel, 296 F.2d 918 (2d Cir. 1961)). The classic example
is a report by an accountant who, like a translator, takes the
client's tax or financial information and makes it digestible to
the attorney. Id. Clark Hill's argument, then, is that the Duff
& Phelps Report qualifies as privileged per this doctrine.

[8] [9] It does not. As the Circuit has explained, the Kovel

doctrine must be applied narrowly “lest the privilege be
construed to engulf ‘all manner of services’ that should not
be summarily excluded from the adversary process.” Linde
Thomson Langworthy Kohn & Van Dyke, P.C. v. Resolution
Tr. Corp., 5 F.3d 1508, 151415 (D.C. Cir. 1993) (quoting
TRW, 628 F.2d at 212); see also In re Lindsey, 158 F.3d
1263, 1272 (D.C. Cir. 1998) (“The attorney-client privilege
must be strictly confined within the narrowest possible limits

consistent with the logic of its principle.”) (cleaned up).
After all, unlike the work-product privilege, which may be
overcome by a sufficient showing of need, the attorney-client
privilege is absolute. To that end, the Kovel court itself made

clear that, for instance, “if the advice sought [by the client] is
the accountant's rather than the lawyer's, no privilege exists”
over the accountant's report. Kovel, 296 F.2d at 922; see also
TRW, 628 F.2d at 212 (same).

[10] From the factual record discussed above and the Report
itself, the Court concludes that Clark Hill's true objective
was gleaning Duff & Phelps's expertise in cybersecurity,
not in “obtaining legal advice from [its] lawyer.” Linde
Thomson, 5 F.3d at 1514 (quoting TRW, 628 F.2d at 212).
At a minimum, Defendant has not demonstrated that the

opposite is true. Duff & Phelps undertook a full investigation
— the only one *14 apparently commissioned by Clark Hill
— with the goal of determining how the attack happened
and what information was exfiltrated. The Report provides
not only a summary of the firm's findings, but also pages
of specific recommendations on how Clark Hill should
tighten its cybersecurity. And it was shared with both Clark
Hill IT staff and the FBI, presumably with an eye toward
facilitating both entities’ further efforts at investigation and
remediation. (Because the Court finds the Report not subject

to attorney-client privilege, it does not address Plaintiff's
separate argument that Defendant waived the privilege by
disclosing the Report to the FBI. See Reply at 17-21.)

The firm points to only one case, the Target decision, that
has applied the attorney-client privilege to a similar forensic
report, and that non-binding decision (even assuming it is
correct) is distinguishable in at least three ways. First, as
discussed above, Target had a two-track approach, with one
track a concededly “non-privileged investigation .... set up
so that Target ... could learn how the breach happened
respond to it appropriately.” 2015 WL 6777384, at

*2. Assuming that investigation was sufficient for Target's

and ...

business purposes, it is much easier to view the other as
aimed at facilitating effective legal representation. Second,
and relatedly, there is no indication that the Target report
was shared as widely for non-legal purposes as the Duff &
Phelps Report. Third, the Target court specifically noted that
the relevant investigation and report were not “focused ... on
remediation of the breach.” Id. at *3. Here, Duff & Phelps was
apparently engaged for immediate “incident response” and
began its work as the attack was thought to still be ongoing.
Its Report, moreover, includes pages of specific remediation
advice.

For the foregoing reasons, the Duff & Phelps Report and
associated materials are not privileged and must be disclosed,
and the related interrogatories must be answered.

B. Other Clark Hill Clients
Defendant separately resists Plaintiff's discovery requests for

information relating to the effect of the cyberattack on firm
clients other than Guo himself. See Opp. at 22-24. For
instance, Plaintiff has served a request for production seeking
“[a]ll documents reflecting that the ‘hacking’ ... resulted in
a third party's obtaining ... information, data, or material
regarding any Clark Hill client other than or in addition to
plaintiff.” ECF No. 29-18 (March 11 RFP), q 18. Clark Hill
claims that this sort of information is both irrelevant and
privileged. See Opp. at 22-23. Here, too, the Court will
grant Plaintiff's Motion to Compel: the information is clearly
relevant, and appropriate redactions can assuage any privilege
or privacy concerns.

[11] As to relevance, the scope of the attack is directly
germane to a central issue in the case — namely, in
Defendant's own words, “the sufficiency and reasonableness
of Clark Hill's cybersecurity in September 2017.” Id. at
23. One easily conjured example: if the attack was largely
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focused on Plaintiff, that might suggest that a reasonable
custodian of his documents should have been aware that he in
particular was a target and should thus have taken appropriate
special precautions. If the attack, conversely, was more of
a fishing expedition aimed at a wide swath of the firm's
closely held information, that might suggest the opposite.
Or perhaps, if the attack was indeed broad, one could argue
that a reasonably prudent custodian should have detected it
sooner. In short, the sort of information Plaintiff seeks is
directly relevant; and even if it were not, there is a “reasonable
likelihood that allowing discovery of the[se] documents will
lead to discovery of [other] evidence [that is] relevant,” which
renders them discoverable under Rule 26. Food Lion, Inc. v.
United Food & Commercial Workers Int'l Union, AFL-CIO-
CLC, 103 F.3d 1007, 1013 (D.C. Cir. 1997).

[12] [13] The firm also contends that it cannot fully answer

interrogatories or turn over documents relating to the hack's
effect on its other clients because doing so would reveal that
it represents those individuals, and the fact of representation
itself is attorney-client privileged. See Opp. at 3, 24. That
does not quite state the law accurately. As this Court has
previously explained, “Under the general rule, the attorney-
client privilege does not protect from disclosure the identity
*15 of the client ... and the general purpose of the work

performed.” Cause of Action Inst. v. U.S. Dep't of Justice,
330 F. Supp. 3d 336, 350 (D.D.C. 2018) (citation and
internal quotation marks omitted). On the other hand, “when
a client's identity is sufficiently intertwined with the client's
confidences,” the privilege does apply. Id. (cleaned up and
citations omitted). At this point, Defendant (which bears the
burden to demonstrate that the privilege applies) has given

the Court no way of knowing whether the latter situation is
applicable to any documents at issue.

That said, however, privilege is not the only consideration
here. Discovery must be both “relevant” and “proportional
to the needs of the case,” Fed. R. Civ. P. 26(b)(1), and
the Court doubts that the precise identity of any Clark
Hill client is relevant to the issues here. To the extent
that it is, its germaneness is likely weak enough to be
outweighed by the clients’ privacy interests. See Henson v.
Turn, Inc., No. 15-1497, 2018 WL 5281629, at *5 (N.D. Cal.
Oct. 22, 2018) (“Courts and commentators have recognized
that privacy interests can be a consideration in evaluating
proportionality ....”). It thus seems to the Court that Defendant
can fully safeguard the identity of its clients and any of
their confidences, if applicable, with appropriate redactions
in responsive documents and with tailored interrogatory
answers. There is no basis, however, for its blanket refusal to
respond to Plaintiff's requests for production, and the Court
will grant the Motion to Compel that discovery subject to
appropriate redactions.

II1. Conclusion

For the foregoing reasons, the Court will grant Plaintiff's
Motion to Compel. A contemporaneous Order so stating will
issue this day.

All Citations
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COMMISSIONERS: Lina M. Khan, Chair
Noah Joshua Phillips
Rebecca Kelly Slaughter
Christine S. Wilson
Alvaro M. Bedoya

In the Matter of DECISION AND ORDER

DRIZLY, LLC, a Limited Liability Company, DOCKET NO.

and

JAMES CORY RELLAS, individually, and as an
officer of DRIZLY, LLC.

DECISION

The Federal Trade Commission (“Commission”) initiated an investigation of certain acts
and practices of the Respondents named in the caption. The Commission’s Bureau of Consumer
Protection (“BCP”) prepared and furnished to Respondents a draft Complaint. BCP proposed to
present the draft Complaint to the Commission for its consideration. Ifissued by the
Commission, the draft Complaint would charge the Respondents with violations of the Federal
Trade Commission Act, 15 U.S.C. § 45(a)(1).

Respondents and BCP thereafter executed an Agreement Containing Consent Order
(“Consent Agreement”). The Consent Agreement includes: (1) statements by Respondents that
they neither admit nor deny any of the allegations in the draft Complaint, except as specifically
stated in this Decision and Order, and that only for purposes of this action, they admit the facts
necessary to establish jurisdiction; and (2) waivers and other provisions as required by the
Commission’s Rules.

The Commission considered the matter and determined that it had reason to believe that
Respondents have violated the Federal Trade Commission Act, and that a Complaint should
issue stating its charges in that respect. The Commission accepted the executed Consent
Agreement and placed it on the public record for a period of 30 days for the receipt and
consideration of public comments. The Commission duly considered any comments received
from interested persons pursuant to Section 2.34 of its Rules, 16 C.F.R. § 2.34. Now, in further
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conformity with the procedure prescribed in Rule 2.34, the Commission issues its Complaint,
makes the following Findings, and issues the following Order:

I.

Findings
The Respondents are:

a. Respondent Drizly, LLC (“Drizly”), a Delaware Limited Liability
Company with its principal office or place of business at 501 Boylston
Street, Boston, MA 02216.

b. Respondent James Cory Rellas, an officer of Corporate Respondent,
Drizly, LLC. Individually or in concert with others, he formulates, directs,
or controls the policies, acts, or practices of Drizly, LLC. His principal
office or place of business is the same as that of Drizly, LLC.

2. The Commission has jurisdiction over the subject matter of this proceeding and over

Respondents, and the proceeding is in the public interest.
ORDER

Definitions

For purposes of this Order, the following definitions apply:

1.

“Covered Business” means: (1) Corporate Respondent; and (2) any business that
Corporate Respondent controls, directly or indirectly.

“Corporate Respondent” means Drizly, LLC, and its successors and assigns.

“Covered Incident” means any incident that results in a Covered Business notifying,
pursuant to a statutory or regulatory requirement, any U.S. federal, state, or local
government entity that information of or about an individual consumer was, or is
reasonably believed to have been, accessed, acquired, or publicly exposed without
authorization.

“Covered Information” means information from or about an individual consumer,
including: (a) a first and last name; (b) a home or physical address; (c) an email address
or other online contact information, such as an instant messaging user identifier or a
screen name; (d) a mobile or other telephone number; () a driver’s license or other
government-issued identification number; (f) date of birth; (g) Geolocation information
sufficient to identify street name and name of a city or town; (h) credit or debit card
information (including a partial credit or debit card number); (i) User identifier, or other
persistent identifier that can be used to recognize a User over time and across different
devices, websites, or online services; or (j) User account credentials, such as a login name
and password (whether plain text, encrypted, hashed, and/or salted).
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“Delete” “Deleted” or “Deletion” means to remove Covered Information such that it is
not maintained in retrievable form and cannot be retrieved in the normal course of
business.

“Individual Respondent” means James Cory Rellas.

“Relevant Business” means any business other than a Covered Business that collects,
uses, discloses, or stores Covered Information from 25,000 or more individual
consumers.

“Respondents” means the Corporate Respondent and the Individual Respondent,
individually, collectively, or in any combination.

“User” means an individual consumer from whom Covered Business has obtained
information for the purpose of providing access to a Respondent’s products and services.

Provisions
I. Prohibition Against Misrepresentations

IT IS ORDERED that Corporate Respondent and Corporate Respondent’s officers,

agents, employees, and attorneys, and all other persons in active concert or participation with any
of them, who receive actual notice of this Order, whether acting directly or indirectly, in
connection with any product or service, must not misrepresent in any manner, expressly or by
implication:

A.

The extent to which Corporate Respondent collects, uses, discloses, maintains, Deletes,
or permits or denies access to any Covered Information;

The extent to which Corporate Respondent otherwise protects the privacy, security,
availability, confidentiality, or integrity of any Covered Information; or

The extent of any Covered Incident or unauthorized disclosure, misuse, loss, theft,
alteration, destruction, or other compromise of Covered Information.

I1. Mandated Deletion and Data Minimization

IT IS FURTHER ORDERED that Corporate Respondent must:

. Within 60 days after the issuance date of this Order, Delete or destroy all Covered

Information that is not being used or retained in connection with providing products or
services to Corporate Respondent’s customers, and provide a written statement to the
Commission, pursuant to the Provision entitled Compliance Report and Notices,
confirming that all such data has been Deleted or destroyed specifically enumerating
which types of information were Deleted or destroyed; and
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B. Refrain from collecting or maintaining any Covered Information not necessary for the
specific purpose(s) provided in the retention schedule required under Provision III
entitled Data Retention Limits.

Provided, however, that any data that Corporate Respondent is required to Delete or destroy
pursuant to this Provision may be retained if required by law, regulation, court order, contractual
obligations requiring Corporate Respondent to maintain records on behalf of retailers to
document the retailers’ compliance with state or local liquor regulations, or legal process,
including as required by rules applicable to the safeguarding of evidence in pending litigation.

I11. Data Retention Limits

IT IS FURTHER ORDERED that Corporate Respondent, in connection with the
collection, maintenance, use, or disclosure of, or provision of access to, Covered Information,
must:

A. Within 60 days of issuance of this Order, document, adhere to, and make publicly
available on its website(s) or app(s), a retention schedule for Covered Information, setting
forth: (1) the purpose or purposes for which each type of Covered Information is
collected; (2) the specific business needs for retaining each type of Covered Information;
and (3) a set timeframe for Deletion of each type of Covered Information that precludes
indefinite retention of any Covered Information; and

B. Within 60 days after the issuance date of this Order, Corporate Respondent shall provide
a written statement to the Commission, pursuant to the Provision entitled Compliance
Report and Notices, describing the retention schedule for Covered Information made
publicly available on its website(s) or app(s); and

C. Prior to collecting any new type of information related to consumers that was not being
collected as of the issuance date of this Order, and is not described in retention schedules
published in accordance with sub-Provision A of this Provision entitled Data Retention
Limits, Corporate Respondent must update its retention schedule setting forth: (1) the
purpose or purposes for which the new information is collected; (2) the specific business
needs for retaining the new information; and (3) a set timeframe for Deletion of the new
information that precludes indefinite retention.

IV.  Mandated Information Security Program for Covered Businesses

IT IS FURTHER ORDERED that Corporate Respondent and any business that
Corporate Respondent controls, directly or indirectly, in connection with the collection,
maintenance, use, or disclosure of, or provision of access to, Covered Information, must each,
within 60 days of the effective date of this Order, establish and implement, and thereafter
maintain, a comprehensive information security program (“Information Security Program”) that
protects the security, confidentiality, and integrity of such Covered Information. To satisfy this
requirement, each Covered Business must, at a minimum:
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. Document in writing the content, implementation, and maintenance of the Information
Security Program;

. Provide the written Information Security Program and any evaluations thereof or updates
thereto to any Covered Business’ board of directors or governing body or, if no such
board or equivalent governing body exists, to a senior officer of the Covered Business
responsible for the business’ Information Security Program at least once every 12 months
and promptly (not to exceed 30 days) after a Covered Incident;

. Designate a qualified employee or employees to coordinate and be responsible for the
Information Security Program;

. Assess and document, at least once every 12 months and promptly (not to exceed 30
days) following a Covered Incident, internal and external risks to the security,
confidentiality, or integrity of Covered Information that could result in the (1)
unauthorized collection, maintenance, alteration, use, disclosure of, or provision of access
to, Covered Information; or the (2) misuse, loss, theft, alteration, destruction, or other
compromise of such information;

. Design, implement, maintain, and document safeguards that control for the internal and
external risks Covered Businesses identify to the security, confidentiality, or integrity of
Covered Information identified in response to sub-Provision D of the Provision entitled
Mandated Information Security Program for Covered Businesses. Each safeguard must
be based on the volume and sensitivity of the Covered Information that is at risk, and the
likelihood that the risk could be realized and result in the (1) unauthorized collection,
maintenance, use, disclosure of, or provision of access to, Covered Information; or the (2)
misuse, loss, theft, alteration, destruction, or other compromise of such information.

Such safeguards must also include:

1. A written information security policy and accompanying written standards and
procedures that describe, at a minimum: (a) how each Covered Business
implements each of the safeguards identified in this sub-Provision; and (b) how
each Covered Business assesses and enforces compliance with these safeguards
and any other controls it identifies in the policy and accompanying standards and
procedures;

2. Standards, procedures, and policy provisions mandating security education that
address internal or external risks each Covered Business identifies under sub-
Provision D of this Provision, and that includes, at a minimum: (a) training for
each Covered Business’ employees about each Covered Business’ security policy,
standards, and procedures, including the requirements of this Order and the
process for submitting complaints and concerns, to be conducted when an
employee begins employment or takes on a new role, and on at least an annual
basis thereafter; and (b) training in secure software development principles,
including secure engineering and defensive programming concepts, for
developers, engineers, system administrators, and other employees that design,
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implement, and operate a Covered Business’ products or services or that are
otherwise responsible for the security of Covered Information;

Technical measures, standards, procedures, and policy provisions to prevent the
storage of unsecured access keys or other unsecured credentials on a Covered
Business’ network or in any cloud-based services;

Policy provisions and, to the extent possible, technical measures requiring
employees, contractors, or third parties to secure any accounts with access to a
Covered Business’ information technology infrastructure by: (a) using strong,
unique passwords; and (b) using multi-factor authentication whenever available;

Requiring multi-factor authentication methods for all employees, contractors, and
affiliates in order to access any assets (including databases) storing Covered
Information. Such multi-factor authentication methods for all employees,
contractors, and affiliates shall not include telephone or SMS-based authentication
methods and must be resistant to phishing attacks. A Covered Business may use
widely-adopted industry authentication options that provide at least equivalent
security as the multi-factor authentication options required by this sub-provision,
if approved in writing by the Commission;

Requiring multi-factor authentication methods be provided as an option for
consumers. Any information collected from consumers at the time they select to
use multi-factor authentication may only be used for authentication purposes and
no other purpose;

Technical measures, standards, procedures, and policy provisions to: (a) log and
monitor access to repositories of Covered Information in the control of a Covered
Business; (b) limit access to Covered Information by, at a minimum, limiting
employee and service provider access to what is needed to perform that
employee’s or service provider’s job function; (¢) grant and audit varying levels
of access based on an employee’s need to know; and (d) periodically monitor and
terminate employee and contractor accounts following inappropriate usage or
termination of employment;

Technical measures, standards, procedures, and policy provisions to control data
access for all assets (including databases) containing Covered Information or
resources containing proprietary (i.e., non-open source) source code repositories,
including, at a minimum: (a) restrictions of inbound connections to those
originating from approved IP addresses; (b) requiring connections to be
authenticated and encrypted; and (c) periodic audits of account permissions;

Technical measures, standards, procedures, and policy provisions to: (a) monitor
and log transfers or exfiltration of Covered Information outside each Covered
Business’ network boundaries; (b) monitor and log data security events and other
anomalous activity; and (c) verify the effectiveness of monitoring and logging;
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10. Technical measures to safeguard against unauthorized access, including: (a) an
intrusion prevention or detection system; (b) file integrity monitoring tools;
(c) data loss prevention tools; (d) properly configured firewalls; and (¢) properly
configured physical or logical segmentation of networks, systems, and databases;

11. Technical measures, standards, procedures, and policy provisions to assess the
risk posed by source code to Covered Information stored on any Covered
Business’ network or other assets, including, at least once every 12 months and
promptly (not to exceed 30 days) after a Covered Incident involving a
vulnerability related to Respondent’s source code: (a) software code review; and
(b) penetration testing of each Covered Business’ software; and

12. Technical measures, procedures, and policy provisions to systematically inventory
Covered Information in each Covered Business’ control and Delete Covered
Information that is no longer necessary;

F. Assess, at least once every 12 months and promptly (not to exceed 30 days) following a
Covered Incident, the sufficiency of any safeguards in place to address the risks to the
security, confidentiality, or integrity of Covered Information, and modify the Information
Security Program based on the results;

G. Test and monitor the effectiveness of the safeguards in place at least once every 12
months and promptly (not to exceed 30 days) following a Covered Incident, and modify
the Information Security Program based on the results. Such testing and monitoring must
include: (1) vulnerability testing of each Covered Business’ network and applications
once every 4 months and promptly (not to exceed 30 days) after a Covered Incident; and
(2) penetration testing of each Covered Business’ network(s) and applications at least
once every 12 months and promptly (not to exceed 30 days) after a Covered Incident;

H. Select and retain service providers capable of safeguarding Covered Information they
access through or receive from each Covered Business, and contractually require service
providers to implement and maintain safeguards sufficient to address the internal and
external risks to the security, confidentiality, or integrity of Covered Information; and

I. Evaluate and adjust the Information Security Program in light of any changes to a
Covered Business’ operations or business arrangements, a Covered Incident, new or more
efficient technological or operational methods to control for the risks identified in sub-
Provision D of the Provision entitled Mandated Information Security Program for
Covered Businesses, or any other circumstances that a Covered Business or its officers,
agents, or employees know or have reason to know may have an impact on the
effectiveness of the Information Security Program or any of its individual safeguards. At
a minimum, each Covered Business must evaluate the Information Security Program at
least once every 12 months and modify the Information Security Program based on the
results.
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V. Third Party Information Security Assessments for Covered Businesses

IT IS FURTHER ORDERED that, in connection with compliance with the Provision
entitled Mandated Information Security Program for Covered Businesses, Corporate Respondent
must obtain initial and biennial assessments (“Assessments”):

A. The Assessments must be obtained from a qualified, objective, independent third-party
professional (“Assessor’), who: (1) uses procedures and standards generally accepted in
the profession; (2) conducts an independent review of the Information Security Program;
and (3) retains all documents relevant to each Assessment for 5 years after completion of
such Assessment and will provide such documents to the Commission within 10 days of
receipt of a written request from a representative of the Commission. No documents may
be withheld by the Assessor on the basis of a claim of confidentiality, proprietary or trade
secrets, work product protection, attorney-client privilege, statutory exemption, or any
similar claim.

B. For each Assessment, Corporate Respondent must provide the Associate Director for
Enforcement for the Bureau of Consumer Protection at the Federal Trade Commission
with the name, affiliation, and qualifications of the proposed Assessor, whom the
Associate Director shall have the authority to approve in their sole discretion.

C. The reporting period for the Assessments must cover: (1) the first 180 days after the
Mandated Information Security Program for Covered Businesses required by Provision
IV of this Order has been put in place for the initial Assessment; and (2) each two-year
period thereafter for 20 years after issuance of the Order for the biennial Assessments.

D. Each Assessment must, for the entire assessment period:

1. Determine whether Corporate Respondent has implemented and maintained the
Information Security Program required by the Provision entitled Mandated
Information Security Program for Covered Businesses;

2. Assess the effectiveness of Corporate Respondent’s implementation and
maintenance of sub-Provisions A-I of the Provision entitled Mandated
Information Security Program for Covered Businesses;

3. Identify any gaps or weaknesses in, or instances of material noncompliance with,
the Information Security Program;

4. Address the status of gaps or weaknesses in, or instances of material non-
compliance with, the Information Security Program that were identified in any
prior Assessment required by this Order; and

5. Identify specific evidence (including, but not limited to, documents reviewed,
sampling and testing performed, and interviews conducted) examined to make
such determinations, assessments, and identifications, and explain why the
evidence that the Assessor examined is (a) appropriate for assessing an enterprise

Page 8 of 17



of the business’s size, complexity, and risk profile; and (b) sufficient to justify the
Assessor’s findings. No finding of any Assessment shall rely primarily on
assertions or attestations by Corporate Respondent’s management. The
Assessment must be signed by the Assessor, state that the Assessor conducted an
independent review of the Information Security Program and did not rely
primarily on assertions or attestations by Corporate Respondent’s management,
and state the number of hours that each member of the assessment team worked
on the Assessment. To the extent Corporate Respondent revises, updates, or adds
one or more safeguards required under the Provision entitled Mandated
Information Security Program for Covered Businesses in the middle of an
Assessment period, the Assessment must assess the effectiveness of the revised,
updated, or added safeguard(s) for the time period in which it was in effect, and
provide a separate statement detailing the basis for each revised, updated, or
additional safeguard.

E. Each Assessment must be completed within 60 days after the end of the reporting period
to which the Assessment applies. Unless otherwise directed by a Commission
representative in writing, Corporate Respondent must submit an unredacted copy of the
initial Assessment and a proposed redacted copy suitable for public disclosure of the
initial Assessment to the Commission within 10 days after the Assessment has been
completed via email to DEbrief@ftc.gov or by overnight courier (not the U.S. Postal
Service) to: Associate Director for Enforcement, Bureau of Consumer Protection,
Federal Trade Commission, 600 Pennsylvania Avenue NW, Washington, DC 20580.
The subject line must begin, “/n re Drizly, LLC and James Cory Rellas, FTC File No.
2023185.” Corporate Respondent must retain an unredacted copy of each subsequent
biennial Assessment as well as a proposed redacted copy of each subsequent biennial
Assessment suitable for public disclosure until the Order is terminated and must provide
each such Assessment to the Associate Director for Enforcement within ten (10) days of
request. The initial Assessment and any subsequent biennial Assessment provided to the
Commission must be marked, in the upper right-hand corner of each page, with the words
“DPIP Assessment” in red lettering.

VI.  Cooperation with Third-Party Information Security Assessor

IT IS FURTHER ORDERED that Respondents, whether acting directly or indirectly, in
connection with any Assessment required by the Provision entitled Third Party Information
Security Assessments for Covered Businesses must:

A. Provide or otherwise make available to the Assessor all information and material in their
possession, custody, or control that is relevant to the Assessment for which there is no
reasonable claim of privilege;

B. Provide or otherwise make available to the Assessor information about Corporate
Respondent’s networks and all of Corporate Respondent’s information technology assets
so that the Assessor can determine the scope of the Assessment, and visibility to those
portions of the networks and information technology assets deemed in scope; and
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C.

VII.

Disclose all material facts to the Assessor, and not misrepresent in any manner, expressly
or by implication, any fact material to the Assessor’s: (1) determination of whether
Corporate Respondent has implemented and maintained the Mandated Information
Security Program for Covered Businesses; (2) assessment of the effectiveness of the
Corporate Respondent’s implementation and maintenance of sub-Provisions A-I of the
required Mandated Information Security Program for Covered Businesses; or (3)
identification of any gaps or weaknesses in, or instances of material noncompliance with,
the Mandated Information Security Program for Covered Businesses.

Mandated Information Security Program for Certain Businesses of the Individual
Respondent

IT IS FURTHER ORDERED that, for 10 years after issuance of this Order, Individual

Respondent, for any Relevant Business that he is: 1) majority owner; or 2) employed or
functions as a Chief Executive Officer or other senior officer with direct or indirect responsibility
for information security, must within 180 days ensure that the business has established and
implemented, and thereafter maintains, a comprehensive information security program
(“Business ISP”) that protects the security, confidentiality, and integrity of Covered

Information. To satisfy this requirement, Individual Respondent must ensure that each Relevant
Business, at a minimum:

A.

B.

Documents in writing the content, implementation, and maintenance of the Business ISP;

Provides the written Business ISP and any evaluations thereof or updates thereto to any
Relevant Business’s board of directors or governing body or, if no such board or
equivalent governing body exists, to a senior officer of the Relevant Business responsible
for the Business ISP at least once every 12 months;

Designates a qualified employee or employees to coordinate and be responsible for the
Business ISP;

Assesses and documents, at least once every 12 months, internal and external risks to the
security, confidentiality, or integrity of Covered Information that could result in the (1)
unauthorized collection, maintenance, alteration, use, disclosure of, or provision of access
to, Covered Information; or the (2) misuse, loss, theft, destruction, or other compromise
of such information;

Designs, implements, maintains, and documents safeguards that control for the internal
and external risks to the security, confidentiality, or integrity of Covered Information
identified in response to sub-Provision D of this provision entitled Mandated Information
Security Program for Certain Businesses of the Individual Respondent. Each safeguard
must be based on the volume and sensitivity of the Covered Information that is at risk,
and the likelihood that the risk could be realized and result in the (1) unauthorized
collection, maintenance, use, disclosure of, or provision of access to, Covered
Information; or the (2) misuse, loss, theft, alteration, destruction, or other compromise of
such information;
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. Assesses, at least once every 12 months, the sufficiency of any safeguards in place to
address the risks to the security, confidentiality, or integrity of Covered Information, and
modify the Business ISP based on the results;

. Tests and monitors the effectiveness of the safeguards in place at least once every 12
months, and modifies the Business ISP based on the results. Such testing and monitoring
must include: (1) vulnerability testing of the Relevant Business’s network and
applications once every 4 months; and (2) penetration testing of the Relevant Business’s
network(s) and applications at least once every 12 months;

. Selects and retains service providers capable of safeguarding Covered Information they
access through or receive from the Relevant Business, and contractually require service
providers to implement and maintain safeguards sufficient to address the internal and
external risks to the security, confidentiality, or integrity of Covered Information; and

Evaluates and adjusts the Business ISP in light of any changes to the Relevant Business’s
operations or business arrangements, new or more efficient technological or operational
methods to control for the risks identified in sub-Provision D of this provision entitled
Mandated Information Security Program for Certain Businesses of the Individual
Respondent, or any other circumstances that Individual Respondent or the Relevant
Business know or have reason to know may have an impact on the effectiveness of the
Business ISP or any of its individual safeguards. At a minimum, each Relevant Business
must evaluate the Business ISP at least once every 12 months and modify the Business
ISP based on the results.

VIII. Annual Certification

IT IS FURTHER ORDERED that Corporate Respondent must:

. One year after the issuance date of this Order, and each year thereafter, provide the
Commission with a certification from Corporate Respondent’s Chief Executive Officer,
James Cory Rellas, or if Mr. Rellas no longer serves as Corporate Respondent’s Chief
Executive Officer, President, or such other officer (regardless of title) that is designated
in Corporate Respondent’s Bylaws or resolution of the Board of Directors as having the
duties of the principal executive officer of Corporate Respondent, then a senior corporate
manager, or, if no such senior corporate manager exists, a senior officer responsible for
Corporate Respondent’s Information Security Program that: (1) each Covered Business
has established, implemented, and maintained the requirements of this Order; (2) each
Covered Business is not aware of any material noncompliance that has not been (a)
corrected or (b) disclosed to the Commission; and (3) includes a brief description of all
Covered Incidents that Corporate Respondent verified or confirmed during the certified
period. The certification must be based on the personal knowledge of Mr. Rellas, the
senior corporate manager, senior officer, or subject matter experts upon whom Mr.
Rellas, the senior corporate manager, or senior officer reasonably relies in making the
certification.
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B.

Unless otherwise directed by a Commission representative in writing, submit all annual
certifications to the Commission pursuant to this Order via email to DEbrief@ftc.gov or
by overnight courier (not the U.S. Postal Service) to: Associate Director for
Enforcement, Bureau of Consumer Protection, Federal Trade Commission, 600
Pennsylvania Avenue NW, Washington, DC 20580. The subject line must begin, “In re
Drizly, LLC and James Cory Rellas, FTC File No. 2023185.”

IX. Covered Incident Reports

IT IS FURTHER ORDERED that, within 10 days of any notification to a United States

federal, state, or local entity of a Covered Incident, each Covered Business must submit a report
to the Commission. The report must include, to the extent possible:

A.

B.

The date, estimated date, or estimated date range when the Covered Incident occurred;

A description of the facts relating to the Covered Incident, including the causes and scope
of the Covered Incident, if known;

. A description of each type of information that was affected by the Covered Incident;

The number of consumers whose information was affected by the Covered Incident;

The acts that each Covered Business has taken to date to remediate the Covered Incident
and protect Covered Information from further exposure or access, and protect affected
individuals from identity theft or other harm that may result from the Covered Incident;
and

A representative copy of each materially different notice sent by each Covered Business
to consumers or to any U.S. federal, state, or local government entity regarding the

Covered Incident.

Unless otherwise directed by a Commission representative in writing, all Covered

Incident reports to the Commission pursuant to this Order must be emailed to DEbrief@ftc.gov
or sent by overnight courier (not the U.S. Postal Service) to: Associate Director for
Enforcement, Bureau of Consumer Protection, Federal Trade Commission, 600 Pennsylvania
Avenue NW, Washington, DC 20580. The subject line must begin, “In re Drizly, LLC and
James Cory Rellas, FTC File No. 2023185.”

X. Acknowledgments of the Order

IT IS FURTHER ORDERED that Respondents obtain acknowledgments of receipt of

this Order:

A. Each Respondent, within 10 days after the effective date of this Order, must submit to the

Commission an acknowledgment of receipt of this Order sworn under penalty of perjury.
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B. For 10 years after the issuance date of this Order, Individual Respondent for any business
that such Respondent, individually or collectively with any other Respondent is the
majority owner or controls, directly or indirectly, and Corporate Respondent must deliver
a copy of this Order to: (1) all principals, officers, directors, and LLC managers and
members; (2) all employees, agents, and representatives with managerial responsibilities
for a Covered Business’ data security, collection of consumer information, and decision-
making about the use of consumer information; (3) the employee(s) having primary
responsibility for a Relevant Business’ data security, collection of consumer information,
and decision-making about the use of consumer information; and (4) any business entity
resulting from any change in structure as set forth in the Provision titled Compliance
Report and Notices. Delivery must occur within 10 days after the effective date of this
Order for current personnel. For all others, delivery must occur before they assume their
responsibilities.

C. From each individual or entity to which Respondents delivered a copy of this Order,

Respondents must obtain, within 30 days, a signed and dated acknowledgment of receipt
of this Order.

XI.  Compliance Report and Notices

IT IS FURTHER ORDERED that Respondents make timely submissions to the
Commission:

A. One year after the issuance date of this Order, each Respondent must submit a
compliance report, sworn under penalty of perjury, in which:

1. Each Respondent must: (a) identify the primary physical, postal, and email
address and telephone number, as designated points of contact, which
representatives of the Commission, may use to communicate with Respondent;
(b) identify all of that Respondent’s businesses by all of their names, telephone
numbers, and physical, postal, email, and Internet addresses; (c) describe the
activities of each business, including the goods and services offered, the means of
advertising, marketing, and sales, and the involvement of any other Respondent
(which Individual Respondent must describe if they know or should know due to
their own involvement); (d) describe in detail whether and how that Respondent is
in compliance with each Provision of this Order, including a discussion of all of
the changes the Respondent made to comply with the Order; and (e) provide a
copy of each Acknowledgment of the Order obtained pursuant to this Order,
unless previously submitted to the Commission.

2. Additionally, Individual Respondent must: (a) identify all their telephone
numbers and all their physical, postal, email and Internet addresses, including all
residences; (b) identify all their business activities, including any business for
which such Respondent performs services whether as an employee or otherwise
and any entity in which such Respondent has any ownership interest; (c) describe
in detail such Respondent’s involvement in each such business activity, including
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title, role, responsibilities, participation, authority, control, and any ownership;
and (d) explain whether or not any business identified in sub-part (b) is a Relevant
Business.

B. Each Respondent must submit a compliance notice, sworn under penalty of perjury,
within 14 days of any change in the following:

1. Each Respondent must submit notice of any change in: (a) any designated point
of contact; or (b) the structure of Corporate Respondent or any entity that
Respondent has any ownership interest in or controls directly or indirectly that
may affect compliance obligations arising under this Order, including: creation,
merger, sale, or dissolution of the entity or any subsidiary, parent, or affiliate that
engages in any acts or practices subject to this Order.

2. Additionally, Individual Respondent must submit notice of any change in: (a)
name, including alias or fictitious name, or residence address; or (b) title or role in
any business activity, including (i) any business for which Respondent performs
services whether as an employee or otherwise and (ii) any entity in which
Respondent has any ownership interest and over which Respondent has direct or
indirect control. For each such business, also identify its name, physical address,
any Internet address, and whether or not it is a Relevant Business.

C. Each Respondent must submit notice of the filing of any bankruptcy petition, insolvency
proceeding, or similar proceeding by or against such Respondent within 14 days of its
filing.

D. Any submission to the Commission required by this Order to be sworn under penalty of
perjury must be true and accurate and comply with 28 U.S.C. § 1746, such as by
concluding: “I declare under penalty of perjury under the laws of the United States of
America that the foregoing is true and correct. Executed on: ” and supplying the
date, signatory’s full name, title (if applicable), and signature.

E. Unless otherwise directed by a Commission representative in writing, all submissions to
the Commission pursuant to this Order must be emailed to DEbrief@ftc.gov or sent by
overnight courier (not the U.S. Postal Service) to: Associate Director for Enforcement,
Bureau of Consumer Protection, Federal Trade Commission, 600 Pennsylvania Avenue
NW, Washington, DC 20580. The subject line must begin: /n re Drizly, LLC and James
Cory Rellas, FTC File No. 2023185.

XII. Recordkeeping

IT IS FURTHER ORDERED that Respondents must create certain records for 20 years
after the issuance date of the Order, and retain each such record for 5 years, unless otherwise
specified below. Specifically, Corporate Respondent and Individual Respondent for any
business that such Respondent, individually or collectively with any other Respondents, is a
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majority owner or controls directly or indirectly must create and retain the following records:

A.

Accounting records showing the revenues from all goods or services sold, the costs
incurred in generating those revenues, and resulting net profit or loss;

. Personnel records showing, for each person providing services in relation to any aspect of

the Order, whether as an employee or otherwise, that person’s: name, addresses,
telephone numbers, job title or position, dates of service, and (if applicable) the reason
for termination;

Copies or records of all consumer complaints related to information security, privacy, or
identity theft whether received directly or indirectly by Corporate Respondent, such as
through a third party, and any response;

A copy of each unique advertisement or other marketing material of Corporate
Respondent containing a representation subject to this Order;

A copy of each widely disseminated and materially different representation by Corporate
Respondent that describes the extent to which Corporate Respondent maintains or
protects the privacy, security, availability, confidentiality, or integrity of any Covered
Information, including any representation concerning a change in any website or other
service controlled by Corporate Respondent that relates to privacy, security, availability,
confidentiality, or integrity of Covered Information;

For 5 years after the date of preparation of each Assessment required by this Order, all
materials and evidence that the Assessor considered, reviewed, relied upon or examined
to prepare the Assessment, whether prepared by or on behalf of Respondents, including
all plans, reports, studies, reviews, audits, audit trails, policies, training materials, and
assessments, and any other materials concerning Respondents’ compliance with related
Provisions of this Order, for the compliance period covered by such Assessment;

For 5 years from the date received, copies of all subpoenas and other communications
with law enforcement, if such communications relate to Respondents’ compliance with
this Order;

For 5 years from the date created or received, all records, whether prepared by or on
behalf of Respondents, that tend to show any lack of compliance by Respondents with
this Order; and

All records necessary to demonstrate full compliance with each Provision of this Order,
including all submissions to the Commission.

XIII. Compliance Monitoring

IT IS FURTHER ORDERED that, for the purpose of monitoring Respondents’
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compliance with this Order:

A. Within 10 days of receipt of a written request from a representative of the Commission,
Respondents must: submit additional compliance reports or other requested information,
which must be sworn under penalty of perjury, and produce records for inspection and
copying.

B. For matters concerning this Order, representatives of the Commission are authorized to
communicate directly with Respondents. Respondents must permit representatives of the
Commission to interview anyone affiliated with Respondents who has agreed to such an
interview. The interviewee may have counsel present.

C. The Commission may use all other lawful means, including posing through its
representatives as consumers, suppliers, or other individuals or entities, to Respondents or
any individual or entity affiliated with Respondents, without the necessity of
identification or prior notice. Nothing in this Order limits the Commission’s lawful use
of compulsory process, pursuant to Sections 9 and 20 of the FTC Act, 15 U.S.C. §§ 49,
57b-1.

XIV. Order Effective Dates

IT IS FURTHER ORDERED that this Order is final and effective upon the date of its
publication on the Commission’s website (ftc.gov) as a final order. This Order will terminate 20
years from the date of its issuance, (which date may be stated at the end of this Order, near the
Commission’s seal), or 20 years from the most recent date that the United States or the
Commission files a complaint (with or without an accompanying settlement) in federal court
alleging any violation of this Order, whichever comes later; provided, however, that the filing of
such a complaint will not affect the duration of:

A. Any Provision in this Order that terminates in less than 20 years;

B. This Order’s application to any Respondent that is not named as a defendant in such
complaint; and

C. This Order if such complaint is filed after the Order has terminated pursuant to this
Provision.

Provided, further, that if such complaint is dismissed or a federal court rules that the
Respondents did not violate any provision of the Order, and the dismissal or ruling is either not
appealed or upheld on appeal, then the Order will terminate according to this Provision as though
the complaint had never been filed, except that the Order will not terminate between the date
such complaint is filed and the later of the deadline for appealing such dismissal or ruling and the
date such dismissal or ruling is upheld on appeal.
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AO 91 (Rev. 11/11) Criminal Complaint

UNITED STATES DISTRICT COURT FILED
for the
Aug 20 2020
Northern District of California SUSAN Y. SOONG
CLERK, U.S. DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA
United States of America SAN FRANCISCO

V.

N N N N N N N

Defendant(s)

CRIMINAL COMPLAINT

I, the complainant in this case, state that the following is true to the best of my knowledge and belief.
On or about the date(s) of ~ Nov. 15, 2016 to Nov. 21, 2017 in the county of San Francisco and elsewhere in the

Northern District of California , the defendant(s) violated:
Code Section Offense Description
18 U.S.C. § 1505 Count One: Obstruction of Justice

Max. Penalties: 5 years in prison; $250,000 fine; 3 years of supervised
release; $100 special assessment; restitution; forfeiture

18U.S.C. 84
Count Two: Misprision of a Felony
Max. Penalties: 3 years in prison; $250,000 fine; 1 year of supervised
release; $100 special assessment; restitution; forfeiture

This criminal complaint is based on these facts:

The attached affidavit of FBI Special Agent Mario C. Scussel.

Continued on the attached sheet.

s/
Approved as to form /s/ Complainant’s signature
AUSA Andrew Dawson Mario C. Scussel, SA FBI

Printed name and title

Sworn to before me by telephone.

Date: 08/19/2020 JW

Judge’s signature

City and state: San Francisco, California Hon. Joseph Spero, U.S. Magistrate Judge
Printed name and title

e W soers W e |
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AFFIDAVIT OF SPECIAL AGENT MARIO C. SCUSSEL IN SUPPORT OF
CRIMINAL COMPLAINT

I, Mario C. Scussel, a Special Agent of the Federal Bureau of Investigation, being duly
sworn, hereby declare as follows:

. OVERVIEW AND AGENT BACKGROUND

1 I make this affidavit in support of a two-count Criminal Complaint against

JOSEPH SULLIVAN (hereinafter SULLIVAN):

a. Count One: Obstruction of Justice, in violation of 18 U.S.C. § 1505;

b. Count Two: Misprision of a Felony, in violation of 18 U.S.C. § 4.
For the reasons set forth below, | believe there is probable cause to believe SULLIVAN has
committed each of the foregoing violations of federal law.

2. The statements contained in this affidavit come from my personal observations,
my training and experience, information from records and databases, and information obtained
from other agents and witnesses. This affidavit summarizes such information in order to show
that there is probable cause to believe that SULLIVAN has committed the violations listed
above. This affidavit does not purport to set forth all of my knowledge about this matter, or to
name all of the persons who participated in these crimes.

3. I am a Special Agent of the Federal Bureau of Investigation (“FBI”) and have
been so employed for approximately 12 years. | am currently assigned to the Complex Financial
Crime Squad of FBI’s San Francisco Field Division. As part of my assigned duties, | investigate
possible violations of federal criminal law, specifically investigations involving white collar
crimes. | successfully completed 21 weeks of New Agent Training at the FBI Academy in
Quantico, Virginia in January 2009. During that time, | received training in legal statutes and

procedures, financial investigations, money laundering techniques, asset identification, forfeiture
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and seizure, physical surveillance, confidential source management, and electronic surveillance
techniques.

4. During my employment with the FBI, | have conducted interviews of witnesses,
victims, and subjects; conducted physical surveillance, executed search warrants and arrests;
reviewed evidence and documents; transported evidence, and prisoners. Prior to my employment
as a Special Agent, I also worked for the FBI, as an Investigative Specialist conducting
surveillance operations for Counterintelligence and Counterterrorism investigations. | earned a
Master’s Degree in Business Administration from the University of California at Berkeley —
Haas Business School as well as Master of Arts and a Bachelor of Arts Degrees in Psychology
from Stanford University.

1. APPLICABLE LAW

5. Title 18, United States Code, Section 1505 provides: “Whoever corruptly, or by
threats or force, or by any threatening letter or communication influences, obstructs, or impedes
or endeavors to influence, obstruct, or impede the due and proper administration of the law under
which any pending proceeding is being had before any department or agency of the United
States, or the due and proper exercise of the power of inquiry under which any inquiry or
investigation is being had by either House, or any committee of either House or any joint
committee of the Congress—Shall be fined under this title, imprisoned not more than 5 years or,
if the offense involves international or domestic terrorism (as defined in section 2331),
imprisoned not more than 8 years, or both.”

6. Title 18, United States Code, Section 1515(b) provides: “As used in section 1505,
the term “corruptly’ means acting with an improper purpose, personally or by influencing
another, including making a false or misleading statement, or withholding, concealing, altering,
or destroying a document or other information.”

7. Title 18, United States Code, Section 4 provides: “Whoever, having knowledge of
2
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the actual commission of a felony cognizable by a court of the United States, conceals and does
not as soon as possible make known the same to some judge or other person in civil or military
authority under the United States, shall be fined under this title or imprisoned not more than
three years, or both.”

1.  FACTS SUPPORTING PROBABLE CAUSE

A. Summary

8. SULLIVAN is a 52-year-old male, living in Palo Alto, CA. Between
approximately April 2015 and November 2017, SULLIVAN served as Chief Security Officer for
Uber Technologies Inc. (“Uber”). During his tenure, SULLIVAN assisted in overseeing Uber’s
response to a Federal Trade Commission (“FTC”) investigation into Uber’s data security
practices. That investigation had been triggered, in part, by a data breach suffered by Uber in
approximately 2014.

9. In the course of Uber’s response to the FTC’s investigation, SULLIVAN
participated in conference calls with FTC attorneys; reviewed Uber’s submissions to the FTC;
gave a presentation to FTC staff in Washington, D.C.; and sat for a sworn investigative hearing
similar to a deposition. SULLIVAN was therefore intimately familiar with the nature and scope
of the FTC’s investigation, and he held himself out as familiar with that investigation.
Nevertheless, when SULLIVAN learned that Uber’s systems had been hacked in approximately
November 2016—approximately ten days after SULLIVAN had provided sworn testimony to
the FTC—SULLIVAN engaged in a scheme to withhold and conceal from the FTC both the
hack itself and the fact that the data breach had resulted in the hackers obtaining millions of
records associated with Uber’s users and drivers. When Uber brought in a new CEO in 2017,
SULLIVAN lied to him about the circumstances surrounding that data breach. Uber’s new
management ultimately disclosed the breachto the FTC in November 2017, explaining that the

hackers had obtained the names and driver’s license numbers of approximately 600,000 Uber

3
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drivers and some personal information associated with 57 million Uber users and drivers.
SULLIVAN’s employment was terminated by Uber at approximately the same time.

10. In sum, business records generated in the course of the response to the breach
reflect that SULLIVAN instructed his team to keep knowledge of the 2016 Breach tightly
controlled. Witnesses reported SULLIVAN was visibly shaken by the events. A witness also
reported that SULLIVAN stated in a private conversation that he could not believe they had let
another breach happen and that the team had to make sure word of the breach did not get out.
SULLIVAN instructed the team that knowledge of the breach was to be disclosed outside the
security team only on a need-to-know basis and the company was going to treat the incident
under its “bug bounty” program. Bug bounty programs are designed to incentivize white-hat
hackers, or “researchers,” to identify security vulnerabilities by offering a monetary reward in
exchange for such efforts. However, the terms and conditions of Uber’s bug bounty program
did not authorize rewarding a hacker who had accessed and obtained personally identifiable
information of users and drivers from Uber-controlled systems. Nevertheless, Uber arranged for
its bug bounty vendor to pay the hackers $100,000, which at the time was by far the largest
bounty that Uber had ever paid through the program.

11. SULLIVAN further insisted that the hackers agree to sign non-disclosure
agreements (“NDASs”) in exchange for the $100,000 bounty payment that would supplement the
standard terms of Uber’s bug bounty program. Such a supplemental NDA was not a typical
component of a bug bounty claim, and witnesses | have interviewed do not recall Uber requiring
a supplemental NDA in any other bug bounty claim. Moreover, the NDA SULLIVAN
authorized falsely represented that the hackers had not obtained or stored any data during their
intrusion. Both the hackers and SULLIVAN knew at the time that this representation in the
NDA was false. This misrepresentation concealed the fact that the hackers had, in fact, stolen

data, thereby falsely giving the incident the appearance of a typical bug bounty claim rather than

4
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a data breach. The hackers’ ransom was paid in December 2016 via bitcoin, even though the
hackers by that time had refused to sign the NDAs in their true names and had not yet been
identified by Uber. Uber’s staff continued to work on identifying the hackers and were able to
eventually identify them in January 2017, at which point SULLIVAN dispatched security staff to
interview both hackers and obtain signed NDAs from them in their true names. The true-identity
NDAs continued to include the claim that SULLIVAN, Uber, and the hackers knew to be false:
that the hackers had not taken data from Uber.

12. Records further indicate Uber’s management team, with the sole exception of
Uber’s C.E.O. at the time, had no contemporaneous knowledge of the details of the data breach
and had no role in the decision to treat the breach under the Bug Bounty program.

13. In the months following the data breach, Uber and SULLIVAN continued to
respond to the FTC’s inquiries. For example, in December 2016, SULLIVAN was aware that
Uber was preparing to provide an update to the FTC about employee access to personally
identifying information. Nevertheless, SULLIVAN never informed the FTC of the 2016 data
breach, even though he was aware that the FTC’s investigation focused on data security, data
breaches, and protection of PIl. In addition, witness interviews indicate that SULLIVAN did not
inform the Uber attorneys working on the FTC investigation—either in-house or outside
counsel—that the breach had occurred.

14, In approximately August 2017, Uber named a new Chief Executive Officer. Two
months later, Uber disclosed the 2016 data breach publicly, apologizing for the failure to do so
promptly. Uber fired SULLIVAN and a security attorney assigned to his team.

B. The Federal Trade Commission Investigation

15. In February 2015, Uber informed the FTC that it had suffered a data breach in

September 2014 (“the 2014 Breach”). The FTC subsequently began investigating the

circumstances of the 2014 Breach, gathering information via document requests and
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interrogatories contained in Civil Investigative Demands. Uber was in frequent contact with the
FTC via outside counsel, sharing information on a proactive basis and in response to both formal
and informal inquiries from FTC staff.
a. 2014 DataBreach
16. According to Uber’s disclosures to the FTC, the 2014 Breach occurred when an
outsider was able to gain access to data Uber stored on an Amazon Web Services (“AWS”)
platform known as S3. The outsider located an AWS access ID and secret key in software code
posted to GitHub, which is a web-based platform used by software developers to store and share
code. The outsider then used that access ID and secret key to gain access to Uber’s data. Uber
later determined the file accessed by the outsider contained enough information to allow a user to
match names and drivers’ license numbers of approximately 50,000 drivers. According to
Uber’s disclosures, the database was not encrypted.
b. First Civil Investigative Demand
17. On May 21, 2015, the FTC issued a Civil Investigative Demand (“CID”).
Included in the CID were four interrogatories, each with various subparts. The fourth
interrogatory required Uber to provide, “[w]ith respect to any Breach or suspected breach,” a
variety of information including:

e “When and how the Company learned of the breach,”

e “The location, type(s), and amount(s) of Personal Information that unauthorized
person(s) could have accessed or viewed,”

e “The location, type(s), and amount(s) of Personal Information that the
unauthorized person(s) did copy, download, or remove”; and

e “[W]hen and .. .how the Company notified Consumers, law enforcement, and
other third parties about the Breach.”
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18. The CID defined “breach” as “unauthorized access into the Company’s systems
or to Personal Information in the Company’s file(s), including but not limited to the unauthorized
access tothe Company’s database(s) that took place on or around May 12, 2014 [the 2014 Data
Breach].” “Personal Information” was defined broadly as “individually identifiable information
from or about an individual Consumer,” specifically including “a driver’s license .. . or other
personal identification number.” The applicable time period was defined as “from January 1,
2014, until the date of full and complete compliance with this CID.”

c. SULLIVAN’s Role inthe FTC Investigation

19. On September 25, 2015, Uber provided a set of interrogatory responses which
explained its use of Amazon’s S3 platform. The responses disclosed that SULLIVAN and one of
his direct reports “supervised the preparation of Uber’s response to this CID.” The response
explained that “Uber’s Amazon S3 datastore is divided into 101 buckets,” and these buckets
could be divided into three types: (1) application logs; (2) static files; and (3) other buckets,
which included “storage of database backups and database prunes .. ..” Asto the storage of
“database backups and database prunes,” Uber explained that a “complete database backup” is
“retained to allow service restoration in the event of system failure,” while a “database prune” is
a “snapshot containing limited data used to realistically simulate the production environment for
purposes of development and testing .. ..” Uber further stated that beginning in August 2014,
all new database backup files were encrypted.

d. SULLIVAN’s FTC Testimony

20. On June 10, 2016, the FTC issued a second CID, which required Uber to
designate an officer to provide sworn testimony on a variety of topics. As a focus among these
topics, the FTC compelled testimony on a variety of issues related to S3, Uber’s use of
encryption, and Uber’s retention of personally identifying information (“P11”). Uber designated

SULLIVAN as its witness, and he was prepared extensively for the hearing by both in-house and
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outside counsel, over the course of approximately four days which spanned several weeks, with
meetings ranging from an hour to an entire day.

21. The hearing took place on November 4, 2016. By this time, the FTC’s
investigation was focused in large part on Uber’s use of S3 and its implications for data privacy.
SULLIVAN testified that he understood that the 2014 Breach, which predated SULLIVAN’s
employment at Uber, involved an Amazon Web Services access ID that had been inadvertently
posted publicly on GitHub. That ID gave an outsider access to Uber’s data. SULLIVAN
elaborated that it was common at the time to write access IDs and other secrets directly into code
when that code needed to call for information from another service. This practice had
implications when code was exposed to outsiders, because the code itself would give them
access to Uber’s data. SULLIVAN explained that “key management”—that is, ensuring secret
keys are not exposed to bad actors—*"is always an important part of an overall security program
for any company.”

22. SULLIVAN also testified about Uber’s storage of database backups in AWS. He
was asked about Uber’s statement in an interrogatory response that all new database backup files
had been encrypted as of August 2014, and he testified in detail about the weaknesses in
Amazon’s native encryption functions and the fact that encryption became much more important
as companies began moving to cloud-based infrastructure. SULLIVAN never contested that the
2014 Breachwas a data breach and, in fact, acknowledged that.

C. The 2016 Breach and Cover-Up

23. Approximately ten days after SULLIVAN’s testimony, he learned that Uber’s
AWS S3 datastore had been breached again. On November 14, 2016, SULLIVAN received an
email from “johndoughs@protonmail.com” claiming to have found a “major vulnerability in

uber,” and that “I was able to dump uber database and many other things.”
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24. At SULLIVAN’s direction, Uber’s security team began an investigation. Within
approximately a day, the security team realized an unauthorized person or persons had accessed
AWS and obtained, among other things, a copy of a database containing approximately 600,000
drivers’ license numbers for Uber drivers. Based on documents | have reviewed and witness
interviews | have conducted, within approximately the same time period SULLIVAN became
aware the attackers had accessed AWS in almost the identical manner the 2014 attacker had
used. That is, the attackers were able to access Uber’s source code on GitHub (this time by using
stolen credentials), locate an AWS credential, and use that credential to download Uber’s data.

25. Contemporaneous documentation reflects SULLIVAN understood the sensitivity
of this information. The response team generated a shared document referred to as the Preacher
Central Tracker (“the Tracker), which was used to record progress in the investigation and tasks

assigned to various team members. Inan update dated November 14, the Tracker stated:

access key has not be rotated [sic] since [it was created in 2013]. None of the people are
at the company any longer. Task was to rotate keys within S3 to ensure this could not
happen in the future but there are thousands of tasks. Joe was just deposed on this
specific topic and what the best or minimum practices that any company should follow in
this area.

26. Based on the context within the Tracker and my review of the transcript of
SULLIVAN’s testimony, | believe the reference to “Joe was just deposed” refers to
SULLIVAN’s testimony to the FTC. The comment demonstrates that the similarity and
connection betweenthe 2014 Breachand the 2016 Breach was apparent to the response team at
an early phase.

27. A later update recorded in the Tracker reflected the need to keep news of the

breach confidential:

Information is extremely sensitive and we need to keep this tightly controlled.
Discussion with other Engineers must be tightly controlled. Joe is communicating
directly to the A-Team.
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28. Based on my investigation, | believe the term “A-Team” refers to the executive
management team within Uber, representing the C.E.Q.’s direct reports. SULLIVAN was a
member of the A-Team. Based on my investigation and interviews with other management team
members, | believe that contrary to the representation in the Tracker, only the C.E.O. and
SULLIVAN had contemporaneous knowledge of the details of the 2016 Breach, including that
drivers’ license numbers had been stolen.

29. Uber’s response to the breach, as reflected in the Tracker and other business
records, required that engineers within the company take a variety of steps to lock down Uber’s
data and prevent further access by the hackers. The Tracker contained the following guidance on
how to justify such broad action without disclosing the nature of the 2016 Breach more widely

within the company:

What is our position to the company to talk about what we are doing? We had a data
breach in 2014, we learned our lesson and we need to get our house in order. Hundred
service centers must rotate their secrets. Our common story has to be:

- This investigation does not exist.
- We are doing this in order to better protect our information.

D. Bug Bounty and Non-Disclosure Agreements
30. The hackers made clear early in their email correspondence with Uber that they
expected a six-figure payout. Email and text correspondence demonstrate that SULLIVAN and
others considered using Uber’s bug bounty program to pay the hackers, even though that
program had never awarded a bounty even close to $100,000 and had a nominal cap of $10,000.
Moreover, Uber’s Hacker One policy terms contained language specifying that dumping user

data from AWS did not comply with Uber’s policy:

If you get access to an Uber server please report it us [sic] and we will reward you with
an appropriate bounty taking into full consideration the severity of what could be done. ..
. Using AWS access key to dump user info? Not cool.

10
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3L Soon after learning drivers’ license numbers had potentially been exposed (at
approximately 1:00am Pacific time on November 15, 2016), SULLIVAN reached out to Uber’s
then-CEO via text message. At approximately 1:28am on November 15, SULLIVAN sent the

following text:

-
| have something sensitive I'd like to update you on if you
have a minute.

32. Call records reflect that SULLIVAN and Uber’s then-CEO had a series of
conversations via phone and/or FaceTime lasting approximately five minutes. At approximately

1:38am, the CEO responded:

Meed to get certainty of what he has, sensitivity/'exposure
of it and confidence that he can truly treat thisas a &
bounty situation... resources can be flexible in order to put
this to bed but we need to document this very tightly

33. Based on the timing and content of the text messages, compared with the
timestamps visible in the Tracker, | believe SULLIVAN was informing the CEO that outside
hackers had potentially accessed Uber’s data, specifically approximately 600,000 drivers’ license
numbers. The CEO’s response reflects that the prospect of treating the incident under the bug
bounty program was already being discussed.

34. SULLIVAN advised certain members of his team that the hackers would need to
sign non-disclosure agreements (“NDASs”). To the best of my knowledge, Uber had not
previously required a supplemental NDA in order to pay out a bug bounty claim, and
SULLIVAN’s team began drafting a new contract. The primary author of the NDA was an
attorney assigned to SULLIVAN’s group, but multiple individuals, including SULLIVAN, made
edits over the course of the drafting process. The NDA forbade the hackers from disclosing
“anything about the vulnerabilities or your dialogue with us to anyone for any purpose without

our written permission. This includes any analysis or postmortem in any medium or forum.”
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That gag provision stands in stark contrast with the standard terms of Uber’s bug bounty
program at that time. Uber’s policy at that time contained a Frequently Asked Questions

provision. One listed question was “Can | blog about my bug?” The answer:

Yes, but we ask that you wait until the issue is both fixed and paid out before you
publish the blog post. We also prefer that you request disclosure through
HackerOne so that readers of your blog post can get the full background on the
issue.

35. The NDA also contained the following “promise,” under the *“Your promises”
section, which applied to the hackers: “You promise that you did not take or store any data
during or through your research and that you have delivered to us or forensically destroyed all
information about and/or analyses of the vulnerabilities.” Notwithstanding this “promise,”
SULLIVAN and the hackers all knew that hackers had, in fact, already taken Uber’s data. In
fact, the stolen data, and the risk that it could be publicly exposed or sold on the black market, is
what gave the hackers leverage in demanding an unprecedented six-figure payout. But the
language created the false impression to third parties, in the event the NDAs were ever publicly
disclosed, that the hackers had complied with the terms of Uber’s bug bounty program and had
never obtained copies of user or driver data.

36. Prior to sending the NDAs to the hackers for signature, SULLIVAN was advised
of the false language in the NDA, and he responded that the language would stay in the
agreements.1 Based on my experience in this investigation, | believe this false and misleading
provision reflects SULLIVAN’s intent to conceal the truth of the 2016 Breach—namely, the

theft of vast quantities of Pll—the from the public, from law enforcement, and from the FTC.

! The witnesswho recalls this conversationinitially asserted his rights under the Fifth Amendment and declined to
be interviewed. He ultimately agreedto be interviewed pursuantto an agreementwith the United States Attorney’s
Office for the Northern District of California (“USAQO”). In summary,the USAO agreednottouseanyofthe
witness’s statements against himin exchange for his cooperation with the investigation.

12



Case 3:20-cr-00337-WHO Document 1 Filed 08/20/20 Page 14 of 20

37. The hackers initially signed the NDAs using pseudonyms. Despite their refusal to
provide their real names, Uber arranged to have Hacker One pay the agreed-upon bounty.
Payment was made on December 8, 2016. The next month, Uber personnel were able to identify
two individuals responsible for the breach. Uber approached them, interviewed them, and
arranged for them to sign fresh copies of the NDAs in true name.

E. Resolving the FTC Investigation

38. In the months following the breach, Uber and SULLIVAN continued to respond
to the FTC’s investigation, but SULLIVAN never disclosed the 2016 Breach to the Uber
personnel working on that response. For example, on December 20, 2016, SULLIVAN received
by email a copy of a draft set of supplemental interrogatory responses, sent by the in-house
attorney responsible for managing the FTC investigation. Language in those responses claimed
once again that “all new database backup files” had been encrypted since August 2014.
SULLIVAN responded “I think for FTC we cancould present a pretty compelling narrative
given how much we have done.” He did not disclose in the email, or in any other
communications with the in-house attorney of which I am aware, that Uber had suffered another
data breachin the weeks preceding the interrogatory responses.

39. In or about April 2017, SULLIVAN received a draft letter Uber planned to send
to the FTC requesting that the FTC close its investigation into Uber. The cover email, to which

the draft of the letter was attached, contained the following summary of the letter:

we argue (1) Uber’s record of cooperation and engagement with FTC staff over the last
28 months has been exemplary; (2) even before the receipt of compulsory process, Uber
came forward to provide information on a voluntary basis and has provided exhaustive
information to staff; and (3) the data security incidents at issue reflect no misdirected
priorities, no failure to appreciate risks, and no lack of security knowledge or care.
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The cover email again made no mention of the 2016 data breach. SULLIVAN responded:

“Letter looks ok to me. Thanks.”?2

40. Uber sent the finalized letter to the FTC on April 19, 2017. The letter argued that

Uber:
has cooperatively provided information and has also prepared exhaustive interrogatory
responses, produced documents, conducted telephonic and in-person briefings through
inside and outside counsel on myriad topics, conducted an in-person briefing by senior
members of its data security team, sat for an investigational hearing, repeated
explanations of processes and systems when staff handing the investigation changed, and
responded to follow-up questions from DPIP staff on multiple occasions. No request to
Uber from staff is open or unanswered.
41, In addition, Uber highlighted what it claimed were significant new protections it

had deployed to the S3 datastore:

Since the time of the [2014 data breach], now almost three years ago, Uber has
put in place numerous and extensive additional protections for the data it stores in
the S3 datastore, as well as company-wide improvements in credential protection
and management and other aspects of data security. ... Uber described these
improved and updated practices extensively in the course of this investigation.

42. Uber relied on these supposed improvements in arguing that the FTC should not
bring a claim against the company, arguing that Uber had become a more sophisticated company
since 2014. Similarly, Uber argued that the industry at large had become more adept since 2014
at protecting private data in the cloud, and that Uber should not be judged for “what a company
did then (back when the company was much smaller and the technology at issue was evolving)
according to the standards that the agency thinks are appropriate now (given the current
sophistication of the company and current industry best practices).” Uber made these arguments

via letter in April 2017, approximately five months after the 2016 Breach.

2 While I have been able to review portions of the cover email, as quoted above, Uber has asserted the attorney-
client privilege over most of the contents of the draft letteritself. As noted in subsequentparagraphs, | have
reviewed the letter that Uber ultimately sentto the FTC requesting that the investigation be closed.
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43. Based on my investigation, | do not believe that any of the individuals responsible
for drafting the April 19 letter to the FTC had been made aware of the 2016 data breach.3
SULLIVAN was consulted on the letter in its draft form, but he withheld knowledge of the
breach from others within Uber who were in a position to disclose that information to the FTC.

F. Scrutiny from New Management

44, In September 2017, SULLIVAN was asked to brief Uber’s new CEO on the 2016
incident. SULLIVAN asked his team to prepare a summary, which they did. After receiving
that summary, however, SULLIVAN removed certain details from the summary that would have
illustrated the true scope of the breach. SULLIVAN’s changes resulted in both affirmative
misrepresentations and misleading omissions of fact. In my training and experience, these
changes demonstrate SULLIVAN’s ongoing intent to obstruct the FTC (which had not yet fully
resolved its investigation) and his consciousness of guilt regarding his actions.

45, For example, the summary SULLIVAN received from his staff accurately
disclosed that the hackers had gained access to “AWS buckets that contained potentially all rider
and driver data in plaintext,” and that the hackers “still had possession of our data” when they
reached out to Uber in November 2016. The summary that SULLIVAN subsequently provided
to the new CEO via email, however, disclosed only that the hackers had gained access to “some
rider and driver data” and removed any admission that the hackers actually took the data.

46. In addition, the summary provided to the new CEO falsely stated that the bug
bounty payment had been made only after the hackers had been identified. SULLIVAN falsely
stated that his team told the hacker(s) that “we would only pay the bounty if he signed
documents in his real identity,” and further that the hacker “fully cooperated” with this condition.

In reality, SULLIVAN authorized paying the $100,000 bounty in December 2016 even though

® While there is some evidence that Uber’s general counsel was aware by this time ofa security incident, I have
seen no evidence thatthe general counsel was aware of the details, suchas thenature of the attack or the Pl that
was stolen.
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the hackers had not yet been identified, and even though the hackers refused to identify
themselves. Uber was only able to identify them in January 2017, weeks after the payment had
been made.

47. The misrepresentations in SULLIVAN’s summary are consistent with the false
language in the NDA, as both sets of statements create the false impression that the hackers had
not stolen data from Uber. | believe the misrepresentations in SULLIVAN’s summary further
reflect SULLIVAN’s intent to withhold the details of the 2016 Breach even from the company’s
new CEO.

G. The Breach Is Disclosed to the FTC

48. On November 21, 2017, Uber’s new CEO issued a press release stating that he
had recently become aware of the details of the 2016 Breach. Atapproximately the same time,
the 2016 Breachwas disclosed to the FTC. By November 2017, Uber and the FTC had reached
a tentative agreement resolving the FTC’s investigation, which included a draft complaint and
consent order with various provisions Uber was required to comply with. The agreement was
not yet final, and after the FTC learned of the 2016 Breach, it effectively withdrew from that
tentative agreement.

49, In light of the new information regarding the 2016 Breach, the FTC effectively
withdrew its previous settlement terms and added further requirements to the resolution with
Uber. The revised draft complaint included a recitation of facts related to the 2016 Breach, and
the revised draft consent order withdrew certain concessions it had made to Uber and added a
new, affirmative notification provision regarding any future breaches. The FTC gave final
approval to the revised Complaint and Consent Order on October 26, 2018.

H. The Hackers Pleaded Guilty to Federal Crimes.
50. On August 2, 2018, a Grand Jury in the Northern District of California returned

an indictment charging Brandon Charles GLOVER and Vasile MEREACRE with crimes related
16
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to extortion involving computers under 18 U.S.C. 8 1030(a)(7)(B) and 1030(c)(3)(A). The
indictment alleged that GLOVER and MEREACRE, between December 2016 and January 2017,
conspired to extort a online employment-oriented service (“COMPANY ONE”) by obtaining
over 90,000 confidential user accounts and using those accounts as a means to obtain money.

51. On October 30, 2019, GLOVER pleaded guilty to a single count in a Superseding
Information charging a conspiracy to commit crimes under 18 U.S.C. § 1030. GLOVER
admitted that he and MEREACRE agreed to extort COMPANY ONE, and further that a separate
object of the conspiracy was the scheme to extort Uber in connection with the 2016 data breach.
GLOVER further admitted that he and MEREACRE enlisted the help of a third party to identify
valuable information in Uber’s S3 datastore. GLOVER has admitted in interviews that while he
and MEREACRE requested that the third party delete his copy of the data after Uber made the
payment, he does not know if the third party actually did so. GLOVER and MEREACRE agreed
to pay the third party a portion of the overall bounty, but they did not disclose to Uber that a third
individual had been involved. GLOVER stated in an interview that he was surprised that Uber
had paid the full amount that he and MEREACRE had requested. He explained that he learned
only later that Uber had suffered a different data breach in 2014, and that this revelation
explained in his mind why Uber was willing to pay so much to keep the breach quiet.

52. On October 30, 2019, MEREACRE pleaded guilty to a single count in a
Superseding Information charging a conspiracy to commit crimes under 18 U.S.C. § 1030.
MEREACRE admitted that he and GLOVER agreed to extort COMPANY ONE, and further that
a separate object of the conspiracy was the scheme to extort Uber in connection with the 2016
data breach. MEREACRE has also admitted, as did GLOVER, that he and GLOVER enlisted
the help of a third party in identifying particularly valuable data in Uber’s S3 datastore, and that
this third party had his own copy of data downloaded from Uber’s S3 datastore. MEREACRE

has admitted that when he initially attempted to open a HackerOne account in order to receive
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the $100,000 bounty from Uber, his application was rejected because he had used a fake name
and fake social security number. MEREACRE was surprised when Uber was ultimately able to
bypass those requirements and to accomplish the payment, and this bypassing convinced
MEREACRE that Uber was going to great lengths to keep the breach quiet

53. Based upon the evidence | have reviewed and the statements of GLOVER and
MEREACRE, GLOVER and MEREACRE chose to target and successfully hack other
technology companies and their users’ data—including but not limited to COMPANY ONE—
after they successfully extorted Uber for $100,000. Those hacks occurred after SULLIVAN
failed to bring the Uber data breach to the attention of law enforcement and after SULLIVAN
and Uber created and signed the false NDAs with GLOVER and MEREACRE.

V. CONCLUSION

54. In summary, based on the evidence gathered through this investigation, | believe
that there is probable cause to believe that the defendant engaged in a cover-up intended to
obstruct the lawful functions and official proceedings of the Federal Trade Commission.
SULLIVAN intended that the cover-up would obscure from the proceedings before the FTC that
Uber had been breached again in 2016 during the FTC’s pending proceedings. SULLIVAN
further intended that the cover-up would obscure from the FTC’s proceedings that millions of
additional individuals had their personal data—kept by Uber—accessed and downloaded by
hackers. It is my belief that SULLIVAN further intended to spare Uber and SULLIVAN
negative publicity and loss of users and drivers that would have stemmed from disclosure of the
hack and data breach.

55. | further believe that there is probable cause to believe that SULLIVAN was
aware of the illegal hack of Uber in 2016. Despite that knowledge, SULLIVAN did not report
the illegal hack to law enforcement. Additionally, SULLIVAN took it upon himself and Uber to

conceal and disguise the hack from law enforcement and from the public. In so doing,

18



Case 3:20-cr-00337-WHO Document 1 Filed 08/20/20 Page 20 of 20

SULLIVAN and Uber prevented law enforcement from apprehending the hackers. Had
SULLIVAN and Uber promptly reported the illegal hack to law enforcement, the hacks of
multiple additional large tech companies and the theft of the personal data of millions of
additional customers and users may have been prevented. The illegal hack was not disclosed to
the FTC, to law enforcement, and to the public until new management took over these decisions
at Uber.
56. Thus, it is my opinion that there is probable cause to believe that Joseph
SULLIVAN has committed the following violations of federal law:
a. Count One: Obstruction of Justice, in violation of 18 U.S.C. 8§ 1505;
b. Count Two: Misprision of a felony, in violation of 18 U.S.C. § 4.
| declare under penalty of perjury that the above is true and correct to the best of my

knowledge.

s/

MARIO C. SCUSSEL
Special Agent
Federal Bureau of Investigation

Sworn to before me over the telephone and signed by me this 19th day of August, 2020.

JW

HON. Joseph Spero
United States Magistrate Judge
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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA

UNITED STATES OF AMERICA,
PlaintifT,

Case No. 20-cr-00337-WHO-1

" VERDICT FORM

JOSEPH SULLIVAN,

/ Defendant.

We, the members of the Jury in this action, have reached the following unanimous verdict

with respect to each Count of the Indictment:

Count One: (Obstruction of Proceedings Before a Department or Agency of the United
States, in violation of 18 U.S.C. § 1505)

We find the defendant, Joseph Sullivan:
Guilty ‘/ Not Guilty

Count Two: (Misprision of Felony, in violation of 18 U.S.C. § 4)

We find the defendant, Joseph Sullivan:
Guilty \/ Not Guilty

When you have reached your verdict, the jury foreperson should sign and date this form

and contact the courtroom deputy, Ms. Davis.

DATED: ]D\ry Ll AW@/

JURY FOREPERSON
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Adam E. Polk (SBN 273000)
Simon Grille (SBN 294914)
Kimberly Macey (SBN 342019)
GIRARD SHARP LLP

601 California Street, Suite 1400
San Francisco, CA 94108
Telephone: (415) 981-4800
apolk@girardsharp.com
sgrille@girardsharp.com
kmacey(@girardsharp.com

Attorneys for Plaintiffs

UNITED STATES DISTRICT COURT

NORTHERN DISTRICT OF CALIFORNIA

Case No.
BRAYDEN STARK, JUDD OOSTYEN,
KEVIN BLACK, and MARYANN OWENS, JURY DEMAND
individually and on behalf of all others similarly
situated, CLASS ACTION COMPLAINT FOR
VIOLATIONS OF:
Plaintiffs, 1. Video Privacy Protection Act, 18 U.S.C.
§ 2710;
V.
2. Unfair Competition Law, Cal. Bus. and
PATREON, INC., Prof. Code § 17200, ef seq.;
Defendant. 3. Consumers Legal Remedies Act, Cal.

Civ. Code § 1750, ef seq.;

4. Unjust Enrichment.
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Plaintiffs, on behalf of themselves and all others similarly situated allege as follows based on

personal knowledge and on information and belief based on investigations of counsel.
INTRODUCTION

1. This is a consumer privacy class action against Patreon, Inc. (“Patreon”) for violating the
Video Privacy Protection Act (“VPPA” or “the Act”) and state law by disclosing its digital subscribers’
identities and video-viewing preferences to Facebook without proper consent.

2. The VPPA prohibits “video tape service providers,” such as Patreon, from knowingly
disclosing consumers’ personally identifiable information (“PII”’), including “information which
identifies a person as having requested or obtained specific video materials or services from a video tape
provider,” without the person having expressly given consent in a standalone consent form.

3. Patreon collects and shares users’ personal information with Facebook using a “Facebook
Pixel” or “Pixel”—a snippet of programming code that, once installed on a webpage, sends information
to Facebook. In this case, the information shared with Facebook includes the user’s Facebook ID
(“FID”) and a title of a video that the user watched. A user’s FID is linked to their Facebook profile,
which generally contains a wide range of demographic and other information about the user, including
pictures, personal interests, work history, relationship status, and other details.

4. Importantly, Patreon discloses the user’s FID and viewing content to Facebook together
in a single transmission. Because the user’s FID uniquely identifies an individual’s Facebook account,
Facebook—or any other person—can use the FID to quickly and easily locate, access, and view the
user’s corresponding Facebook profile. In simplest terms, the Pixel allows Facebook to know what video|
content one of its users viewed on Patreon’s website.

5. At no point are Patreon users informed about Patreon’s dissemination of their viewing
content to a third party. Nor do Patreon users consent to such sharing, through a standalone consent form
or otherwise. As a result, Patreon violates the VPPA by disclosing this information to Facebook.

6. On behalf of a Class of similarly situated Patreon users, Plaintiffs seek appropriate relief
through this action. Plaintiffs also assert causes of action arising out of the same practice under
California law. Based on the facts set forth in this Complaint, Patreon violates the Unfair Competition

Law (“UCL”) and the Consumers Legal Remedies Act (“CLRA”), and is liable for unjust enrichment.

1
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PARTIES
7. Each Plaintiff used his or her Internet-connected device and Web-browsing software
(“browser”) installed on that device to visit and watch video content on Defendant’s website,

http://www.Patreon.com, during the Class Period as defined herein.

8. Plaintiff Brayden Stark is a citizen and resident of Van Nuys, California.

9. Plaintiff Judd Oostyen is a citizen and resident of San Diego, California.

10. Plaintiff Kevin Black is a citizen and resident of Cambridge, Massachusetts.

11.  Plaintiff Maryann Owens is a citizen and resident of Los Angeles, California.

12. Defendant Patreon, Inc. (“Patreon”) is a Delaware corporation headquartered at 600

Townsend Street, Suite 500, San Francisco, California 94103.
DIVISIONAL ASSIGNMENT

13. Pursuant to Civil L.R. 3-5(b), assignment to the San Francisco Division is appropriate
under Civil L.R. 3-2(c) because Patreon is headquartered in San Francisco and a substantial part of the
conduct at issue in this case occurred in San Francisco County.

JURISDICTION AND VENUE

14. This Court has original jurisdiction under 28 U.S.C. § 1331 based on Plaintiffs’ claims
under the Video Privacy Protection Act, 18 U.S.C. § 2710. The Court has supplemental jurisdiction over
Plaintiffs’ state law claims under 28 U.S.C. § 1367.

15. This Court also has jurisdiction over this lawsuit under the Class Action Fairness Act, 28
U.S.C. § 1332(d)(2), because this is a proposed class action in which: (1) there are at least 100 Class
members; (2) the combined claims of Class members exceed $5,000,000, exclusive of interest,
attorneys’ fees, and costs; and (3) Defendant and at least one Class member are domiciled in different
states.

16. This Court has personal jurisdiction over Patreon because its principal place of business
is within this District and it has sufficient minimum contacts in California to render the exercise of
jurisdiction by this Court proper and necessary.

17. Venue is proper in this District under 28 U.S.C. § 1391(b) because a substantial part of

the events or omissions giving rise to Plaintiffs’ claims occurred in this District.

2

CLASS ACTION COMPLAINT
CASE NO.




O© 0o I N n B~ W =

N NN N N N N N N /= e e e e e s e e
>IN B Y T SN U R S R = R N o R ) Y, B SN VS N S =)

Case 3:22-cv-03131 Document 1 Filed 05/27/22 Page 4 of 16

PLAINTIFF-SPECIFIC ALLEGATIONS
Brayden Stark

18.  Plaintiff Stark is a Patreon member and a Facebook user. He has been a Patreon member
since 2019.

19.  Mr. Stark has consistently paid Patreon approximately $15.00 per month in subscription
fees.

20. When he initially subscribed to Patreon, Mr. Stark watched video content on patreon.com
daily. He continues to watch video content on the Patreon website, but not as frequently.

Judd Oostyen

21.  Plaintiff Oostyen is a Patreon member and a Facebook user. He has been a Patreon
member since 2021.

22. Mr. Oostyen has consistently paid Patreon approximately $5.00 per month in subscription|
fees.

23. When he initially subscribed to Patreon, Mr. Oostyen watched video content on
patreon.com daily. He continues to watch video content on the Patreon website, but not as frequently.

Kevin Black

24. Plaintiff Black is a Patreon member and a Facebook user. He has been a Patreon member
since 2019.

25.  Mr. Black has consistently paid Patreon approximately $10.00 per month in subscription
fees.

26. Mr. Black consistently views videos on the Patreon website.

Maryann Owens

27.  Plaintiff Owens was a Patreon member and is a Facebook user. She subscribed to Patreon

for approximately two months beginning around August 2021.

28.  Ms. Owens paid Patreon approximately $35.00 per month in subscription fees.

29. When she was a subscriber, Ms. Owens consistently viewed videos on the Patreon
website.
3
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30.  Although Ms. Owens would like to watch videos on Patreon in the future, she will not do
so unless Patreon takes sufficient steps to protect the privacy of her personal information and ensure the

accuracy of its privacy commitments and representations.

* * *
31.  Plaintiffs value their privacy while web-browsing.
32.  Plaintiffs’ viewing preferences involve personal information of a private and confidential
nature.
33. Plaintiffs believe information regarding their online viewing preferences is an asset to

which no third party has a presumptive right of access.

COMMON ALLEGATIONS
A. Patreon Disclosed Plaintiffs’ and Class Members’ Private Viewing Information to
Facebook.
34. Patreon’s members (“Users”) can access a variety of content on Patreon’s website,

including music, podcasts, and video content posted by content creators.

35. While Plaintiffs and Class members were viewing video content on Patreon’s website,
Patreon transmitted their viewing choices to Facebook, the social networking website and app.

36.  Patreon also transmitted Users’ personal information to other third parties.

37. Patreon’s transmission of viewing information to Facebook included the specific names
of video content viewed by Users, as well as the User’s Facebook ID (“FID”), a string of numbers
unique to each Facebook profile that personally identified the User.

38.  Anyone who possesses an FID may use this number to quickly and easily locate, access,
and view the corresponding Facebook profile, which may contain a vast amount of personal information,
39. Facebook profiles may contain a Facebook user’s name, gender, birthday, place of
residence, career, educational history, a multitude of photos, and the content of a Facebook user’s posts.
This information may reveal even more sensitive personal information—for instance, posted photos may

disclose the identity of family members, and written posts may disclose religious preferences, political

affiliations, personal interests and more.
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40.  Asrelevant here, Patreon transmitted the video title and FID information in a single
transmission, through an invisible tracking tool called a “Facebook Pixel.” A Facebook Pixel is a snippet
of a programming code that, once installed on a webpage, sends information to Facebook. This
transmission occurred when a User viewed a video on Patreon’s website.

41. The Pixel is an advertising tool that allows website owners to track visitor actions on
their websites for purposes of sending the corresponding information to Facebook; websites use the
Pixel in hopes of better targeting their products and services on Facebook to interested consumers. Thus,
the Pixel is installed within the code of a website, such as Patreon, to increase the business’s profits.

42.  Facebook offers these Pixels to websites across the internet. As of January 2022, more
than 30 percent of popular websites have an embedded Facebook Pixel.

43.  Facebook benefits from websites like Patreon installing its Pixel. When the Pixel is
installed on a business’s website, the business has a greater incentive to advertise through Facebook or
other Meta-owned platforms, like Instagram. In addition, even if the business does not advertise with
Facebook, the Pixel assists Facebook in building more fulsome profiles of its own users, which in turn
allows Facebook to profit from providing more targeted ads. The Pixel is installed on websites all over
the internet and, accordingly, provides Facebook with information about its users’ preferences, other
distinguishing traits, and web-browsing activities outside of Meta-owned platforms.

44.  Using the Facebook Pixel likewise benefits Patreon by improving its ability to promote
its content and services to its Users.

45. Through use of the Facebook Pixel, Patreon discloses to Facebook the full name of each
video a User watched, together with the User’s FID, thus linking Users’ viewing content choices and
preferences to their Facebook profiles. In other words, this single transmission connects a User’s
viewing content with their FID.

46.  Patreon violates and invades the privacy rights of Users with its practice of sending their
FIDs, together with their viewing content, to Facebook and other third parties. Plaintiffs and Class
members neither knew of, nor authorized, nor otherwise consented to Patreon’s disclosure of their video

and/or video services requests and their identities to Facebook and other third parties.
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B. Patreon’s Terms of Use, Privacy Policies, and Data Practices Do Not Disclose
Patreon’s Use of the Facebook Pixel.

47. Patreon’s website includes its Terms of Use, a Privacy Policy, Data Practices, and a
Cookie Policy. None of these informs Users of Patreon’s use of the Facebook Pixel or its practice of
sharing Users’ personal information and video content choices with Facebook and other third parties.

48.  Moreover, the VPPA requires that consent be obtained in a form “distinct and separate
from any form setting forth other legal or financial obligations of the consumer.” 18 U.S.C. § 2710.
Users are not given a standalone or any consent form disclosing Patreon’s practices at issue and
requesting User consent. Hence, no User knew of or consented to Patreon’s offending practice of
sharing video preferences with third parties.

C. Plaintiffs and the Class Suffered Harm as a Result of Patreon’s Privacy Invasions.

49. Patreon shared with Facebook and other third parties the personal information of
Plaintiffs and Class members, including their video viewing histories and associated FIDs, which they
reasonably expected would be kept private.

50. The personal information Patreon obtained from Plaintiffs and Class members constitutes
valuable data in the digital advertising-related market for consumer information. Patreon’s wrongful
acquisition and use of their personal, private information deprived Plaintiffs and Class members of
control over that information, and prevented them from realizing its full value for themselves.

51. Patreon’s conduct has resulted in economic harm to Plaintiffs and Class members who
were Patreon subscribers during the Class Period in that they have paid subscription fees to Patreon for
services that they did not expect would subject them to the practices described herein, thereby
diminishing the value of services for which they paid Defendant, and constituting loss.

52.  Plaintiffs and Class members paid for access to Patreon’s website, and not another
competitor’s website, because they trusted that Patreon’s privacy practices comported with their privacy
preferences.

53.  Plaintiffs and Class members’ experiences and injuries are consistent with and borne out
by research showing that consumers prefer to transact with online retailers that better protect their
privacy, and are willing to pay a premium to purchase goods and services from websites that afford

greater privacy protection. See J. Tsai, S. Egelman, L. Cranor & A. Acquisiti [Carnegie Mellon Univ.],
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“The Effect of Online Privacy Information on Purchasing Behavior: An Experimental Study” (June
2007), Information Systems Research, Vol. 22 at 254-268, available at:

https://www.researchgate.net/publication/220079706_The_ Effect of Online Privacy Information on_

Purchasing_Behavior An_Experimental Study.

54. The harms described above are aggravated by Patreon’s continued retention and
commercial use of Plaintiffs’ and Class members’ personal information, including their private video
viewing histories.

CLASS ALLEGATIONS
55.  Plaintiffs bring this lawsuit under Federal Rules of Civil Procedure 23(a), (b)(1), (b)(2),

and (b)(3), and/or (c)(4) as representatives of the following Class and constituent Subclass:

Nationwide Class: All persons in the United States who subscribed to
Patreon.com, viewed video content on Patreon.com, and used Facebook
during the time Facebook’s Pixel was active on Patreon.com.

California Subclass: All persons in California who subscribed to
Patreon.com, viewed video content on Patreon.com, and used Facebook
during the time Facebook’s Pixel was active on Patreon.com.

56. The “Class Period” is from January 1, 2013 to the present.

57. Excluded from the Class are Defendant, its employees, agents and assigns, and any
members of the judiciary to whom this case is assigned, their respective court staff, the members of their
immediate families, and Plaintiffs’ counsel. Plaintiffs reserve the right to modify, change, or expand the
Class definition based upon discovery and further investigation.

58. Numerosity: The Class consists of at least hundreds of thousands of individuals, making
joinder impractical.

59. Commonality and Predominance: Common questions of law and fact exist with regard
to each of the claims and predominate over questions affecting only individual Class members.
Questions common to the Class include:

a. Whether Patreon’s use of Facebook Pixels was without User consent or

authorization;
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b. Whether Patreon obtained and shared or caused to be obtained and shared
Plaintiffs and Class members’ personal information through tracking using Facebook Pixel, which
Patreon installed on their webpages;

C. Whether other third parties obtained Plaintiffs and Class members’ personal

information as a result of Patreon’s conduct described herein;

d. Whether Patreon’s conduct violates the Video Privacy Protection Act, 18 U.S.C.
§ 2710, et seq.;

e. Whether Patreon’s conduct violates California consumer protection law;

f. Whether Patreon’s acquisition and transmission of Plaintiffs and Class members’

personal information resulted in harm; and
g. Whether Patreon should be enjoined from engaging in such conduct in the future.

60. Typicality: Plaintiffs’ claims are typical of the claims of the Class members in that
Plaintiffs, like all Class members, have been injured by Patreon’s misconduct—disclosing Users’ PII
and viewing content to Facebook without consent.

61.  Adequacy of Representation: Plaintiffs will fairly and adequately represent and protect
the interests of the Class. Plaintiffs have retained counsel with substantial experience in prosecuting
complex litigation and class actions, including privacy protection cases. Plaintiffs do not have any
interests antagonistic to those of the Class.

62. Superiority: A class action is superior to other available methods for the fair and
efficient adjudication of this controversy. Class-wide damages are essential to induce Patreon to comply
with federal law. Moreover, because the amount of each individual Class member’s claim is small
relative to the complexity of the litigation, and because of Patreon’s financial resources, Class members
are unlikely to pursue legal redress individually for the violations detailed in this complaint. A class
action will allow these claims to be heard where they would otherwise go unheard because of the
expense of bringing individual lawsuits, and provides the benefits of adjudication, economies of scale,

and comprehensive supervision by a single court.
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FIRST CAUSE OF ACTION
Violation of the Electronic Communications Privacy Act (Video Privacy Protection Act),
18 U.S.C. § 2710, et seq.
(On Behalf of the Nationwide Class)

63.  Plaintiffs incorporate and reallege the above factual allegations by reference.

64. The VPPA prohibits a “video tape service provider” from knowingly disclosing
“personally-identifying information” concerning any consumer to a third-party without the “informed,
written consent (including through an electronic means using the Internet) of the consumer.” 18 U.S.C.
§ 2710.

65. As defined in 18 U.S.C. § 2710(a)(4), a “video tape service provider” is “any person,
engaged in the business, in or affecting interstate commerce, of rental, sale, or delivery of prerecorded
video cassette tapes or similar audiovisual materials.” Patreon is a “video tape service provider” as
defined in 18 U.S.C. § 2710(a)(4) because it engaged in the business of delivering audiovisual materials
that are similar to prerecorded video cassette tapes and those sales affect interstate or foreign commerce.

66. As defined in 18 U.S.C. § 2710(a)(3), “personally identifiable information” is defined to
include “information which identifies a person as having requested or obtained specific video materials
or services from a video tape service provider.”

67.  Patreon knowingly caused personal viewing information, including FIDs, concerning
Plaintiffs and Class members to be disclosed to Facebook. This information constitutes personally
identifiable information under 18 U.S.C. § 2710(a)(3) because it identified each Plaintiff and Class
member to Facebook as an individual who viewed Patreon’s video content, including the specific video
materials watched on Patreon’s website.

68. As defined in 18 U.S.C. § 2710(a)(1), a “consumer” means “any renter, purchaser, or
subscriber of goods or services from a video tape service provider.” As alleged above, Plaintiffs are
subscribers to Patreon’s services providing video content to Users on its website. Thus, Plaintiffs are
“consumers” under this definition.

69. As set forth in 18 U.S.C. § 2710(b)(2)(B), “informed, written consent” must be (1) in a
form distinct and separate from any form setting forth other legal or financial obligations of the

consumer; and (2) at the election of the consumer, is either given at the time the disclosure is sought or
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is given in advance for a set period of time not to exceed two years or until consent is withdrawn by the
consumer, whichever is sooner. Patreon failed to obtain informed, written consent under this definition.

70. Additionally, the VPPA creates an opt-out right for consumers in 18 U.S.C.

§ 2710(2)(B)(iii). The Act requires video tape service providers to “provide[] an opportunity, in a clear
and conspicuous manner, for the consumer to withdraw on a case-by-case basis or to withdraw from
ongoing disclosures, at the consumer’s election.” Patreon failed to provide an opportunity to opt out as
required by the Act.

71.  Patreon was aware that the disclosures to Facebook that were shared through the Pixel
identified Plaintiffs and Class members. Patreon also knew that Plaintiffs’ and Class members’ personal
viewing content was disclosed to Facebook because Patreon programmed the Facebook Pixel into its
website code, knowing that Facebook would receive video titles and the subscriber’s FID when a user
watched a video.

72. By disclosing Plaintiffs’ and Class members’ personal viewing content, Patreon violated
Plaintiffs’ and Class members’ statutorily protected right to privacy in their video-watching habits. See
18 U.S.C. § 2710(c).

73. As a result of the above violations, Patreon is liable to Plaintiffs and Class members for
actual damages related to their loss of privacy in an amount to be determined at trial or, alternatively, for
“liquidated damages not less than $2,500 per plaintiff.” 18 U.S.C. § 2710(c)(2)(A). Under the Act,
Patreon also is liable for reasonable attorney’s fees, other litigation costs, injunctive and declaratory
relief, and punitive damages in an amount to be determined by a jury and sufficient to prevent and deter
the same or similar conduct by Patreon in the future.

SECOND CAUSE OF ACTION
Violation of California’s Unfair Competition Law (the “UCL”)
Cal. Bus. & Prof. Code § 17200, et seq.
(On Behalf of the California Subclass)

74.  California Plaintiffs incorporate and reallege the above factual allegations by reference.
75. The UCL proscribes “any unlawful, unfair or fraudulent business act or practice.” Cal.

Bus. & Prof. Code § 17200.
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Unlawful
76. A business practice is “unlawful” under the UCL if it violates any other law or regulation,
77.  Patreon’s business acts and practices are unlawful because they violate the Video Privacy

Protection Act as set forth above. They also violate California’s Consumers Legal Remedies Act, for the
reasons stated below. Patreon is therefore in violation of the “unlawful” prong of the UCL.
Unfair

78.  Patreon’s conduct is unfair in violation of the UCL because it violates California’s and
the nation’s legislatively declared public policy in favor of protection of consumer privacy. See S. Rep.
No. 100-500 at 7-8 (1988) (finding that “the trail of information generated by every transaction that is
now recorded and stored in sophisticated record-keeping systems . . . create[s] privacy interests that
directly affect the ability of people to express their opinions, to join in association with others, and to
enjoy the freedom and independence that the Constitution was established to safeguard.”); California
Bill Analysis, A.B. 375 Assem. (June 27, 2017) (noting that “[t]he unregulated and unauthorized
disclosure of personal information and the resulting loss of privacy can have devastating effects for
individuals, ranging from financial fraud, identity theft, and unnecessary costs to personal time and
finances, to the destruction of property, harassment, reputational damage, emotional stress, and even
potential physical harm.”).

79. Further, Patreon’s conduct is unfair because it is unethical, unscrupulous, offensive, and
substantially injurious. The gravity of harm resulting from Patreon’s unfair conduct outweighs any
potential utility therefrom. The disclosure of California Plaintiffs’ and Subclass members’ personal
information without their express consent raises significant privacy concerns, and any potential utility
from these disclosures (such as increased Patreon revenue due to more targeted advertising) is
outweighed by their considerable harm to California Plaintiffs and the Subclass.

80.  Patreon’s unfair business practices include disclosing California Plaintiffs’ and Subclass
members’ FID and viewing content to Facebook without authorization or consent, causing harm to

California Plaintiffs and Subclass members.
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81.  Patreon actually and proximately caused harm to California Plaintiffs and Subclass

members in that, among other things, they suffered economic injury by overpaying for their

subscriptions.
82. For these reasons, Patreon is in violation of the “unfair” prong of the UCL.
Fraud by Omission
83. Patreon’s conduct is fraudulent in violation of the UCL because its business acts were

likely to deceive a reasonable consumer.

84.  Patreon knowingly concealed that it shares California Plaintiffs’ and Subclass members’
FIDs and viewing content with Facebook.

85.  Patreon had ample means and opportunities to alert California Plaintiffs and Subclass
members to the fact that it shares Users’ FID and viewing content with Facebook. For example, Patreon
could have disclosed this information in its Terms of Use, Privacy Policy, Data Practices, or Cookie
Policy.

86.  As the entity that collects and shares this information, Patreon had a duty to disclose that
it shares this information to Facebook. Patreon also has a duty to disclose this information because it
made partial representations about its data-sharing practices yet neglected to disclose that it shares
Users’ personal information and viewing content to Facebook.

87.  California Plaintiffs and Subclass members suffered injury in fact, including lost money
or property, as a result of Patreon’s deceptive and fraudulent acts and omissions.

88. California Plaintiffs and Subclass members accordingly seek appropriate relief, including
(1) restitution under the UCL; and (2) such orders or judgments as may be necessary to enjoin Patreon
from continuing its unfair, unlawful, and fraudulent practices. There is no adequate remedy at law that
would provide redress to California Plaintiffs and the Subclass or ensure that Patreon will not engage in
the same data practices in the future. California Plaintiffs also seek reasonable attorneys’ fees and costs

under applicable law, including under California Code of Civil Procedure section 1021.5.
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THIRD CAUSE OF ACTION
Violation of California’s Consumers Legal Remedies Act
Cal. Civ. Code § 1750, et seq.
(On Behalf of the California Subclass)

89. California Plaintiffs incorporate and reallege the above factual allegations by reference.

90. Patreon is a “person” within the meaning of Cal. Civ. Code §§ 1761(c) and 1770, and
provides “services” within the meaning of Cal. Civ. Code §§ 1671(b) and 1770.

91. California Plaintiffs and Subclass members are “consumers” as defined by Cal. Civ.
Code §§ 1761(d) and 1770, and engaged in a “transaction,” as defined by Cal. Civ. Code §§ 1761(e) and
1770.

92. Patreon’s acts and practices, as alleged in this complaint, violate the CLRA, Cal. Civ.
Code §§ 1770(a)(5), (7), and (9), because its practice of sharing Users’ FIDs and viewing content with
Facebook without their consent materially misled California consumers. In describing its services and
privacy policies, Patreon misrepresented and/or omitted the true nature of its information-sharing
practices.

93. Patreon’s practices implicate significant privacy concerns and caused economic harm to
California Plaintiffs and Subclass members as alleged above.

94. Patreon’s misrepresentations and omissions were material. Had California Plaintiffs and
Subclass members known that Patreon engages in these business practices, they would not have
subscribed for Patreon’s services or would have paid less for the subscription.

9s. Patreon’s CLRA violations caused California Plaintiffs and Subclass members to sustain
ascertainable losses, to be determined according to proof at trial.

96. California Plaintiffs also seek an order enjoining Patreon from engaging in practices that
violate the CLRA.

97. Under California Civil Code section 1782(a), on their own behalf and on behalf of the
Class, each California Plaintiff sent a CLRA notice on May 27, 2022 via certified mail, return receipt
requested, to Patreon’s principal place of business, advising Patreon that it is in violation of the CLRA
and must cease its practice of disclosing Users’ personal information to third parties without appropriate

consent, and reimburse subscription fees. If Patreon does not provide the relief requested within 30 days
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of receiving California Plaintiffs’ CLRA notices, Plaintiffs will amend (or seek leave to amend) this
complaint to add claims for monetary relief, including actual and restitutionary damages pursuant to the
CLRA, reasonable attorneys’ fees and costs, declaratory relief, and punitive damages.

98.  Attached as Exhibit A to this Complaint is a declaration of venue and place of trial under
California Civil Code section 1780(d).

FOURTH CAUSE OF ACTION

Unjust Enrichment
(On Behalf of the Nationwide Class)

99. Plaintiffs incorporate and reallege the above factual allegations by reference.

100. Plaintiffs and Class members conferred a benefit on Patreon by paying it membership
fees for online subscription services.

101. Patreon acted wrongfully by sharing Users’ FID and viewing content to Facebook
without their consent.

102. Patreon’s practice of sharing Users’ personal information and viewing content with
Facebook without their consent, and its failure to disclose this practice, caused Patreon to profit from
membership fees it would otherwise not have received.

103. Patreon’s retention of these ill-gotten gains is unjust and inequitable.

104. Plaintiffs, on behalf of themselves and the Class, accordingly seek restitution,
restitutionary disgorgement, and all other appropriate relief permitted by the law of unjust enrichment,
including reasonable attorneys’ fees and costs. There is no adequate remedy at law that would provide
redress to Plaintiffs and the Class or ensure that Patreon will not deploy the same data practices in the
future.

PRAYER FOR RELIEF

WHEREFORE, Plaintiffs, individually and on behalf of all others similarly situated, respectfully
request that the Court:

A. Certify this case as a class action, and appoint Plaintiffs as Class Representatives
and the undersigned attorneys as Class Counsel;

B. Enter judgment in favor of Plaintiffs and the Class;
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C. Enter injunctive and/or declaratory relief as is necessary to protect the interests of
Plaintiffs and Class members, including reformation of practices and an accounting and purging of
wrongfully obtained personal information;

D. Award all actual, general, special, incidental, statutory, treble, punitive,
liquidated, and consequential damages and/or restitution to which Plaintiffs and Class members are
entitled;

E. Award disgorgement of monies obtained through and as a result of the wrongful
conduct alleged herein;

F. Award Plaintiffs and Class members pre- and post-judgment interest as provided
by law;

G. Enter such other orders as may be necessary to restore to Plaintiffs and Class
members any money and property acquired by Defendant through its wrongful conduct;

H. Award Plaintiffs and Class members reasonable litigation expenses and attorneys’
fees as permitted by law; and

L. Award such other and further relief as the Court deems necessary and appropriate.

DEMAND FOR JURY TRIAL

Pursuant to Federal Rule of Civil Procedure 38(b), Plaintiffs demand a trial by jury of all issues

triable as of right.

Dated: May 27, 2022 Respectfully submitted,

By: /s/ Simon S. Grille

Adam E. Polk (SBN 273000)
Simon Grille (SBN 294914)
Kimberly Macey (SBN 342019)
GIRARD SHARP LLP

601 California Street, Suite 1400
San Francisco, CA 94108
Telephone: (415) 981-4800
apolk@girardsharp.com
sgrille@girardsharp.com
kmacey@girardsharp.com

Attorneys for Plaintiffs
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Adam E. Polk (SBN 273000)
Simon Grille (SBN 294914)
Kimberly Macey (SBN 342019)
GIRARD SHARP LLP

601 California St, Ste 1400

San Francisco, CA 94108
Telephone: (415) 981-4800
apolk@girardsharp.com
sgrille@girardsharp.com
kmacey@girardsharp.com

Attorneys for Plaintiffs

UNITED STATES DISTRICT COURT

NORTHERN DISTRICT OF CALIFORNIA

BRAYDEN STARK, JUDD OOSTYEN,
KEVIN BLACK, and MARYANN OWENS,
individually and on behalf of all others

similarly situated,
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V.
PATREON, INC.,

Defendant.

Case No.

CLRA VENUE DECLARATION OF
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I, Simon S. Grille, declare as follows:

1. I am a partner of Girard Sharp, LLP and counsel for Plaintiffs in this action. I am
admitted to practice in California and before this Court and am a member in good standing of the
State Bar of California.

2. This declaration is made pursuant to California Civil Code section 1780(d). I make
this declaration based on my research of public records and upon personal knowledge and, if called
upon to do so, could and would testify competently thereto.

3. The Class Action Complaint has been filed in the proper place for trial of this action.

4. Defendant Patreon has its principal place of business at 600 Townsend Street, Suite
500, San Francisco, California 94103.

5. Patreon is headquartered and conducts substantial business within San Francisco
County. In addition, a substantial part of the conduct, representations, and omissions giving rise to
the violations of law alleged herein occurred in San Francisco County.

I declare under penalty of perjury under the laws of the United States that the foregoing is true
and correct.

Executed this 27th day of May 2022 in California.

/s/ Simon S. Grille
Simon S. Grille

1

CLRA VENUE DECLARATION OF SIMON S. GRILLE PURSUANT TO CALIFORNIA CIVIL
CODE SECTION 1780(d)
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