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Agenda

 Health Information Privacy in the Wake of Dobbs

 Status of HIPAA Rulemaking

 Status of Changes to 42 C.F.R. Part 2

 Update on Information Blocking

 30-Minute Break

 FTC Developments with Respect to Health and Wellness Apps

 State Privacy Laws

 Health Information Enforcement Actions

 Impactful Court Decisions
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Health Information Privacy in the Wake of Dobbs
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Texas H.B. 1280

This Act may be cited as the Human Life Protection Act of 2021.

*  *  *  *  *
Sec. 170A.002.  PROHIBITED ABORTION; EXCEPTIONS. (a) A person may not knowingly 
perform, induce, or attempt an abortion.

*  *  *  *  *
Sec. 170A.004.  CRIMINAL OFFENSE. (a)  A person who violates Section 170A.002 commits 
an offense.
(b) An offense under this section is a felony of the second degree, except that the offense is a 

felony of the first degree if an unborn child dies as a result of the offense.

Tex. Pen. Code Sec. 12.32.  FIRST DEGREE FELONY PUNISHMENT.  (a)  An individual 
adjudged guilty of a felony of the first degree shall be punished by imprisonment in the Texas 
Department of Criminal Justice for life or for any term of not more than 99 years or less than 5 
years.
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“When your medical record can be used as evidence of illegal behavior, there is an issue. 
… As long as drug use is illegal, then the medical record can serve to incriminate the user. 
Furthermore, because those who use illegal substances and who are dependent on 
alcohol may disclose while in treatment for substance use disorders illegal acts that 
disclosure has the potential to be used for self-incrimination. … It is illegal to use heroin; it 
is not illegal to have diabetes. It is illegal to use marijuana; it is not illegal to be depressed. 
It is illegal to use street methamphetamine; it is not illegal to have hypertension. It is illegal 
to use PCP; it is not illegal to be obese. … It may be inconvenient for the health care 
delivery system to ask a patient for permission to codify information that could incriminate 
them in a legal forum, but it is disingenuous for health care providers to ignore the risk of 
disclosure of such information to the medical record. Respect for the autonomy of our 
patients requires that we seek permission from them prior to opening a gate that we cannot 
control, but which has clear implications.”
- Comment by H. Westley Clark, former Director of Center for Substance Abuse Treatment in the Substance Abuse 
and Mental Health Administration, commenting on S. Wakeman & P. Friedman, Outdated Privacy Law Limits 
Effective Substance Use Disorder Treatment: The Case Against 42 CFR Part 2, Health Affairs, March 1, 2017, 
https://www.healthaffairs.org/do/10.1377/forefront.20170301.058969/.
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Potential HIPAA Permissions for Disclosures of 
Reproductive Health Information

 When required by law. [45 C.F.R. § 164.512(a)]

 In response to a court order. [45 C.F.R. § 164.512(e)]

 To law enforcement pursuant to a court order, court-ordered warrant, 
subpoena issued by a judicial officer, grand jury subpoena, or 
administrative request that includes three elements. [45 C.F.R. §
164.512(f)(1)]

 To report a crime on the premises. [45 C.F.R. § 164.512(f)(6)]

 To avert a serious and imminent threat to the health or safety of a person. 
[45 C.F.R. § 164.512(j)]

 Workforce member believes in good faith that the covered entity has 
engaged in unlawful conduct. [45 C.F.R. § 164.502(j)]
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OCR Guidance

 “The Privacy Rule permits but does not require covered entities to disclose PHI 
about an individual, without the individual’s authorization, when such disclosure is 
required by another law and the disclosure complies with the requirements of the 
other law.”

 “In the absence of a mandate enforceable in a court of law, the Privacy Rule’s 
permission to disclose PHI for law enforcement purposes does not permit a 
disclosure to law enforcement where a hospital or other health care provider’s 
workforce member chose to report an individual’s abortion or other reproductive 
health care.”

 “A statement indicating an individual’s intent to get a legal abortion, or any other 
care tied to pregnancy loss, ectopic pregnancy, or other complications related to 
or involving a pregnancy does not qualify as a ‘serious and imminent threat to the 
health or safety of a person or the public’.”
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Location History is a Google account setting that is off by default, and for 
those that turn it on, we provide simple controls like auto-delete so users 
can easily delete parts, or all, of their data at any time. Some of the places 
people visit — including medical facilities like counseling centers, 
domestic violence shelters, abortion clinics, fertility centers, addiction 
treatment facilities, weight loss clinics, cosmetic surgery clinics, and 
others — can be particularly personal. Today, we’re announcing that if our 
systems identify that someone has visited one of these places, we will 
delete these entries from Location History soon after they visit. This 
change will take effect in the coming weeks.
- Jen Fitzpatrick, Senior Vice President, Google, https://blog.google/technology/safety-
security/protecting-peoples-privacy-on-health-topics/ (July 1, 2022)

Google Changes Location History 
Practices

https://blog.google/technology/safety-security/protecting-peoples-privacy-on-health-topics/
https://blog.google/technology/safety-security/protecting-peoples-privacy-on-health-topics/
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Flo Health Enables Anonymous Mode
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New State Protections

Cal. Civ. Code § 56.108 (. 

 “[A] provider of health care … shall not release medical information related to an individual seeking or obtaining 
an abortion in response to a subpoena or request if that subpoena or request is based on either another state’s 
laws that interfere with a person’s rights under the Reproductive Privacy Act (Article 2.5 (commencing with 
Section 123460) of Chapter 2 of Part 2 of Division 106 of the Health and Safety Code) or a foreign penal civil 
action, as defined in Section 2029.200 of the Code of Civil Procedure.”

 “A provider of health care … shall not release medical information that would identify an individual or that is 
related to an individual seeking or obtaining an abortion to law enforcement for either of the following purposes, 
unless that release is pursuant to a subpoena not otherwise prohibited by subdivision (a):

1. Enforcement of another state’s law that would interfere with a person’s rights under the Reproductive Privacy Act (Article 2.5 
(commencing with Section 123460) of Chapter 2 of Part 2 of Division 106 of the Health and Safety Code).

2. Enforcement of a foreign penal civil action, as defined in Section 2029.200 of the Code of Civil Procedure.”
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Status of HIPAA Rulemaking
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Right of Access

 30 days + 30 days becomes “as soon as practicable” + 15 calendar 

days + 15 calendar days

Policy must prioritize “urgent or otherwise high priority requests”

 Third-party directives: (1) limited to e-copy of EHR; and (2) can be 

based on verbal request

Clarifies right of inspection and “unreasonable measures”
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Right of Access

Right to receive copy through a “personal health application”

Must post fees and provide individualized estimate upon request

Right to have a covered entity submit an access request to a health 

care provider on individual’s behalf
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Notice of Privacy Practices

Ends requirement to obtain acknowledgment of receipt

Substantially increases required language

Adds right to discuss the notice with designated contact person
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Other Proposals

Clarifies definition of “health care operations”

Adds exception to minimum necessary standard for case 
management and care coordination

Permits disclosure for treatment to social services agencies, 
community-based organizations, home and community-based 
providers, and similar third parties

Revises “professional judgment” to “good faith belief”

 “Serious and imminent threat”  “serious and reasonably 
foreseeable threat”
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OCR Issues Proposed Rule (Jan. 21, 2021)
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OCR Extends Comment Period (Mar. 9, 2021)
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Current Status of Final Rule

Action Date FR Cite

Final Action 03/00/2023
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April 2022 Request for Information

 With respect to penalties and audits, “the Secretary shall consider whether the 

covered entity or business associate has adequately demonstrated that it had, 

for not less than the previous 12 months, recognized security practices in place 

….”

 Questions about “recognized security practices” that organizations have implemented.

 What steps do organizations take to ensure that recognized security practices are in place 

and consistently in use?
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April 2022 Request for Information

 Distribution of penalties/settlements to harmed individuals

 What constitutes compensable harm?

 Should harm be presumed in certain cases? If not, what evidence of harm is needed?

 Should there be a minimum or maximum percentage distributed to harmed individuals?

 How should harmed individuals be identified and notified?

 Deadline for comments: June 6, 2022
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Changes to 42 C.F.R. Part 2
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CARES Act

 Patient can provide general treatment, payment, health care operations 

(“TPO”) consent.

 Once disclosed for TPO, then Part 2 record may be redisclosed consistent with 

HIPAA.

 HIPAA penalties apply to the Part 2 Rule.

 New breach notification requirement consistent with HIPAA.

 Waiting on regulations.



26



27

Action Date FR Cite

Final Action 08/00/2022
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Update on Information Blocking
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Cures Act – Information 
Blocking Definition

 Except if:

 Practice is required by law

 Falls under HHS rulemaking exception

 Practice is likely to …

 Interfere with, prevent, or materially discourage 

…
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Access, exchange, or use …

Electronic Health Information

Knowledge

Knows or Should Know (health information technology 

developer, exchange, or network); or

Knows practice is unreasonable (health care provider)

Cures Act – Information 
Blocking Definition (Cont’d)
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Information Blocking - Actors

Health Care Providers
Health IT Developers of 

Certified Health IT

Health Information 
Networks/Health Information 

Exchanges
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Eight Exceptions

HHS Office of the National Coordinator of Health IT, https://www.healthit.gov/topic/information-blocking

https://www.healthit.gov/topic/information-blocking
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Can I Block EHI from Going to 
the Patient Portal?

Old Guidance:

“There is no requirement under the information blocking regulations to 

proactively make available any EHI to patients or others who have not requested 

the EHI. We note, however, that a delay in the release or availability of EHI in 

response to a request for legally permissible access, exchange, or use of EHI 

may be an interference under the information blocking regulations (85 FR 

25813, 25878).”

https://www.healthit.gov/curesrule/resources/information-blocking-faqs

https://www.federalregister.gov/d/2020-07419/p-1915
https://www.federalregister.gov/d/2020-07419/p-1915
https://www.federalregister.gov/d/2020-07419/p-2591


35

Can I Block EHI from Going to 
the Patient Portal?
New Guidance:

“’Proactively’ or ‘proactive’ is not a regulatory concept included within the information blocking 

regulations. Rather, the information blocking regulations focus on whether a practice (an act or 

omission) constitutes information blocking. Further, an important consideration is whether the 

practice is likely to interfere with, prevent, or materially discourage the access, exchange, or use 

of EHI. In this regard, we direct readers to the following FAQ, which explains when a delay in 

making EHI available through a “patient portal” or an API for patients could constitute an 

interference and thus implicate the information blocking regulations:

Q: When would a delay in fulfilling a request for access, exchange, or use of EHI be considered 

an interference under the information blocking regulation? (IB.FAQ22.1.2021MAR)”

https://www.healthit.gov/curesrule/resources/information-blocking-faqs

https://www.healthit.gov/curesrule/faq/when-would-delay-fulfilling-request-for-access-exchange-or-use-ehi-be-considered-interference
https://www.healthit.gov/curesrule/faq/when-would-delay-fulfilling-request-for-access-exchange-or-use-ehi-be-considered-interference
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Can I Block EHI from Going to 
the Patient Portal?

“To further illustrate, it also would likely be considered an interference:

 where a delay in providing access, exchange, or use occurs after a patient logs 

in to a patient portal to access EHI that a health care provider has (including, 

for example, lab results) and such EHI is not available—for any period of 

time—through the portal.”

https://www.healthit.gov/curesrule/resources/information-blocking-faqs
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Can I Block EHI from Going to the Patient 
Portal If I Believe Doing So Is Reasonable?

 Statute:

 “In this section, the term ‘information blocking’ means a practice that … if conducted by a 

health care provider, such provider knows that such practice is unreasonable ….”

 Regulation:

 “Information blocking means a practice that … If conducted by a health care provider, such 

provider knows that such practice is unreasonable …”

 Risk – HHS may take the position that anything that does not fall within a 

regulatory exception is inherently unreasonable.
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Status of Enforcement

 Applicability date was April 5, 2021

 OIG enforcement with respect to health IT developers and HIEs/HINs:

 $1 million per violation

 Proposed enforcement rule on 4/24/20

 Final rule expected shortly

 Enforcement will begin for conduct occurring 60 days after final rule
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Current Status of Final OIG Rule

Action Date FR Cite

Final Action 09/00/2022
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Status of Enforcement

 Enforcement with respect to health care providers:

 No proposed enforcement rule yet

 No information on what “appropriate disincentives will be”

 No information on which agency will enforce the rule

 No information on whether conduct prior to final enforcement rule is subject to enforcement
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30-Minute Break
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FTC Developments with Respect 
to Health and Wellness Apps
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FTC & Health Apps

Section 5 of the FTC Act prohibits unfair and deceptive trade 

practices

 FTC Health Breach Notification Rule governing personal health 

records
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FTC & Health Apps

 FTC Health Breach Notification Rule Request for Public Comment 
(5/22/20)

 Three members of Congress urge FTC to take action against 
menstruation-tracking mobile apps that violate the Health Breach 
Notification Rule (3/4/21).

 FTC enters into consent order with Flo Health over disclosures from 
menstruation app to Facebook, Flurry, Fabric, and Google (6/22/21).

 FTC issues Policy Statement “clarifying” the Health Breach Notification 
Rule’s application to health and fitness apps (9/15/21).
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FTC & Health Apps

PHR Identifiable Health Information:

 Individually Identifiable Health Information

 Definition limited to information created or received by a health care provider, 

health plan, employer, or health care clearinghouse

 That is provided by or on behalf of the individual

 That identifies the individual
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FTC & Health Apps

Personal Health Record:

 Electronic record

 PHR identifiable health information

 Can be drawn from multiple sources

 Managed, shared, and controlled by or primarily for the individual
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FTC & Health Apps

“Under the definitions cross-referenced by the Rule, the 

developer of a health app or connected device is a ‘health 

care provider’ because it ‘furnish[es] health care services or 

supplies.’”

FTC Statement on Breaches by Health Apps and Other Connected Devices
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FTC & Health Apps

“The statute directing the FTC to promulgate the Rule requires that a 

“personal health record” be an electronic record that can be drawn 

from multiple sources. The Commission considers apps covered by 

the Rule if they are capable of drawing information from multiple 

sources, such as through a combination of consumer inputs and 

application programming interfaces (‘APIs’).” 

FTC Statement on Breaches by Health Apps and Other Connected Devices
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FTC & Health Apps

“For example, an app is covered if it collects information directly from 

consumers and has the technical capacity to draw information 

through an API that enables syncing with a consumer’s fitness 

tracker.”

FTC Statement on Breaches by Health Apps and Other Connected Devices
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FTC & Health Apps

“For example, if a blood sugar monitoring app draws health 

information only from one source (e.g., a consumer’s inputted blood 

sugar levels), but also takes non-health information from another 

source (e.g., dates from your phone’s calendar), it is covered under 

the Rule.”

FTC Statement on Breaches by Health Apps and Other Connected Devices
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FTC Health Breach Notification Rule 
Resources (Jan. 2022)
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State Privacy Laws
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California Consumer Privacy Act

Excludes:

 Medical information governed by California Confidentiality of Medical 

Information Act

 PHI governed by HIPAA

 Provider of health care or covered entity to the extent that patient 

information is maintained in the same manner as CMIA/HIPAA information

 Clinical trial information subject to Common Rule

 HIPAA de-identified information

 Most non-profits



54

California Consumer Privacy Act

 Privacy notice must identify sale or disclosure of HIPAA de-identified information 

(including which method of de-identification) (“businesses” only) (ends 1/23)

 Sale or licensing of HIPAA de-identified information must include contractual 

provisions (any “person,” including non-profits):

 A statement that the deidentified information being sold or licensed includes deidentified patient 

information.

 A statement that reidentification, and attempted reidentification, of the deidentified information 

by the purchaser or licensee of the information is prohibited pursuant to this section.

 A requirement that, unless otherwise required by law, the purchaser or licensee of the 

deidentified information may not further disclose the deidentified information to any third party 

unless the third party is contractually bound by the same or stricter restrictions and conditions.
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Virginia Consumer Data Protection Act

 Excludes:

 PHI under HIPAA

 Health records of health entities subject to Va. health records privacy statute

 Substance use disorder information subject to 42 C.F.R. part 2

 Identifiable private information subject to the Common Rule for research

 HIPAA de-identified information

 Non-profits

 Becomes effective January 1, 2023
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Colorado Privacy Act

Excludes:

 PHI collected, stored, and processed by a covered entity or business 

associate

 Health care information subject to Colorado patient record privacy law 

“solely for the purpose of access to medical records” 

 Substance use disorder information subject to 42 C.F.R. part 2

 Identifiable private information subject to the Common Rule for research

 HIPAA de-identified information

Becomes effective July 1, 2023
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California Genetic Information Privacy Act

 Signed into law on October 6, 2021, became effective January 1, 2022

 Governs direct-to-consumer genetic testing companies

 Requires:

 Summary of privacy practices

 Privacy notice

 Notice about sharing de-identified genetic information for research

 Consumer consent for collection, use, and disclosure of the consumer’s genetic data

 “Separate and express” consents for certain uses and disclosures

 Reasonable security measures

 Access and deletion rights

 Special limits on disclosures to insurers and employers
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Utah Consumer Privacy Act

Excludes 

 HIPAA PHI (not limited to HIPAA covered entities or business associates)

 HIPAA covered entities and business associates (not limited to PHI)

 Substance use disorder information subject to 42 C.F.R. part 2

 Identifiable private information subject to the Common Rule for research

 HIPAA de-identified information

 Non-profits

 Becomes effective December 31, 2023
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Connecticut Data Privacy Act

Excludes:

 HIPAA PHI (not limited to HIPAA covered entities or business associates)

 Substance use disorder information subject to 42 C.F.R. part 2

 Identifiable private information subject to the Common Rule for research

 HIPAA de-identified information

 Non-profits

Becomes effective July 1, 2023
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State Law Issues

 Is website visitor information subject to HIPAA, state law, or both?

 Does the state’s breach notification law apply to health information? Is there 

special treatment of HIPAA entities?

 Don’t forget about employee privacy issues under new state laws.
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Health Information Enforcement Actions



62

OCR Aggregate Enforcement Data (Sept. 2022)

 Voluntary corrective action - 29,779 cases

 Technical assistance – 52,133 cases

 No violation – 14,117 cases

 Not eligible (e.g., no covered entity) – 204,398 complaints

 Financial enforcement – 126 cases

 Highest action - $16 million (Anthem)

 Average settlement/penalty - $1,059,676
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41st OCR Right of Access Case (Sept. 2022)
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HHS Announces New OCR Director (Sept. 2021)
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HHS Announces New OCR Director (Sept. 2022)
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$21M, 41-State Attorneys 
General Settlement (Mar. 2021)

AG Racine Announces Settlement with American Medical Collection Agency Over 2019 Data Breach Affecting 12,530 District Residents (dc.gov)

https://oag.dc.gov/release/ag-racine-announces-settlement-american-medical
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Three New Jersey AG Settlements (Oct. to Dec. 2021)
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Iowa Criminal HIPAA Case (June 2021)
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Massachusetts Criminal HIPAA Case (Sept. 2021)



70

Florida HIPAA Criminal Case (Dec. 2021)
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New Jersey HIPAA Criminal Case (Oct. 2022)
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Impactful Court Decisions
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Healthcare Provider Website Settlement (Jan. 2022)

https://www.hipaajournal.com/mass-general-brigham-settles-cookies-without-consent-lawsuit-for-18-4-million/
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[O]ne of the most remarkable aspects of the ALJ’s order is its 

insistence that the Government can arbitrarily and capriciously 

enforce the CMP rules against some covered entities and not 

others. The ALJ insisted that “I do not evaluate penalties based 

on a comparative standard. 

U. of Tex. M.D. Anderson Cancer Ctr. v. U.S. Dep’t of Health and Human 

Srvcs., No. 19-60226 (5th Cir. Jan. 14, 2021)

MD Anderson
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[A]n administrative agency cannot hide behind the fact-

intensive nature of penalty adjudications to ignore irrational 

distinctions between like cases. 

U. of Tex. M.D. Anderson Cancer Ctr. v. U.S. Dep’t of Health and Human 

Srvcs., No. 19-60226 (5th Cir. Jan. 14, 2021)

MD Anderson
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MD Anderson

Other findings:

 MD Anderson satisfied Security Rule because it implemented a mechanism to 

encrypt PHI. “M.D. Anderson undisputedly had ‘a mechanism,’ even if it 

could’ve or should’ve had a better one. So M.D. Anderson satisfied HHS’s 

regulatory requirement, even if the Government now wishes it had written a 

different one.”

 Sided with M.D. Anderson (and the Trump administration) on the lower annual 

penalty caps.

 “Disclosure” requires an affirmative action, not a passive loss of information.
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Dinerstein v. Google

 A violation of HIPAA can support a breach of contract claim

 The notice of privacy practices created contractual obligations beyond the regulation 

because it did not include certain exceptions.

 “A nonexclusive, perpetual license to use the [] Trained Models and 

Predictions” created by Google “for internal non-commercial research 

purposes” was potentially a form of remuneration for disclosure of PHI (i.e., a 

“sale of protected health information”

Dinerstein v. Google, No. 19-04311 (E.D. Ill. 2020)
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Ciox Health v. Azar

 HITECH Act created right of “third-party directive” limited to e-copy of EHR 

information.

 HHS could not rely on more general HIPAA authority to expand to paper and non-EHR 

information. Regulation is invalid to the extent it does so.

 HHS failed to go through notice-and-comment rulemaking to apply the “HIPAA 

rate” to third-party directives.

Ciox Health v. Azar, 435 F. Supp.3d 30 (D.D.C. 2020)
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Adam Greene
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