
November 4, 2022

From Cyber Crisis to Courtroom
Mitigating Litigation Risk and Liability 
Exposure in the Incident Response Process

Ed McAndrew
BakerHostetler

James Perry
CrowdStrike

Nate Lovett
Wiley Rein LLP



Speakers

Ed 
McAndrew
Partner,
Cybersecurity &
Litigation
BakerHostetler

James Perry
Senior Director of 
Consulting Services
CrowdStrike

Nate Lovett
Associate
Insurance & Privacy, 
Cyber & Data 
Governance
Wiley Rein LLP



A Changing Threat 
Landscape



The threat landscape is evolving

• Threat landscape is accelerating

• Proliferation of sophisticated threat 
actors across the globe (185 
tracked)

• Increase in identity-based attacks

• Nation States focus on stealing 
credentials and using those to 
access data

• May groups have evolved to data 
extortion

How adversaries gain 
access:
• Valid credentials
• Supply chain attacks
• Zero day exploits
• MFA bypass

How adversaries 
remain stealthy:
• Living off the land

What adversaries are 
attacking:
• Cloud workloads
• Email servers
• Downstream access



2022 BakerHostetler DSIR
Attack Types
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Response Timelines



2022 BakerHostetler DSIR
Forensics v. Legal Exposure



2022 BakerHostetler DSIR
Incident-related Class Actions
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2022 BakerHostetler DSIR
Ransomware/Cyber Extortion
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Vendor-related Incidents



2022 BakerHostetler DSIR
BECs/Financial Fraud

• Greater Use of Stolen Data from 
Ransomware Attacks to Commit Fraud

• Pivot to Financial Fraud for “Easy 
Money”

• Remote Work Vulnerabilities 
• More Fund Transfer Incidents Are 

Triggering Legal Notification 
Obligations

• Recovery Rate Is Increasing Where Re-
direction Is Spotted Quickly



Key Issues in Incident 
Response



Cyber Extortion 

Detection, 
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Team Scaling

Remediation 
Planning –

operationally 
down, extortion
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support from 
vendor 

Legal Disclosure 
Obligations Litigation Planning



Cyber Extortion
Threat Actor Engagement

 May be essential to buy time
 Can you restore operations before “time expires”?
 How much time do you need to (1) determine the full scope and potential consequences of the incident; and (2) execute workstreams to 

mitigate negative consequences?
 Key issues to consider

 What key factors should we consider in determining whether, when, and how to engage the threat actors/possibly pay a ransom?
 Is it legal to communicate with a threat actor? Is it legal to pay a ransom?  Under what circumstances?
 How would we handle communications with threat actors?
 How would we execute the negotiation and payment of a ransom?

 Engage experienced ransomware negotiation consultant through counsel
 Maintains Attorney-Client Privilege and Work Product Protection
 Early engagement is needed to stall additional threat actor malign activity or to cut a quick deal where prudent.
 A specialist ransomware consultant can assist with:

 Validating the credibility of the attack and potential impact of future actions
 Providing intelligence about the motives and temperament of the attackers
 Negotiation strategy and tactics – art informed by intel
 Accessing crypto and facilitating LEGAL payment
 Executing decryption process/data impact analysis

 Specialists provide OFAC compliance reports and a chat transcript that will not be needlessly damaging in ensuing investigations or litigation.



Cyber Extortion
OFAC Ransomware Guidance 

• IEEPA/TWEA -- U.S. persons are generally prohibited from 
engaging in transactions, directly or indirectly, with individuals or 
entities on OFAC’s Specially Designated Nationals and Blocked 
Persons List (SDN List), other blocked persons, and those covered 
by comprehensive country or region embargoes (e.g., Cuba, the 
Crimea region of Ukraine, Iran, North Korea, and Syria).

• OFAC may impose civil penalties for sanctions violations based 
on strict liability.

• DOJ may prosecute willful violations of IEEPA/TWEA
• IEEPA – willfully attempting, conspiring, causing or violating 

any license, order, regulation or prohibition issued under 
the statute.

• TWEA – willfully violating any provision of TWEA or any 
license, rule, order or regulation issued thereunder.



OFAC Ransomware Guidance
General Factors Affecting Administrative Action -- 31 C.F.R. Pt. 501 App. A, § III

• Willful or Reckless Conduct (knowledge of violation of US law/failure to exercise minimal 
degree of caution/care, disregard for warning signs)

• Concealment (hiding conduct to mislead OFAC, federal, state or foreign regulators or other 
involved parties)

• Pattern of Conduct (pattern or isolated/atypical occurrence)
• Prior Notice (reasonably on notice that conduct was illegal)
• Management Involvement (D&O, supervisory or managerial staff aware or should have been 

aware)
• Awareness of Conduct (greater the actual knowledge, greater the penalty)
• Harm to Sanctions Program Objectives (benefit to sanctioned person/entity; impact on US 

policy; license eligibility; humanitarian activity)
• Individual Characteristics (commercial sophistication, operational size and financial condition, 

transaction volume, sanctions history, compliance program, voluntary corrective action)
• Cooperation with OFAC (voluntary self-disclosure, production of all relevant information, SOL 

tolling)



OFAC Ransomware Guidance
Sanctions Compliance Program and Defensive Resilient Measures

• “[t]he existence, nature and adequacy of a sanctions compliance program is a factor” in OFAC enforcement 
determinations.

• Implementation of a risk-based compliance program mitigates exposure to sanctions-related violations.
• Integrate ransomware response activities into existing compliance programs.

• Adoption and improvement of cybersecurity practices “will be considered a significant mitigating factor in any 
OFAC enforcement response.

• See CISA September 2020 Ransomware Guide
• Key steps highlighted in OFAC Guidance:

• Offline data backups
• Incident response planning
• Cybersecurity training
• AV/Anti-Malware updating and software patching
• Authentication protocols and access management (MFA, etc.)

• “OFAC will consider a Company’s self-initiated and complete report of a ransomware attack to law enforcement 
or other relevant U.S. government agencies . . . made as soon as possible after discovery of an attack . . . to be a 
voluntary self-disclosure and a significant mitigating factor”

• “OFAC will also consider a company’s full and ongoing cooperation with law enforcement both during and after a ransomware 
attack – e.g., providing all relevant information such as technical details, ransom payment demand, and ransom payment 
instructions as soon as possible – to be a significant mitigating factor.”

• Following the steps above would make it more likely that OFAC would resolve sanctions violations with a non-
public response. 

https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware%20Guide_S508C_.pdf


Privilege in 
Investigations



Legal Privilege in the United States

• A state and federal common law privilege that protects confidential communications between attorney and client for the 
purpose of seeking and providing legal advice.

• It may encompass non-lawyer agents working at the direction of counsel for the purpose of assisting counsel in providing legal 
advice.

1. Attorney-Client Privilege

• A qualified immunity protecting from discovery documents and tangible things prepared by a party or its representative in 
anticipation of litigation or for trial. 

• Creates a presumption against discoverability that may be overcome on a showing of compelling need (for attorney’s mental 
impressions and opinions) or substantial need (for non-opinion work product).

2. Work Product Doctrine

• Confidential communications between multiple parties shared to advance a claim or defence remain privileged.
• This may apply to communications with third party service providers of the company suffering the incident.

3. Common Interest Doctrine

• Applicable privileges can arise under state or federal law.  The three primary “privileges” that arise in 
cyber incident investigations are:



Sampling of Key Decisions on Legal Privilege 

• Incident Response Materials Protected by Privilege
• In re Marriott int’l Inc. Customer Data Sec. Breach Litig., 2021 WL 2910541 (D. Md. July 12, 2021)
• In re Capital One Consumer Data Sec. Breach Litig., 2020 WL 5016930 (E.D. Va. Aug. 21, 2020) (denying mot. Compel PwC Rpt 

withheld on privilege)
• In re Target Corp. Customer Data Sec’y Breach Litig., 2015 WL 6777384 (D. Minn.)
• In re Premera Blue Cross Customer Data Sec’y Breach Litig., 329 F.R.D. 656 (D. Or. 2019) 
• In re Experian Data Breach Litig., 2017 WL 4325583 (C.D. Cal. May 18, 2017)

• Incident Response Materials NOT Protected by Privilege
• In re Rutter’s Data Sec. Breach Litig., 2021 WL 3733137 (M.D. Pa. July 22, 2021)
• Wengui v. Clark Hill, PLC, slip op. (D. D.C. Jan. 12, 2021)
• In re Capital One Consumer Data Sec. Breach Litig., 2020 WL 2731238 (E.D. Va. May 26, 2020), aff’d 2020 WL 3470261 (E.D. Va. 

June 25, 2020) (granting mot. compel production of Mandiant Rpt)
• In re Dominion Dental Servs. Data Breach Litig., 429 F. Supp. 3d 190 (E.D. Va. 2019)
• In re Premera Blue Cross Customer Data Sec’y Breach Litig., 296 F. Supp. 3d 1230 (D. Or. 2017) 

• Waiver of Attorney-Client Privilege
• In re United Shore Fin. Servs., 2018 WL 2283893 (6th Cir. Jan. 3, 2018) 
• In re Target, 2015 WL 6777384 (D. Minn.)

• Work Product
• Commonwealth v. Equifax, 35 Mass. L. Rptr. 416 (Mass. Super. 2018)



Regulatory Investigations
& Civil Litigation



Legal Obligations and Impact on Strategy

What is the potential regulatory or civil liability as a result of disclosures and the incident 
itself?

What is the potential for involvement in criminal or other proceedings as a result of the 
incident?

Negligence 

Negligence Per Se

Negligent Failure to Warn

Breach of Contract/Implied Contract

Violation of federal/state privacy and information security statutes

Violation of Breach Notification Statutes

Unfair Trade Practices/Consumer Fraud

Fraudulent Misrepresentation



Data Security and Data Breach Notification Laws

DATA SECURITY LAWS
• 26 states have enacted general data security laws 
• 18 states have adopted a version of the NAIC Model 

Insurance Data Security Act 
• Data security laws generally require businesses to:

• Maintain appropriate security policies, procedures 
and safeguards (encryption, least privilege, multi-
factor authentication)

• Appoint a cybersecurity leader
• Create an Incident Response Plan
• Train employees
• Oversee service providers
• Periodically assess risks 
• Monitor their programs
• Fund their programs
• Maintain Board Oversight

DATA BREACH NOTIFICATION LAWS
• 50 State laws & Numerous Federal Laws
• “Personal Information” definitions are expanding
• Regulator notification expanding – 37 states
• Notification timeframes are tightening

• SEC Proposed Rule – 4 days
• FFIEC Proposed Rule – 36 hours
• NY DFS Cybersecurity Regulation and SHIELD 

Act – 72 hours
• GDPR – 72 hours
• State laws – as expeditiously as possible
• Contracts/Outside Counsel Guidelines –

immediately/24 hrs
• Litigation is growing as cases survive early dismissal

• Consumer Privacy Class Actions
• Regulatory Enforcement Actions
• Shareholder/D&O 
• Commercial and Employment Litigation
• Insurance Coverage



Statutory Private Causes of Action for Cyber Incidents

California Consumer Privacy Act -- Cal. Civ. Code § 1798.150(a)(1) 
Private Cause of Action
“Any consumer whose nonencrypted and nonredacted personal information . . . is subject to an 
unauthorized access and exfiltration, theft, or disclosure as a result of the business’s violation of the 
duty to implement and maintain reasonable security procedures and practices appropriate to the 
nature of the information to protect the personal information may institute a civil action . . . .”

Statutory Damages
• Statutory damages of at least $100 and up to $750 per consumer, per data breach for a breach of 

unencrypted/unredacted personal information resulting from a business’s failure to implement 
reasonable security measures.

• Court may also award actual damages (if greater than statutory damages), injunctive or other 
relief.

• Damage assessment considers, among other factors:  nature, seriousness, persistence and 
duration of misconduct; number of violations; willfulness of the business’s misconduct; business’s 
assets, liabilities and net worth. 

Other States Permit Recovery of Treble Damages and Attorney’s Fees for gross 
negligence or willful misconduct.



Recent Insurance Sector Laws



A Tort Duty to Safeguard Personal Data

• Dittman v. UPMC (Pa. S. Ct. Nov. 21, 2018)
• Arose out of data breach impacting personal information of all employees.
• Reversed dismissal of data breach class action.
• An employer that collects personal information from employees has a common law duty 

to exercise reasonable care in securing that information against foreseeable cybersecurity 
risks.

• The economic loss doctrine does not prevent the recovery of purely economic damages 
for a data breach under a negligence theory.

• Broad rationale easily expandable to all data collectors. 

• In re Rutter’s Inc. Data Security Litig., slip op. (M.D. Pa. Jan. 5, 2021)
• Denying motion to dismiss negligence claim in consumer data breach class action
• Extending rationale of Dittman to customer bank card data



Damages Can Vary Widely in Cyber Incident Litigation

• Tort damages can include all reasonably foreseeable losses, but may be limited by the 
economic loss doctrine, comparative fault, mitigation and other tort concepts.

• Contract damages can include direct and indirect/consequential damages such as 
those necessary to meet a party’s expectation, reliance or restitutionary interests, 
subject to contractual limitations of liability, indemnification and other provisions.

• Statutory damages can be imposed within the minimum-maximum statutory range 
based on a variety of factors, and may be available even absent proof of actual injury.

• The type of cyber incident can lead to a wide range of losses, including reimbursement 
for typical 1st party expenses, plus economic losses suffered by affected individuals and 
lost business, reputational harm, indemnification for fines/penalties/judgments against 
business customers.

• Ransomware losses – recent anecdotal cases include losses ranging from $1 million to over $100
million in claimed damages.

• PII/PHI data breach losses – recent anecdotal cases include losses ranging from $75,000 to $150
million, depending on the number of records impacted



Litigation Trends

• More Class Actions Are Being Filed 
Per Incident

• Less Cooperation with Plaintiff’s Bar
• Consolidation and Transfer in 

Federal Court
• More Cases Litigated in State Court
• Discovery on the Horizon
• Discovery Disputes Expanding
• Privilege Battles Continue
• Certification Disputes Coming into

Focus
• Trials!



1. Form 8-K Reporting of Material Cybersecurity Incidents. Form 8-K would be amended to add new Item 1.05, requiring 
issuers to disclose cybersecurity incidents within four days of making a determination that a cybersecurity incident is 
material.

2. Cybersecurity Incident Disclosures in Periodic Reports. There are two proposed changes to Regulation S-K that would 
require issuers to provide cybersecurity incident disclosures in their Form 10-Q or Form 10-K filings.

3. Disclosures Related to Risk Management, Strategy and Governance. Proposed amendments to Regulation S-K require 
issuers to provide disclosures related to cybersecurity policies and procedures, and governance.

4. Disclosure Regarding the Board of Directors’ Cybersecurity Expertise. A proposed amendment to Item 407(j) of Regulation 
S-K would require disclosure about the cybersecurity expertise of members of the board of directors. If any member of the 
board has cybersecurity expertise, the issuer would have to disclose the name of any such director and describe the nature 
of the expertise.



FTC Act Enforcement
In re Drizly, LLC & James Cory Rellas

• Settlement related to 2020 breach involving PII for > 
2.5 million users

• Second GitHub-related incident – detected by 
media/social media users

• No CISO
• No MFA/inadequate password policy
• No network monitoring for malicious activity
• No/inadequate cybersecurity policies & 

procedures 
• Inadequate data retention/deletion practices
• No user training

• Unanimous FTC vote to require company and CEO to 
maintain robust cybersecurity program

• Order applies to CEO for 10 years at Drizly or in any 
other senior exec role for co that collects > 25K 
consumers’ data

• Order applies to Drizly for 20 years
• Extensive program build based on under 

Safeguards Rule (Oct. 2021)
• 3d party InfoSec Assessments every 2 years
• Annual Compliance Certifications
• Incident Reports Within 10 Days of Other Notice



Dispute Resolution and Remedial Measures

• Significant incidents can result in multiple, parallel investigations
• Disclosures lead to Investigations, which often overlap with Civil Litigation
• Investigations and civil litigation both focus extensively on the pre-incident cybersecurity program and the 

incident response/disclosure process
• Did the company act reasonably in light of foreseeable risk?
• Did the company appropriately disclose cybersecurity issues and incidents?

• Legal privilege and work product protection in the response process can have an enormous impact on 
litigation exposure and liability risk

• Commercial disputes may be resolved through pre-complaint ADR
• Early dismissal of civil litigation has become less likely (standing and pleading deficiencies are less likely)
• Discovery will likely be broad, long and expensive
• Pre-trial resolution is growing less likely in light of significant factual disputes



Criminal Investigations & 
Litigation



United States v. Sullivan

• Former Chief Security Officer/Deputy GC (and cybercrime 
prosecutor) convicted of obstruction of justice and misprision 
of a felony

• Jury convicted based on active concealment of 2016 data 
breach/cyber extortion incident from FTC and affected 
individuals

• First criminal conviction of a senior executive for obstructing 
a regulatory investigation into cybersecurity program 
compliance and concealing a cyber incident from regulators.

• Reflects whole-of-government trend in cybersecurity policy 
toward more robust disclosure and reporting obligations.

• Hits on the hallmarks of the DOJ’s revised white collar policy 
prioritizing individual accountability for organizational 
criminal conduct. 

• Prosecution decisions will rest heavily on past history of 
non-compliance, current compliance programming, and 
whether the organization provides timely and full self-
disclosure of misconduct by individuals. 



United States v. Sullivan

• Active Concealment/Obstruction Charges
• 18 U.S.C. § 1505 -- Obstruction of Proceedings before a Department or Agency of the United States 

• Whoever corruptly . . .influences, obstructs, or impedes or endeavors to influence, obstruct or impede the due 
and proper administration of the law under which any pending proceeding is being had before any 
department or agency of the United States . . . shall be fined . . . imprisoned . . . .

• 18 U.S.C. § 4 – Misprision of a felony
• Whoever, having knowledge of the actual commission of a felony . . . Conceals and does not as

soon as possible make known the same to some judge or other person in civil or military authority
under the United States shall be fined under this title or imprisoned not more than three years, or
both



United States v. Sullivan
Some Initial Takeaways

• Avoid active concealment of information about security incidents and 
extortion payments.

• Ensure that bug bounty programs have proper parameters that are followed.
• Be prepared to be investigated – and not just by regulators

• Other IR team members, executives – and even the hackers – may be witnesses
against you.

• Brace for intense discovery/privilege battles with criminal defendants (and 
the government)

• Expect increased whistleblower activity related to cybersecurity programs
and incidents



Questions & Contacts

Ed McAndrew
Partner, Cybersecurity &
Litigation
BakerHostetler
202-664-2939
emcandrew@bakerlaw.com

James Perry
Senior Director of 
Consulting Services
CrowdStrike

Nate Lovett
Associate
Insurance & Privacy, 
Cyber & Data 
Governance
Wiley Rein LLP
202-719-7295
nlovett@wiley.law


	Slide Number 1
	Slide Number 2
	Slide Number 3
	The threat landscape is evolving
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Legal Privilege in the United States
	Slide Number 21
	Slide Number 22
	Legal Obligations and Impact on Strategy
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Slide Number 37

