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This outline is a discussion in summary form and may not 
address all applicable issues or be relevant to all situations.  It 
is not intended to be legal advice.  Please consult your attorney 

for legal advice. 



Primer on the Applicable Tech & Terminology



What is a Blockchain?
• Block: Database of transactions – bundles of transactions are grouped 

together into separate “blocks” that get added to the database 

• Chain: Each block contains a “header” that includes: (i) a unique fingerprint 
or “hash” (i.e., a string of characters and numbers that uniquely represent a 
block’s transactions) of all transactions contained in that block, (ii) a 
timestamp, and (iii) a hash of the previous block, which creates a sequentially 
organized chain

• Decentralized: Maintained and replicated by “nodes” 

• Public: All transactions recorded and publicly auditable 

• Protocol: Each blockchain has a unique “protocol,” which is the underlying 
software that establishes the blockchain’s rules

• Immutable: Because each block incorporates a hash of the preceding block’s 
header, anyone trying to modify the content stored in a block will inevitably 
break the chain 

• Examples: Bitcoin, Ethereum, Solana



What are NFTs?
• Non-Fungible Tokens: 

– Each individual token is unique, with distinctive ID codes and 
metadata that distinguish them from one another

– The metadata contains a Uniform Resource Identifier (URI) that 
points to an off-chain location where users can see what the token 
represents

– When someone creates an NFT, they are essentially executing code 
that is added to the blockchain where the NFT is being managed

• Smart Contracts: Manage minting, sale, and distribution of NFTs 
and collect and pay proceeds

• Secondary Sales: Marketplaces (like OpenSea) collect and pay 
royalties to NFT minter

• Utility: May be accompanied by other rights + benefits (IP, access, 
merch...)



What are NFTs?
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What are Smart Contracts?

• Code: Computer program (e.g., 
Solidity)

• On-Chain: Deployed and 
executed on blockchains (e.g., 
Ethereum)

• Automated: Designed to execute 
transactions without human 
intervention

• Escrow: Can receive, hold, & pay 
funds according to programmed 
logic

• NOT a “Traditional” Contract: 
But code is law. Smart contracts 
cannot be deleted by default, and 
interactions with them are 
irreversible



NFTs in the Smart Contract
• Each NFT in the smart contract has a unique ID to show which token it is and an owner, 

represented by a public wallet address 



What is a Digital Wallet?

Oddly, digital 
wallets don’t store 

digital assets 

They securely maintain a 
“key pair” used to 

manage digital assets 

There are a variety 
of wallets available 

Cold

Hot

Custodial

non-custodial, etc.

• The public key is a hexadecimal 
string of digits associated with an 
address on a particular blockchain 
visible to anyone who has 
knowledge of the public key
• Like a publicly-available 

account number
• The private key is also a 

hexadecimal string of digits 
mathematically-associated with a 
public key address on a particular 
blockchain 
• Like a password for the 

account that can be used to 
sign instructions to transfer 
digital assets held at the public 
key address or to sign other 
instructions 

• To send and receive crypto
• To mint and transfer NFTs
• To interact with Web3 virtual 

worlds built using blockchain 
technology

Why do you need 
digital wallet?



What is Web3?

https://www.preethikasireddy.com/post/
the-architecture-of-a-web-3-0-application

Web2 app vs. Web3 dApp



Primer on the Culture



Popular NFT Use Cases (2022)

• Art/Photography
• Music
• Collectibles
• Gaming
• Entertainment
• Fashion
• Expression & Identity (PFPs)
• Organization (DAOs) & Community
• Virtual Worlds & Experiences
• Access to People & Events



Art/Photography
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“Fidenza #135” 
Tyler Hobbs

“The Day I Decided to Fly”
FEWOCiOUS

“Where My Vans Go #83”
Drift



Music
• Audio files

• Music videos

• Commercial rights

• Royalty sharing

• Fan engagement

• Avatar Artists/Record Labels
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Collectibles
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PFPs (Profile Pictures) 
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Gaming
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• Access to games

• Play-to-earn games

• Games of chance



Virtual Worlds / Experiences
• Sandbox/Decentraland

• NFT Worlds

• Others

• Personal Galleries
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Entertainment
• Tickets/Proof of Attendance

• Access to content

• Community driven content
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Fashion
• Redeemable physical clothing

• Virtual clothing

• Augmented Reality Clothing

20



Access to People & Events

• Virtual access

• In person access
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Organization & Community
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NFT Marketplaces
• Most NFTs are often bought and sold through third-party 

marketplaces (many of which are built on the Ethereum network) that 
have consumer facing apps or websites that facilitate the minting (i.e., 
uniquely publishing your token to the blockchain), selling and 
purchasing of NFTs in a consumer-friendly way. 

• The most common NFT marketplaces today are:

– Marketplaces like OpenSea, which are like NFT-eBays, and 
typically do not conduct any independent verification of whether 
a party has the right to sell an NFT associated with a particular 
asset.

– Curated art auctions, like SuperRare, which allegedly conduct 
some verification of creators and their work before an NFT may 
be sold on their marketplace.

– Marketplaces created and built to offer NFTs for a single 
company, creating a less decentralized environment (think NBA 
Top Shot).



Ethos of “Web 3” & the NFT Space

• Empowering creators

• User Owned (vs. Generated) Content

• Diversity and inclusion

• Privacy and (pseudo-)anonymity

• Culture, memes, and inside jokes

• Decentralization

• Authenticity

• Commitment / longevity



Growing Pains in the NFT Space

• Scammers, fraudsters, thieves

• “Rug pulls”

• “Pump and dumps”

• Unauthorized derivatives

• Environmental concerns

• Intervention vs. Decentralization

• Notice & assent to terms

• Lack of education



What is Privacy?

• Privacy

• Respecting consumer 
expectation and choice 
regarding use of their personal 
information

• Security

• Measures taken to secure the 
confidentiality, integrity, and 
availability of personal 
information



Why Does Privacy Matter for 
NFTs?
“While NFTs offer the promise of Web 3.0, most of the 
ecosystem—including the websites where NFTs are bought 
and sold and the platforms where NFT communities 
engage—still exists on “Web 2.0.” As a result, NFT drops 
rely on a “Web 2.5” ecosystem (as we like to call it) where 
data collection and monetization rule and a plethora of 
privacy laws, rules, and regulations apply.”

https://advertisinglaw.fkks.com/post/102hq7y/nft-compliance-key-privacy-issues-to-consider-before-your-drop

https://advertisinglaw.fkks.com/post/102hq7y/nft-compliance-key-privacy-issues-to-consider-before-your-drop


Why Does Privacy Matter for Your 
Business?
• Violation of law

• Breach of contractual obligations

• Reputational risk



Step 1: Generating Hype

Before dropping an NFT collection, 
most brands try to build excitement 
around the drop. A brand typically 
starts by setting up a website and/or 
Discord server dedicated to the NFT 
drop. The brand then announces the 
NFT drop using Twitter, and often 
embeds a URL in its brand profile or 
tweets that links to the brand’s Discord 
server and/or website. 
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Privacy Considerations

“As a rule of thumb, a brand is responsible for personal information 
it collects and processes, whether through its website, Twitter page, 
or Discord server (and beyond)

• Website data collection

– Tracking technologies /

targeted advertising

– Email sign-up

• Social media data collection



Comprehensive State Laws

• California – CCPA (current); CPRA (Jan 2023)

• Virginia – VCDPA (Jan 2023)

• Colorado – CPA (July 2023)

• Connecticut – (July 2023)

• Utah – UCPA (Dec 2023)

• But No Federal (yet)!



Consumer Rights
CCPA/RA CDPA CPA UCPA Conn

Right to access/portability x x x x x

Right to correct x x x x

Right to delete x x x x x

Right to opt-out of sales x x* x x* x

Right to opt out of shares x

Processing for targeted advertising Opt out Opt out Opt out Opt out

Processing for profiling Regs x x x

Processing of sensitive data Opt out Opt in Opt in Opt out Opt in

Financial incentive Opt in

*Monetary consideration only



Step 2: Developing a (Discord) 
Community

• Discord is a social media platform founded in 2015, but 
increasingly popularized with explosion of metaverse 
popularity

• Allows users to create invite-only topic-based spaces, called 
servers, which are made up of text channels and voice 
channels, and have cool features, like the ability to create 
custom emoji

• Text channels function much like on Slack, where users can 
organize conversations into separate topical discussion 
threads and even send and receive files 

• Its voice channels allow users to speak to one another, 
video chat, share screens, livestream (including to a 
particular audience), and use a Spotify plugin to listen to 
music together

• Where people are talking to each other and activities are 
discussed and promoted



Discord Community



Privacy Considerations

• Collecting personal information on Discord

• Linking to Privacy Policy

• Financial inventive opt-in & disclosure

• Biometric (voice) data

• Whitelists, Guest Lists, Allow Lists

• Applicable third-party policies



Step 3: Setting Up and Maintaining a Digital Wallet 



Security Considerations

• Custodial or non-custodial?

– Employee rights?

• Securing the secret (AKA seed or recovery) phrase

• Bad actors, social engineering, and malicious 
links

• Incident response



Step 4: Dropping the NFT Collection
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Is a digital wallet anonymous?
Through a quick search, a brand (and third parties) can view all of the 
transactions and assets associated with a digital wallet (or smart 
contract address) and find out:

• when the wallet was opened

• what assets the wallet holds and has held;

• when assets were purchased and sold;

• from whom assets were purchased and to whom assets were sold; 
and

• whether any blockchain-based domain names (i.e., customized 
wallet addresses) are associated with the wallet (e.g., janedoe.eth)



Block Explorers



Privacy Considerations

• Is a digital wallet address personal information?

• Is the data within a wallet personal information?

• What if you associate data with the digital wallet address?

– IP address (such as with a purchase)

– Email address (such as with account sign-up)

– KYC

• What if you associate data with data from the wallet?

– Inferences generated based on publicly available information



Step 5: Post-Drop Utility

• Accessing/shipping physical goods

• In-person or virtual meetups

• Popular NFT use cases



Privacy Considerations

• Will vary depending on the utility and engagement

• Important to stay up-to-date

• Remain nimble to address obligations



Questions?


