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Sephora Complaint and Cure Letter



State of the Union

AG Press Release:  “I hope today’s 
settlement sends a strong message 
to businesses that are still failing to 
comply with California’s consumer 
privacy law. My office is watching, 
and we will hold you accountable. 
It’s been more than two years since 
the CCPA went into effect, and 
businesses’ right to avoid liability 
by curing their CCPA violations after 
they are caught is expiring. There 
are no more excuses. Follow the 
law, do right by consumers, and 
process opt-out requests made via 
user-enabled global privacy 
controls.”



Cure Letter



Implications and Actions

Implications

• Targeted advertising = Sale
• Limitations around selling (or sharing) of info with 

third parties for benefit without opt-out capability
• Points to increased automation of scanning sites for 

“low hanging fruit”
• Third party relationships (e.g. branded but fully 

hosted sites)

Immediate Actions

• Web portfolio inventory
• Cookie categorization
• Opt-out / preference banner (and supporting 

business processes)
• GPC enablement
• Google Restricted Data Processing (RDP) / Facebook 

Pixel Limited Data Usage (LDU) settings 
• Testing and validation 
• Contract review
• Update privacy notices



Let’s Take a Look – Sample Website Walkthrough

https://www.bobsfishshop-ca.com/



Data Collection
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Opt-Outs



Privacy Policy



Security



Future Enforcement 

Elimination of the cure period

Dual enforcement

Continued focus on websites



Longer Term Action Plan

Identity solutions Google’s Privacy 
Sandbox

Third party cookies 
/ data sharing -> 
first party data

Publisher Provided 
Identifiers (PPIDs)

Contextual 
advertising

Data Pools or Data 
Clean Rooms

User Identity 
Graphs

Digital 
Fingerprinting

Regular 
touchpoints 

between privacy 
and marketing



Key Takeaways

Perform a data inventory of all business process activities

Know your exposure: understand the scope of cookies you have today, purpose of 
those cookies, and circumstances / purposes in which data is shared or sold to third 
parties.

Fix the low hanging fruit

“Shift left” in privacy

Privacy and the business, especially marketing, should work together all year long. 
This can include participating in marketing strategy sessions, reviewing new campaigns 
and evaluating new vendors — especially how data may be used by them.
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