May 12, 2023

MULLEN
N& COUGHLIN

A Website Privacy
Playbook for Legal,

Marketing and IT

Elizabeth Dill
Mullen Coughlin LLC

Jeremy Barnett
LOKKER

= mEEmm Privacy

u_gRE=Security

mm Forum




=5 Privacy+

Speake 'S - Security
N Forum

Elizabeth Dill

Partner
Mullen Coughlin LLC

Jeremy Barnett

Chief Commercial Officer
LOKKER

MULLEN
14 COUGHLIN



Privacy+

Discussion Overview “m___-mSecurity
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1.Web privacy and security risks

2. Litigation/regulatory landscape and consumer expectations

3.Considerations beyond consent management

4.Effective risk management requires coordinated and cohesive
efforts (legal/compliance, IT, marketing)

5.Expensive, real-world online privacy threats

6.Playbook for proactively and reactively managing risks

7.Q&A




Whose Job is \Web Privacy, Anyway? - ggiéﬁrci‘t'\;
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A. Legal/Compliance
B. Marketing
C. IT

D. All of the above.

Ineffective website management poses risks to consumers’ data
and to the company.




A Rapid Increase in Breaches and Privacy Lawsuits

Companies Are Liable for Trackers They Don’t Even Know About
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Companies Are Exposed in the New Regulatory 'Dgrlvaﬂtﬁ
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Environment o ~Forum !

Privacy violations against
companies are growing rapidly
due to data collected and shared
via their websites and online
portals.

These include both regulatory
enforcements and private rights
of actions.
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The Problem is a Web of Unseen Data Trackers =, " Privacy:
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The Problem Goes Beyond Consent Management O Forum
Downstream trackers are 10x more prevalent than known trackers...and largely invisible.
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Consent Management is Not Enough Security
B ~ Forum




How Can Organizations Manage Privacy ™. "SEPrivacy+

: : _mSecurit
Compliance and Web Operations = Forum

 Understand your website technology profile

* Marketing, IT and legal/compliance as a coalition

 Educate one another about the issues each stakeholder faces

 Develop a common view of web practices/data collection for
efficiency

 Understand and address risks/laws pertaining to data
collection/sharing based on that common understanding
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Commercial Sector Scenario _"a-miE ecurity
Issue Solution
* Use of interactive website e Comprehensive scan of all
technologies webpages to confirm
* Lack of collaboration during technologies in use
implementation * Education stakeholders
 Change-over of personnel collectively

* Created strategy with input
from technology business
owner, marketing, IT and
legal/compliance
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: B Securit
Healthcare Sector Scenario _ Eorumn |
Issue Solution
* |Intersection of third-party  Confirmed technologies in use,
tracking technologies and data sharing flow and

identification capabilities

patient information . .
. v hnolooi bl * |dentified owners of technologies
et technologies on public and assessed risks and benefits

website and patient-specific e Provided guidance to client on

resource webpages proactive compliance efforts
based on team’s input, prevailing
regulatory guidance and case law

e Recommended ongoing validation
through use of technology tools
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The Playbook — Reactive Management _"a-miE ecurity
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Collaboration is Key 1 Security
] orum

* Knows the most prevalent legal
risks
Solutions to achieve compliance

e Ensures secure and
compliant deployment of
MarTech

* Knows the business requirements
and consumer data needs
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Q&A/Contact ) Security
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Elizabeth Dill

Partner

Jeremy Barnett

Chief Commercial Officer

Mullen Coughlin LLC LOKKER
P: 267.930.5327 P: 310.245.9384
E: edill@mullen.law E: jeremy@Ilokker.com
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