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Section 1 — Purpose

This document provides guidance to federal public sector institutions on how to comply with the Privacy Act and
effectively manage privacy risks as part of the privacy impact assessment (PIA) process. It presents key concepts and
lays out how an institution may assess its programs and activities, including the legal requirements and privacy

principles to consider.

we receive.



Section 2 — Context

In the digital age, it has become far easier to collect, store, analyze, and share huge amounts of personal information.
Many Canadians have become accustomed to living and working in connected, online networks. And digitization has
created new opportunities for organizations to more efficiently accomplish their tasks. As the privacy landscape
continues to evolve, the Treasury Board Secretariat of Canada (TBS) policy suite, of which the Directive on Privacy
Impact Assessment is a part, may also be revised. Data strategies, open government and “OneGC” are also poised to
change the way government works.

Government institutions hold much more personal information today than when the Privacy Act became law in 1983.
And while more extensive and innovative uses of personal information may bring greater economic and social benefits,
this also increases potential privacy risks.

Individual privacy is not a right we can simply trade away for innovation, efficiency or commercial gain. Canadians
agree. An overwhelming majority — 92% — say they are concerned about their privacy 1, which suggests that having
good privacy practices is not just a legal requirement, it is essential to ensuring public trust in our institutions.

We know it is not always easy. Indeed, it has become harder than ever to know for certain whether information held by
a government institution could be used to identify an individual when combined with other information — for example,
when combined with information available on the Internet or with information held by another government institution or
a third party. This means that more information may qualify for protection as “personal information,” even though it
does not directly identify an individual on its own.

In today’s environment, assessing potential privacy risks is more important than ever.

While PIA (Privacy Impact Assessment)s are currently a requirement of a TBS (Treasury Board Secretariat) directive,
we have recommended to Parliament that the Privacy Act be amended to require government institutions to:

t)s for new or significantly amended programs involving personal

Done properly and before launching an initiative, PIA (Privacy Impact Assessment)s can help ensure that legal
requirements are met and that privacy impacts are either addressed or minimized, before a problem occurs. In other

The Government Advisory Directorate

The ¢ ( i a)’s Government Advisory
(/fen/about-the-opc/who-we-are/organizational-structure/) (GA) Directorate provides advice to federal public sector
institutions on specific programs and activities involving personal information. We provide advice through:

¢ consultation
« reviewing PIA (Privacy Impact Assessment) reports, information sharing agreements, and notifications under s.

8(2)(m) and s. 9(4) of the Privacy Act
« conducting advisory engagements


https://www.priv.gc.ca/en/about-the-opc/who-we-are/organizational-structure/

Consultation service and report review

receive. However, we use a triage process to determine which reports will be subject to a secondary review and formal
recommendations.

Our triage process takes into consideration factors such as:

« the sensitivity of the personal information

+ the number of people affected

« whether there is parliamentary or public interest in the topic

« whether a novel technology is used

« whether the initiative relates to one of the OPC (Office of the Privacy Commissioner of Canada)’s strategic
priorities

You should submit select relevant documents, such as information-sharing agreements and summaries of security
assessments to the OPC (Office of the Privacy Commissioner of Canada) with your PIA (Privacy Impact Assessment)

Im
or the official responsible for section 10 of the Privacy Act.

Tip: The OPC (¢ WA
report to Parliament, on advice we have provided to institutions regarding the privacy risks posed by their
programs and activities, including whether that advice was accepted.




« By email (mailto:scg-ga@priv.gc.ca): scg-ga@priv.gc.ca
e By mail:

Director, Government Advisory Directorate

Office of the Privacy Commissioner of Canada

30 Victoria Street

Gatineau, Quebec

K1A 1H3

Section 4 — Privacy impact assessments

It is critical that you determine the legal authority for your program or activity before considering whether you should
Y. nt). If you do not have legal authority, you should not proceed with the
initiative. The advice and direction provided in this document assume you have legal authority to collect, use and
disclose information as part of your project.

What is a PJA (Privacy Impact Assessment) and what is its purpose?

A PIA (Privacy Impact Assessment) is a risk management process that helps institutions ensure they meet legislative
requirements and identify the impacts their programs and activities will have on individuals’ privacy.

¢ legal requirements set out in the Privacy Act
« the institution or program’s enabling legislation

Adhering to the requirements above will reduce your risk of improper or unauthorized collection, use, disclosure,
retention or disposal of personal information.

While programs and activities must comply with legal and policy requirements, they should also be designed to
incorporate best practices and to minimize negative impacts on the privacy of individuals. For example, you should
work to reduce the risk that an individual may suffer harm, such as identity theft, reputational damage, physical harm
may not eliminate such risks altogether, but should help to identify and manage them. There is often more than one
way of designing a project. A PIA (Privacy Impact Assessment) can help identify the least privacy intrusive way of

achieving a legitimate aim.

early and as completely as possible. They are a key tool for decision-makers, enabling them to deal with issues
internally and proactively rather than waiting for complaints, external intervention or bad press.

questions.
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Tip: Institutions should ensure compliance with the Privacy Act. Even when a program is legally compliant, you
should identify and manage the risk that it may negatively impact the privacy of individuals. Where possible
eliminate impacts altogether.

What a PJA (Privacy.Impact Assessment) is not:

 a superficial legal checklist

¢ aone-time exercise

« a marketing tool that only shows the benefits of a project

« ajustification for policies already decided, or practices already in place
* necessarily long, complicated and resource-intensive

« when personal information may be used as part of a decision-making process that directly affects the individual

« when there are major changes to existing programs or activities where personal information may be used for an
administrative purpose (meaning as part of a decision-making process that directly affects the individual)

« when there are major changes to existing programs or activities as a result of contracting out or transferring
programs or activities to another level of government or to the private sector

The Privacy Act defines personal information as “information about an identifiable individual that is recorded in
any form”. Examples of personal information include: name, address, employment history, fingerprints, medical
diagnoses and personal opinions.

Examples of administrative uses of personal information include using personal information:

» to decide whether an individual can enter the country
» to determine whether an individual is eligible to receive a social service
 to investigate an individual for possible wrongdoing

You may decide to conduct a PIA (Privacy Impact Assessment) for your institution’s new or substantially changed

(

programs or activities even if no decisions are made about individuals. The TBS (Treasury Board Secretariat) Directive
on Privacy Impact Assessment encourages institutions to undertake a P|A (f A
program or activity will have an impact on privacy and there are potential privacy risks that should be assessed and

mitigated. While you may not be required to do a PIA (Privacy Impact Assessment) in such circumstances, thoroughly

) will help you develop legally compliant and

privacy-friendly programs.



Use the Preliminary Risk Assessment section found later in this document to help you determine your program or
activity’s potential privacy impacts and to get a sense of the risk level. Based on this assessment you may choose to

Instltut|ons should con3|der each prOJect |nd|V|duaIIy to decide whether a PIA (Privacy Impact Assessment) is

warranted.

Use this flowchart to help you determine if you need to do a PIA

Does the program or activity

@ involve personal information?

Is personal information
used as part of a
decision-making process
that directly affects Update

an individual? the PIA.

Will the program or activity

have an impact on privacy Is there already a PIA .
. . . Has anything
and should potential privacy for this program chanaed?
risks be assessed and or activity? ged:
mitigated?
Y Y
A PIAs likely Conduct Updating the PIA
. aPIA. is likely not
not required. .
required.

» Text version of Figure 1

Documenting the decision

1t), document your decision and the rationale. As a best
practice, you should |dent|fy and ad ress the privacy impacts of your programs and activities even when you do not do




Other assessments and procedures

programs and activities, other assessments have different areas of focus. For example:

+ Security assessments and authorizations evaluate security practices and controls to establish the extent to
which they are implemented correctly, are achieving the desired outcome and whether related residual risk
should be accepted

+ Business impact assessments identify and prioritize a department’s critical services and assets to allow for
selection of suitable measures to address risks to the availability of those services and assets

« Algorithmic impact assessments identify and mitigate risks associated with deploying an automated decision-
making system. 2

whether other assessments or procedures may be required.

Tip: If the types of questions posed in the Directive on Privacy Impact Assessment or in this guide seem ill-
suited to your project, perhaps a PIA (Privacy Impact Assessment) is not the assessment you should be doing!

You can always contact our office to discuss your concerns.

« a description of the planned program or activity and its objectives
« an assessment of your program’s privacy compliance as well as its potential impacts on individuals’ privacy

discussion that follows is intended to help institutions comprehensively assess and reduce risks to privacy. Whether
you follow the steps in this guide or not, it is our office’s expectation that you meaningfully analyze the
privacy impacts of your initiatives.


https://www.tbs-sct.gc.ca/pol/index-eng.aspx

Planning phase

Determine your legal authority for the program or activity.

Prioritize.

Begin with programs and activities likely to pose the greatest risk

Start early.

so that it is still possible to influence the project design
o For example, if there are significant negative privacy impacts, you may want to reconsider your approach
to the project
It is best to identify, reduce, and mitigate privacy impacts before they occur, as opposed to finding remedies
after the fact

Gather any published information, business case documents, existing assessments, analysis or legal advice
about your project and about privacy in your institution more generally

Use your F
privacy is an essential component o

e program or activity being delivered

Scope appropriately to ensure areas impacting privacy rights are covered.

the budget and other resources required

Tip: Scope your project well

» Atthe OPC (Office of the Privacy Commissioner of Canada), we have seen PIA (Privacy Impact




Involve the right people.

Which stakeholders will you need to consult?
When and how should they be involved?

Who will be responsible and accountable for ensuring recommendations are implemented?

Key parties may include:

Program staff (that is, the person or people responsible for developing and delivering the program or activity)
Privacy staff, including your Access to Information and Privacy (ATIP) group and your Chief Privacy Officer,
where one exists

Internal legal counsel

Information Management (IM), information technology (IT) and security, as required

Front-line staff, as required

Private-sector third parties, if involved in the program or activity

The senior official or executive responsible within the institution for new or substantially changed programs or
activities (as per the Directive on Privacy Impact Assessment)

Heads of government institutions or the official responsible for section 10 of the Privacy Act (as per the Directive
on Privacy Impact Assessment)




separate PIA (Privacy Impact Assessment)s that are clearly scoped.

Consult the QPC (Office of the Privacy Comm

is planned

At the end of the planning phase you should have identified the scope of the PIA (Privacy Impact Assessment), the
resources needed, the individuals who will be involved, and the timeframe for the process.

The PJA (Privacy. mpact Assessment) Process




1. Confirm the need

foraPIA
9. Monltor 2. Plan
continuously
8. Report to TBS 3. Consult

and OPC (include OPQ)

4. Assess necessity

7. Getapproval and proportionality

6. Create measures 5. Identify and
to mitigate assess specific risks

» Text version of Figure 2

Risk analysis phase

All of your institution’s activities involve some kind of risk. Institutions manage risk by identifying it, analyzing it and
then evaluating whether the risk needs to be mitigated.

Analyzing risk can help you make choices when the options involve different types and levels of risk. It also gives you
the chance to identify the most serious and the most likely problems. For each risk, two calculations are required:

« the likelihood of the incident occurring
« the extent of the impact on privacy rights or harm, if it occurs

rights under the Privacy Act. It is not a general risk assessment. Therefore, your analysis of a risk’s impacts should
consider the type of harm that an individual might experience if the risk occurs. For example, is the individual's
reputation, financial status or emotional well-being at risk?



The likelihood of the risk occurring can range from almost certain (the event occurs regularly) to rare (the event almost
never happens).

SEVERITY = LIKELIHOOD

=3 RISK LEVEL

Where you have determined that your program or activity may negatively impact an individual’s privacy, there is also a
risk that your institution is not complying with its obligations under the Privacy Act. Address legal non-compliance

immediately.

Tip: Even small amounts of personal information, handled inappropriately, can impact someone’s privacy in
ways that you did not intend.

Tip: Use visual aids, such as flow charts, to document how you will use information as part of a project to help

you identify privacy risks.

Preliminary risk assessment

When assessing the privacy impacts of your program or activity, it is a good idea to do a preliminary risk assessment.
This will help you determine your program or activity’s potential privacy impacts and give you a sense of the risk level.
The more privacy risk associated with your program or activity, the more you will need to analyze and mitigate the risk.

Risk factors

When doing a preliminary assessment consider the following risk factors:

amount of personal information involved

sensitivity of the personal information involved

sensitivity of the context in which the program or activity will operate

size of the population impacted

whether the affected population is a vulnerable population

type of potential impact on individuals

duration, or permanence, of the program or activity

whether the program or activity involves the following additional risk factors:

o

o

using personal information for secondary purposes

sharing personal information outside of the institution

profiling or behavioural predictions

automated decision-making

systemic monitoring of individuals

collecting personal information without notice to or consent of the individual
data matching (linking unconnected personal information)



Tip: You should consider how your initiative might impact the privacy rights of different groups. For example,
you can use Gender-Based Analysis Plus (GBA+) to assess how diverse groups of women, men and non-binary
people may experience policies, programs and initiatives from a privacy perspective.

PRELIMINARY RISK ASSESSMENT

PROGRAM/ACTIVITY

LOWER RISE

Your program’s risk level is based on the total of all risk factors.
Each risk factor either increases or decreases the overall program risk.

Involves limited personal information

Involves large amount of personal
information

Does not involve sensitive personal
information

Involves sensitive personal information
such as financial or medical information,
SIN, children’s information

Context is not sensitive

Context is sensitive

Involves the personal information
of a few individuals

Involves the personal information
of many individuals

Does not involve personal information
of vulnerable populations

Involves personal information of one
or more vulnerable populations

Has a minimal impact on individuals
(e.g. lower stakes)

Has a major impact on individuals
(e.g. high stakes)

Is one-time or short term

Is long-term

Does not involve the additional risk
factors (see additional risk factors above)

Involves one or more of the additional
risk factors (see additional risk factors
above) )

» Text version of Figure 4



Low-complexity, low-risk programs

As previously mentioned, the PIA (P t) process is designed to be flexible and scalable. The

sufficient detail, but you may find that:

fewer parties need to be involved in the process

stakeholder consultation may not be necessary

there are limited information flows to map

there are fewer components to describe

there are fewer privacy impacts and therefore fewer recommendations to discuss
the final report is shorter

Questions for high-risk programs: necessity, effectiveness, proportionality and minimal
intrusiveness

Implementation of privacy intrusive government programs has underlined the importance of ensuring that the broader
privacy risks and societal implications of some initiatives are carefully evaluated at the outset. You should assess high-
risk or privacy-invasive programs or activities in the context of their potential impact on our right to privacy. This
assessment should include asking probing questions about the need for the program and whether its impacts are in

as an afterthought once your program or activity is already developed.

If, based on your preliminary risk assessment, you have identified your program or activity as high risk, you should:

demonstrate that your institution’s privacy-invasive programs or activities are necessary to meet a specific need
o consider whether they are rationally connected to a public goal that is pressing or substantial and explain
this clearly and specifically
o don’t simply reiterate the institutional mandate, for example, "law enforcement” or "border control”
once the necessity of the initiative has been established, consider the need for each element of personal
information being collected
o is each piece or category of personal information necessary to achieve the goal?
ensure that the proposed program or initiative is likely to be effective in meeting the pressing and substantial
goal
o was it carefully designed to achieve the objective in question?
assess whether your institution’s intrusion on privacy caused by the program or activity is proportional to the
benefit gained
o the more severe the impact on privacy, the more pressing and substantial the public goal should be
consider whether there is a less privacy intrusive way of achieving the same end
have evidence that supports your argument for using privacy intrusive or invasive activities or technologies
o is there empirical evidence in support of the initiative?
o can your institution demonstrate that these measures are effective in meeting stated needs?
o is there empirical evidence that other, less privacy intrusive means will not achieve the objectives of the
initiative?



If your institution cannot explain how your initiative’s proposed collection, use or disclosure of personal information is
rationally connected to a pressing and substantial public goal, the initiative should not go forward. In this case, the
institution should review the initiative’s objectives and revisit whether it indeed has the legal authority to proceed. You
should demonstrate that your high-risk program or activity is necessary, effective, proportional and minimally intrusive
before proceeding with implementation.

Tip: While the questions discussed above are necessary for assessing a high-risk initiative, they are useful
questions to ask when beginning any project and can help to ensure that key privacy considerations are taken
into account at the design stage.



If, based on your preliminary
assessment, you have determined
that your program or activity is high
risk, follow the roadmap below.

Ask key questions to evaluate
the necessity, effectiveness,
proportionality and minimal

intrusiveness of your initiative




» lextversion of Figure o 1|
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roject that inleés\personal information, you must comply with the Privacy Act. Your PIA
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iZe your initiative’s intrusiveness. proportional and minimally

your program agd e principles below. They are based upon the Organithtin im@ctemn@iq@cﬁmeration and
Development’s (OECD) Guidelines on the Protection of Privacy and Transborder Flows of Personal Data, which have
shaped and largely underpin privacy and data protection legislation around the world. They are meant to provide a
useful framework for your analysis. For each principle, determine whether your project complies with the relevant
Privacy Act provision and policy requirements, then identify any negative impacts on privacy as well as mitigations.
Depending on the nature of your initiative, you may consider some principles in more depth than others. The lists
under each principle are also not exhaustive. You may have other questions or measures for your institution. Again, it
is our office’s expectation that you meaningfully analyze the privacy impacts of your initiative.

for Economic Co-operation and Development) has been playing an important role in promoting respect for
privacy as a fundamental value and a condition for the free flow of personal data across borders. In 1980, the

committed to implementing the principles domestically to ensure the protection of privacy and individual liberties
in respect of personal data.

(https://lwww.oecd.org/internet/ieconomy/privacy-guidelines.htm) more information on the Guidelines on the
Protection of Privacy and Transborder Flows of Personal Data.

Accountability
Relevant legal requirement: Privacy Act s. 3.1 (https://laws-lois.justice.gc.ca/eng/acts/P-21/page-1.html#h-4)

Relevant policy requirements: Policy on Privacy Protection (https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=12510)
and Directive on Privacy Practices (https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=18309)

What “accountability” means: Put someone in charge of your institution’s handling of personal information and
develop privacy policies, procedures and training.

Questions to consider:

* Who is responsible for your institution’s compliance with the Privacy Act and privacy best practices?
What policies and procedures does your institution have in place to protect privacy?

What policies and procedures do you have in place to protect privacy as part of this specific initiative?
+ How do you ensure staff receive privacy training?


https://www.oecd.org/internet/ieconomy/privacy-guidelines.htm
https://laws-lois.justice.gc.ca/eng/acts/P-21/page-1.html#h-4
https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=12510
https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=18309

+ What tools are in place to monitor employees who are involved in managing personal information?
+ What is the process for receiving, assessing and responding to privacy complaints and inquiries?

Risk examples:

« Individuals may not know who to contact about privacy questions or concerns

« Staff may be uninformed about how to protect privacy

« Privacy issues may not be identified and shared with the person accountable for compliance with the Privacy
Act

Mitigation examples:

« Make the identity of the individual accountable for your institution’s personal information handling practices
known

+ Develop and implement personal information-handling policies and procedures for your institution and for
specific initiatives, as appropriate

« Train staff and communicate information to staff about the institution’s policies and practices

« Monitor your institution’s handling of personal information

« Develop a process for receiving, assessing and responding to privacy complaints and inquiries

Limiting collection

Relevant legal requirement: Privacy Act s. 4 (https://laws-lois.justice.gc.ca/eng/acts/P-21/page-1.html#h-5)

Relevant policy requirements: Directive on Privacy Practices (https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=18309)
and Directive on Social Insurance Number (https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=13342)

What “limiting collection” means: Only collect personal information if it is directly relevant to your initiative and
needed to meet its objectives.

Questions to consider:

+ Why do you need to collect this piece or category of personal information?
 Is the information a genuine “need to have” or a “nice to have”?
» Are there specific laws or regulations that allow you to collect the information?

Risk examples:

« Anindividual’s personal information could be collected when it is not related to or necessary for a program or
activity
« Personal information could be collected without a clear purpose

Mitigation examples:

« Have a clear purpose for collection and collect only that personal information necessary for the stated purpose
¢ Use information that will not identify individuals, where possible

« Design forms and systems so that only the information required is likely to be collected

+ Make a clear distinction between mandatory and optional information

« Conduct a data minimization exercise to question the need for each piece or category of personal information
+ Where over-collection occurs, appropriately dispose of or return personal information as soon as possible

Tip: Even personal information that is publicly available should only be collected where it relates directly to an
institution’s operating program or activity.


https://laws-lois.justice.gc.ca/eng/acts/P-21/page-1.html#h-5
https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=18309
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Direct collection and purpose identification

(https://laws-lois.justice.gc.ca/eng/acts/P-21/page-2.html#docCont)

Relevant policy requirement: Directive on Privacy Practices (https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=18309)

What “direct collection” and “purpose identification” means: When you collect someone’s personal information,
collect it directly from them whenever possible and tell them why you need it.

Questions to consider:

« From whom will an individual’s personal information be collected?
« If you are collecting an individual's personal information from other individuals or sources, why?
+ How is the individual informed of the purpose for collection of their personal information?

Risk examples:

« Individuals may be unaware of the collection, and subsequent use and disclosure of their personal information
« Information collected from other sources may be inaccurate, out of date or incomplete

« Individuals will not be able to update their information if they are not aware it has been collected

* Personal information could be collected without a clear purpose

Mitigation Examples:

« Ensure you collect personal information from reliable sources

« Notify individuals of the purpose for collecting, using and disclosing their personal information
« Whenever possible, notify individuals at or before the time of collection

» Establish a process for responding to requests to amend or correct personal information

« Notify individuals of the procedures for correcting their personal information

Retention

Relevant legal requirements: Privacy Act s. 6(1) (https://laws-lois.justice.gc.ca/eng/acts/P-21/page-2.html#docCont)

Relevant policy requirements and other references: Directive on Privacy Practices
(https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=18309) and OPC (Office of the Pri

Guide on Personal information retention and disposal: Principles and best practices
(/en/privacy-topics/business-privacy/safeguards-and-breaches/safeguarding-personal-information/gd_rd_201406/)

What “retention” means: Only keep personal information for as long as you need it.
Questions to consider:

+ For how long do you need to keep the personal information?

« |s there legal, regulatory or policy authority for retaining the information?

+ How are you made aware when information has reached the end of its retention period?
 In what form and format will information be retained?

Risk examples:

« Personal information is retained longer than necessary for “just in case” scenarios
« Personal information is not retained long enough to allow individuals to obtain access
« Personal information retained for long periods may become inaccurate or out-of-date

Mitigation examples:


https://laws-lois.justice.gc.ca/eng/acts/P-21/page-2.html#docCont
https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=18309
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¢ Establish minimum and maximum retention periods

+ Have in place a records disposition authority (RDA) or appropriate interim measure

¢ De-identify retained information, where appropriate

« Limit access to personal information that must be retained, but is no longer being used

» Configure systems to delete personal information once the retention period has been reached or to flag it for
review

« Conduct periodic audits or spot-checks of your holdings to ensure personal information is not being retained
beyond established time periods

Tip: Keeping information longer than necessary may increase the risk and exposure of potential data breaches.

Tip: In assessing what is the appropriate retention period and whether it is time to dispose of personal
information, an institution should consider the following points:

« Reviewing the purpose for having collected the personal information in the first place is generally helpful
in assessing how long certain personal information should be retained

« If personal information was used to make a decision about an individual, retain it for the legally required
period of time thereafter — or another reasonable amount of time in the absence of legislative
requirements — to allow the individual to access that information in order to understand, and possibly
challenge, the basis for the decision

« |If retaining personal information any longer would result in a prejudice for the concerned individual, or
increase the risk and exposure to data breaches, the institution should safely dispose of it

Accuracy

Relevant legal requirement: Privacy Act s. 6(2) (https://laws-lois.justice.gc.ca/eng/acts/P-21/page-2.html#docCont)

Relevant policy requirement: Directive on Privacy Practices (https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=18309)

What “accuracy” means: When you use an individual’s personal information to make a decision that directly affects
them, ensure that the information you use is correct.

Questions to consider:

+ How do you ensure data quality?
« How can individuals request correction of their personal information?

Risk examples:

« Personal information held by an institution may be inaccurate, out-of-date or incomplete

« An institution may make decisions that directly affect an individual based on personal information that is
inaccurate, out-of-date or incomplete

« Inaccurate, out-of-date or incomplete personal information may be shared with third parties

Individuals may not be aware of their right to correct their personal information held by an institution

« Inaccuracies in personal information may lead to negative consequences for the individual

Mitigation examples:

« Periodically test the accuracy of information collected


https://laws-lois.justice.gc.ca/eng/acts/P-21/page-2.html#docCont
https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=18309

« Monitor changes made to personal information to ensure they are authorized

« Establish a process for responding to requests to amend or correct personal information

» Notify individuals of the procedures for correcting their personal information

« Advise requesters of the reasons for refusal and recourse available to them if you refuse their correction
request

« Allow individuals to add a statement to their personal information when their correction request has been
refused

Disposal
Relevant legal requirement: Privacy Act s. 6(3) (https://laws-lois.justice.gc.ca/eng/acts/P-21/page-2.html#docCont)

Relevant policy requirement and other references: Directive on Privacy Practices
(https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=18309) and OPC (Office of the Privacy Commissioner of Canada)

Guide on Personal information retention and disposal: Principles and best practices
(/en/privacy-topics/business-privacy/safeguards-and-breaches/safeguarding-personal-information/gd_rd_201406/)

What “disposal” means: Use care to prevent unauthorized access when disposing of personal information.
Questions to consider:

* How will information be disposed of?
» Are there means to dispose of information in various formats (for example, paper, digital)?
* Is the information covered by a R ity)?

Risk examples:

« Personal information is disposed of improperly and may be accessed without authorization
+ Not all copies of information are disposed of

Mitigation examples:

« Putin place procedures for secure disposal or destruction of personal information or the equipment or devices
used for storing personal information

« Configure systems to delete personal information once the retention period has been reached

« When disposing of equipment or devices used for storing personal information (such as filing cabinets,
computers, external hard drives, cellphones and audio tapes), remove or delete any stored information

+ Keep a record of the disposal of information

Limiting use
Relevant legal requirement: Privacy Act s. 7 (https://laws-lois.justice.gc.ca/eng/acts/P-21/page-2.html#h-6)

Relevant policy requirement: Directive on Privacy Practices (https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=18309)

What “limiting use” means: Limit your use of individuals’ personal information to your purpose.
Questions to consider:

+ What personal information will be used and for what purpose?
+ Is information used for:
o the purpose for which it was collected?
o a consistent purpose?
o a purpose for which the information was disclosed to the institution?
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o or will the individual’s consent be obtained?
* Are there specific laws or regulations that allow you to use the information in this way?

Risk examples:

« Personal information provided for one purpose may be used inappropriately for a secondary purpose
« An institution may use personal information in a way that is contrary to the reasonable expectations of the
individual
Mitigation examples:
* Inform individuals of planned uses of their personal information
+ Have in place measures to limit how personal information can be used

Establish appropriate processes for seeking consent, as necessary
« Document your rationale for considering certain secondary uses as consistent uses

Tip: Interpret the definition of “consistent use” narrowly as it is an exception to seeking consent. This approach
is in keeping with the quasi-constitutional status of the Privacy Act and the privacy rights that the statute
protects. A consistent use is defined as a use that has a reasonable and direct connection to the original
purpose(s) for which the information was obtained or compiled. This means that the original purpose and the
proposed purpose are so closely related that one would expect that the information would be used for the
consistent purpose, even if the use is not spelled out.

Limiting disclosure

(https://laws-lois.justice.gc.ca/eng/acts/P-21/page-2.html#h-6)

Relevant policy requirements and other references: Guidance on Preparing_Information Sharing Agreements
Involving_Personal Information
(https://www.canada.ca/en/treasury-board-secretariat/services/access-information-privacy/privacy/guidance-
preparing-information-sharing-agreements-involving-personal-information.html#a664Protectionof)

, Guidance Document: Taking_Privacy into Account Before Making_Contracting_Decisions
(https://www.canada.ca/en/treasury-board-secretariat/services/access-information-privacy/privacy/guidance-
document-taking-privacy-into-account-before-making-contracting-decisions.html)

, Directive on Privacy Practices (https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=18309), and Policy on Privacy
Protection (https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=12510)

What “limiting disclosure” means: Limit your sharing of individuals’ personal information.
Questions to consider:

+ What personal information will be disclosed, for what purpose and to whom?
» Does the individual consent to the disclosure, or is the disclosure subject to an exemption?

« How will information be shared?
» Are information-sharing agreements in place with third parties with whom information is shared, and do these

arrangements include appropriate privacy and security clauses?
» Are there specific laws or regulations that allow you to share the information in this way?

Risk examples:

¢ Disclosure could occur without legal authority or consent
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 Inaccurate, incomplete or out-of-date information could be shared with third parties
« Third parties may inadequately protect personal information that has been shared
« Unauthorized use of or onward disclosure of personal information may occur

Mitigation examples:

¢ Inform individuals of planned disclosures of their personal information

« Have in place measures to limit sharing of personal information

« Establish appropriate processes for seeking consent, as necessary

» Include robust privacy and security requirements in agreements with third parties with whom information is
shared

» Use appropriate safeguards to protect personal information in transit

Safeguards

Relevant legal requirements: Privacy Acts. 7 and s. 8 (https://laws-lois.justice.gc.ca/eng/acts/P-21/page-2.html#h-6)
3

Relevant policy requirements and other references: Policy on Government Security
(https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=16578), Directive on Security Management
(https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=32611), Directive on Identity Management
(https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=16577), |T (Information Technology) Security Risk Management: A

Lifecycle Approach (ITSG-33) (https://cyber.gc.ca/en/guidance/it-security-risk-management-lifecycle-approach-itsg-33)
and Directive on Privacy Practices (https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=18309)

What “safeguards” means: Take steps to ensure that personal information is appropriately protected against
inappropriate access, use or disclosure.

Questions to consider:

+ What security and access controls will protect personal information against loss or theft, as well as unauthorized
access, disclosure, copying, use, or modification whether in transit or at rest?

+ How are safeguards improved for personal information that is more sensitive?

« How will your institution detect and respond to a breach?

* Does personal information travel or reside outside of Canada?

Risk examples:

* Those without a need to know may gain access to personal information

« An institution may not be able to detect and respond to a breach

+ De-identified information may be identifiable when combined with other information, including publicly available
information

Mitigation examples:

« Use appropriate physical safeguards (restricted access and locks) institutional safeguards (training and
procedures) and technical safeguards (audit trails and encryption) to protect personal information

+ Use a variety of safeguards, depending on the information’s sensitivity, amount, distribution, format, and method
of storage

+ Use anonymous or de-identified information, where possible

« Leverage privacy enhancing technologies, where available

+ Have in place a breach response procedure as well as measures to detect a breach

¢ Include robust privacy and security requirements in agreements with third parties with whom information is
shared

« Conduct appropriate security assessments
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« Conduct ongoing testing of safeguards to ensure they are functioning appropriately

Tip: The most effective privacy safeguard is not to collect personal information in the first place if you don’t
need it.

Tip: The goal of a PIA (Privacy Impact Assessment) is to identify the most appropriate level of security in
specific circumstances, not the strongest information security possible.

Openness

Relevant legal requirements: Privacy Acts. 9,s. 10 and s. 11
(https://laws-lois.justice.gc.ca/eng/acts/P-21/page-3.html#docCont)

Relevant policy requirements: Directive on Privacy Practices (https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=18309)
and Policy on Privacy Protection (https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=12510)

What “openness” means: Be open, clear and straightforward about your handling of personal information.
Questions to consider:

¢ Are individuals informed of:
what personal information is being sought?
o for what purpose and with what authority?
o the consequences for not providing the information?
o how it will be used, disclosed and protected?
o for how long it will be retained?
o rights they may have to access and correct their information?
+ How are they informed (for example, signage, forms, privacy notice, Personal Information Bank (PIB)
(https://www.canada.ca/en/treasury-board-secretariat/services/access-information-privacy/access-

information/information-about-programs-information-holdings/standard-personal-information-banks.html)
)?

o

Risk examples:

« Individuals may be unaware of the collection, use and disclosure of their personal information
+ Notice may not be easily accessible to all individuals
» Important privacy information may be buried in a long and complicated policy

Mitigation examples:

+ Make information about your personal information handling practices readily available and easy to understand

+ Make information available in a variety of ways and ensure it is consistent across formats (for example,
signage, written or verbal notice)

* Whenever possible, notify individuals of your practices at or before the time of collection


https://laws-lois.justice.gc.ca/eng/acts/P-21/page-3.html#docCont
https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=18309
https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=12510
https://www.canada.ca/en/treasury-board-secretariat/services/access-information-privacy/access-information/information-about-programs-information-holdings/standard-personal-information-banks.html

Notice versus consent: In some areas of government activity, seeking consent for treatment of personal
information is neither realistic nor appropriate. For example, some services or functions of government cannot
be performed effectively in the absence of particular types of personal information. In these cases, government
institutions generally rely on legal authority and notice, rather than consent, as the basis for the information
activities. Specifically, consent is not required if the personal information is to be used for the authorized
purpose for which it was obtained, for a use consistent with that purpose or for a purpose for which it may be
disclosed to the institution under subsection 8(2) of the Privacy Act.

Where consent is required, such as in the case of a secondary use of personal information, institutions should
consider:

» how consent is obtained (verbally, in writing, etc.)

» what form of consent (implied or express) may be appropriate considering the sensitivity of the
information and the reasonable expectations of the individual

« the implications of declining to provide consent

Institutions should seek express consent whenever possible and particularly when the personal information or
context is likely to be considered sensitive. They should also allow individuals to withdraw consent at any time,
subject to legal or contractual restrictions and reasonable notice, and inform individuals of the implications of
such a withdrawal. If withdrawal is not an option, this should be noted at the time of consent.

Referto s. 7 and s. 8 (https://laws-lois.justice.gc.ca/eng/acts/P-21/page-2.html#h-6) of the Privacy Act and the
Directive on Privacy Practices (https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=18309) for more information.

Tip: The federal government publication Information about programs and information holdings
(https://www.canada.ca/en/treasury-board-secretariat/services/access-information-privacy/access-
information/information-about-programs-information-holdings.html)

is intended to provide individuals with an index of personal information held by government institutions subject
to the Privacy Act.

Individual access

Relevant legal requirement: Privacy Act s. 12 (https://laws-lois.justice.gc.ca/eng/acts/P-21/page-3.html#docCont)

Relevant policy requirements: Directive on Personal Information Requests and Correction of Personal Information
(https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=32590) and Policy on Privacy Protection
(https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=12510)

What “individual access” means: Give all individuals, whether they are within or outside Canada, access to the
information you hold about them and correct it, when necessary.

Questions to consider:

+ What is the process for assessing and responding to requests from individuals within or outside of Canada, for
access to and correction of personal information in a timely manner?

« How are all individuals, both within Canada and outside Canada, informed of their right of access and
correction?

Risk examples:
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« Gaps in processes and systems may lead to delays in responding to requests for access to or correction of
personal information or information being withheld inappropriately
« Individuals may be unaware of their right to access or correct their personal information held by an institution

Mitigation examples:

» Develop and document a process for responding to access and correction requests

« Inform individuals of their right to request access to and correction of their personal information

+ Configure systems so that an individual’s personal information can be retrieved without unreasonable effort

« Establish procedures to validate the identity of individuals requesting access to their personal information

« Advise requesters of the reasons for refusal and recourse available to them when you refuse their access or
correction request

« Allow individuals to add a statement to their personal information when their access or correction request has
been refused

« Establish a process to inform third parties if inaccurate information has been shared

Tip: Exemptions to providing access to personal information should be interpreted as narrowly as possible

Risk mitigation phase

Now that you have identified the privacy risks associated with your institution’s program or activity, you must decide
how to respond. Your risk management approaches and processes will be specific to your institution and will depend
on its:

¢ mandate

e priorities

¢ risk exposure

« institutional risk culture

« risk management capacity

« partner and stakeholder interests

The risk level before you take into account existing controls and risk responses is referred to as the "inherent" risk
level. The remaining risk level after taking into account existing risk controls and responses is referred to as the
"residual” risk level. You can have more than one measure to address each risk. For example, you may have a policy
combined with a training program and an audit function to reduce a particular risk. Ideally, residual risk levels are low.

Not all risks are equal. If there is a risk that your institution is not complying with the law, you must address it urgently
and completely. However, even legally compliant programs may not be privacy friendly. If there remains a risk that your
initiative may still have negative impacts on individual privacy, you should work to minimize or eliminate those risks and
assess whether or not remaining risks are justified.

Institutions should consider integrating privacy risk management into their broader risk management approach.

Action plan

« area of the institution or particular member(s) of the project team responsible for its implementation



« estimated timeframe for completion

You can update the plan as measures are implemented so that your progress can be tracked.

Drafting phase

(! A 1) report. As mentioned above, the

-I“mpact Assessment sets out content that must be included in you

+ Be specific

* Avoid jargon and limit use of acronyms

* Be concise — “more content, fewer words”

« Be action oriented — what do you plan to do?

« Use visual aids, such as tables or diagrams, where appropriate
« Organize your report to assist with readability and reduce the need to re-explain or repeat material
t) inventory, so that

organized and accessible for future reference

Approval phase

Next, you will need to obtain internal approvals in accordance with the Directive on Privacy Impact Assessment. The
approvals should indicate that your institution’s officials accept the residual risk once your mitigation measures are in
place. It is an institution’s responsibility to ensure it has met all requirements under the Directive.

t) reports of federal public sector institutions, and provide recommendations where
we identify additional risks or gaps.

Reporting phase

TBS (Treasury Board Secretariat) policy requires that institutions make select sections of the PIA (Privacy. Impact
A 1t) report publicly available (as per the Directive on Privacy Impact Assessment). Public reporting allows
individuals to have an idea of how government is using their personal information and helps foster trust in the

institution’s operations.

PIA (Privacy Impact Assessment) reports (or their summaries) should be clear, unambiguous, and understandable in

(Privagy. !
relevant f
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(https://www.canada.ca/en/treasury-board-secretariat/services/access-information-privacy/access-
information/information-about-programs-information-holdings.html)

page. You may need to rework summaries to protect interests such as commercial confidentiality, individual privacy,
security of information or legal privilege prior to publishing.

Review phase

|||||||||||||||||||||||||||||||||||||||

particular, institutions should assess whether the measures implemented are having the intended effect of mitigating
privacy risks. Ongoing management of privacy risks can be incorporated into your institution’s overall risk management
strategy.

You should treat PIA (Privac

changes in technology or the implementation of other related programs may create new risks that you should identify

and mitigate.

Impact Assessment), you should do a new PIA (Privacy Impact Assessment) in accordance with the Directive on

Privacy Impact Assessment.
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Footnotes

|—

According to the Office of the Privacy Commissioner’s 2018-19 Survey of Canadians on Privacy
(/en/opc-actions-and-decisions/research/explore-privacy-research/2019/por_2019_ca/#toc1-3.)

2 For more information see the TBS’s Directive on Automated Decision-Making
(https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=32592)
3 Sections. 7 and 8 of the Privacy Act require government institutions to use and disclose personal information

only for certain specified purposes in order to protect personal information. Implementing appropriate
safeguards ensures that institutions comply with these provisions.
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