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Terminology and Related Technologies

= \Web 1.0: The original, “read-only” web
Web 1.0, 2.0, 3.0 = Web 2.0: The “read-write” web

= Web 3.0: The “read-write-execute” web

= The theory and development of computer
systems able to perform tasks that

Artificial Intelligence normally require human intelligence, such
(Al) as visual perception, speech recognition,
decision-making, and translation between
languages.

= A branch of Al and computer science;

Machine Learning enables a computer system to continue
(ML) learning and improving on its own, based

on experience (imitating human learning).
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Presenter Notes
Presentation Notes
Web 1.0: Allows users to search for information and read it, but very little in the way of user interaction or content generation.

Web 2.0: Increased ability for users to contribute content and interact with other web users. Think of YouTube, Facebook.

Web 3.0: Still evolving; built upon the core concepts of decentralization, openness, and greater user utility. Defining features include decentralization of information (would no longer need to go through databases held by the likes of Meta and Google), trustless (i.e., the network will allow participants to interact directly without going through a trusted intermediary) and permissionless (meaning that anyone can participate without authorization from a governing body), and use of AI/ML. 

(https://www.practicalecommerce.com/Basic-Definitions-Web-1-0-Web-2-0-Web-3-0)



Terminology and Related Technologies

: = Any technology that alters reality by
Extended Reality adding digital elements; umbrella term

= Modification of a real-life environment by
the integration of digital elements in real
Augmented Reality time; creates an experience that
enhances the real world with an overlay of
computer-generated content

Lower
Immersion

= Blend of the physical or real-world with

digital or virtual elements where physical
Mixed Reality and digital elements can interact; user
can interact with both physical and digital
environment

= Use of computer technology to create fully

Higher Virtual Reality simulated or artificial 3-D environments

Immersion
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Terminology and Related Technologies

= A system of records, where multiple exact
copies of data are stored across computers
in the network; a type of database capable

_ of recording/storing data
Blockchain
= Used for validating, settling, tracking, and

recording transactions; create “trust” or
“‘consensus” based on mathematics and
encryption

= A digital representation, or virtual model, of
a real-world entity, system, or object

Digital Twin
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Potential Pitfalls

Ethical concerns
— Al-related biases
— Creating or exacerbating inequalities

Accessibility
— Certain technologies needed to participate in meaningful manner
— Accommodations for persons with disabilities or impairments

Increase in digital engagement
— Erosion of social fabric and norms
— Increased screen time

Impact on physical health, mental health, and development

Privacy and security concerns (more to come later!)
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Presentation Notes
Cites: 
Metaverse pros and cons: Top benefits and challenges, https://www.techtarget.com/searchcio/tip/Metaverse-pros-and-cons-Top-benefits-and-challenges; 
The Value Implications of Ethics in The Metaverse; https://www.nasdaq.com/articles/the-value-implications-of-ethics-in-the-metaverse#:~:text=Most%20of%20the%20ethical%20concerns,freedom%20of%20creative%20expression%2C%20etc.
The Real Goal With The Metaverse? Increase Your Screen Time; https://www.forbes.com/sites/johnbbrandon/2022/05/22/the-real-goal-with-the-metaverse-increase-your-screen-time/?sh=4b9961252ff5




Potential Benefits

= Increase access to information, as metaverse allows synthesis of
large swaths of information in an easy-to-digest format

= Promote active user participation
= New opportunities for shared experiences and collaboration

= Potential for increased access to experiences that may otherwise
be out of reach for users

= |n health space, many of the same benefits as telehealth—expanded
access to care, better care coordination, focus on prevention,
potential to reduce biases found in traditional care systems

= Potential for different interface with Al
= One to many interactions

= Large-scale population assessments
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Cites: 
Metaverse pros and cons: Top benefits and challenges, https://www.techtarget.com/searchcio/tip/Metaverse-pros-and-cons-Top-benefits-and-challenges; 
The Amazing Possibilities Of Healthcare In The Metaverse, https://www.forbes.com/sites/bernardmarr/2022/02/23/the-amazing-possibilities-of-healthcare-in-the-metaverse/
Disability Inclusion Is Coming Soon to the Metaverse – PCMag, https://www.pcmag.com/news/disability-inclusion-is-coming-soon-to-the-metaverse
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Health Care Issues

Potential applications:

= Improved diagnostics and diagnhoses

Application of Al/ML to various sources of information, including
patient information collected through VR/AR and other wearables

e.g., predict how an individual may recover after surgery based on
Al/ML review of their movements and certain health data points

= Immersive patient therapies and experiences

Aid to various health/mental health treatments

Potential to encourage patient compliance and patient empowerment,
and improve outcomes

Patients’ ability to better imagine and experiment with other realities
may be useful for some treatments

e.g., mental health sessions involving exposure therapy (a form of
cognitive-behavioral therapy) to address PTSD or eating disorder

e.g., physical and rehabilitative therapies
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- How Augmented & Virtual Reality in Physical Therapy Benefits Patients & Clinics; https://www.exer.ai/posts/augmented-reality-virtual-reality-in-physical-therapy#:~:text=Virtual%20reality%20in%20physical%20therapy%20is%20effective%20in%20pain%20management,take%20such%20a%20big%20priority.)
- The Amazing Possibilities Of Healthcare In The Metaverse
https://www.forbes.com/sites/bernardmarr/2022/02/23/the-amazing-possibilities-of-healthcare-in-the-metaverse/
- Harnessing public health with “metaverse” technology - PMC
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC9750999/
Accenture, Want to improve healthcare access, experience and outcomes? Step into the metaverse.
- https://www.accenture.com/us-en/blogs/insight-driven-health/healthcare-in-the-metaverse
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Applications

Potential applications:

= Education for patients, caregivers, and providers

Prepare patients for procedures and provide interactive trainings
(e.g., how to use a medical device at home, diabetes management
techniques, experience surgery in the metaverse before real-world
procedure)

Teach caregivers needed skills to support their loved ones at home

Prepare providers for surgery via simulations, and use real-time
AR to bring up patient charts, scans, etc. during surgery

Reinforce providers’ procedural skills, such as airway and |V
placement

Provide provider re-training for certain rare (but critical) events, like
a mass casualty event or a novel virus pandemic
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Presenter Notes
Presentation Notes
Cites:

Australasian Emergency Care, A scoping review of metaverse in emergency medicine https://reader.elsevier.com/reader/sd/pii/S2588994X22000525?token=C6AD6F27BB50B7478D0DB5B0A7D60365678C5509E432416578ADF6967DF2BE8F9A10B75853AE2DF553D91680814B93DF&originRegion=us-east-1&originCreation=20230206055056 

The Metaverse: A New Challenge for the Healthcare System: A Scoping Review https://www.ncbi.nlm.nih.gov/pmc/articles/PMC9501644/

Augmented Reality in Medicine: Systematic and Bibliographic Review https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6658230/

The Amazing Possibilities Of Healthcare In The Metaverse https://www.forbes.com/sites/bernardmarr/2022/02/23/the-amazing-possibilities-of-healthcare-in-the-metaverse/




Applications

Potential applications:

= Health care payments
— Use of digital currency or property to cover cost of care
— Use of micropayments to incentivize specific patient behavior

= Managing patient identity and records
— Creation of a patient’s virtual identity via virtual ID “card”
— Management of patient health records
— Patient health record interoperability and portability
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General Legal Challenges

The rise of the metaverse raises many general legal questions:

Who or what will govern?

— Will a central body or individual jurisdictions monitor the
metaverse?

— What are the monitoring obligations of metaverse operators?

— Will the government regulate, or will development and
management be left to private companies?

— How will laws be enforced as related to metaverse activities?

What laws will apply and where?

— What are the geographic boundaries? How will conflicts of law be
resolved?

— Will existing laws apply to online activities or will a unique legal
framework be implemented?

— Do rights afforded to individual’s extend to their avatar/digital twin?

Some legal precedent related to virtual property (IP issues)
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Taser International v. Linden Research Inc – User generated content within the SL universe used the trademarked word “taser.” Taser International filed suit against Linden Labs,  the creators of SL, leading to Linden identifying the infringing users and removing all instances of “taser.”

 Amaretto Ranch Breedables, LLC v. Ozimals, Inc. – Parties each operated a business producing virtual animals in the Second Life universe. Ozimals filed a DMCA takedown notice, which permits content owners to seek court order requiring an internet service provider to block or remove access to content that allegedly infringes copyrighted content, claiming Amaretto’s virtual animals infringed on its own virtual animals. Led to years of litigation and resulted in additional claims of defamation, libel, and unfair competition.  

Evans v. Linden Research – SL users filed a class action against Linden on behalf of users who had their virtual property "seized" by Linden for various reasons and not returned. The users analogized the purchase of virtual property as akin to those of real property, and argued that Linden reclaiming of the property resulted in a fraudulent misrepresentation and conversion of their property. Court certified the class of individuals, and Linden ultimately settled out of court. 


General Cites:
Looking into the future of a legal metaverse? https://venturebeat.com/enterprise/looking-into-the-future-of-a-legal-metaverse/
Exploring the metaverse: what laws will apply?  https://www.dlapiper.com/en/insights/publications/2022/02/exploring-the-metaverse
Law In The Metaverse – Forbes https://www.forbes.com/sites/schuylermoore/2021/12/22/law-in-the-metaverse/?sh=4981e6fe45d1



Data Privacy and Information Security

Privacy and security concerns are both new and old:

= The metaverse has the potential to create, store, track, and expose
large swaths of information on a scale never seen before, and data
sharing required for the metaverse to function could be
unprecedented

— Information collected during a metaverse experience will include
data not typically collected from patients at present, e.g.:

= Data from sensors within headsets and other AR/VR wearables
that track retinal movements, gait, body temperature, brain
activity, pupil dilation, facial expression, other biometric
information, and precise location

— 20 minutes of VR activity reportedly can generate 2 million unique
data elements

= Consent paradigm difficult in dynamic, immersive environment
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Cites: 

Metaverse Privacy Concerns: Are We Thinking About Our Data? https://www.forbes.com/sites/forbestechcouncil/2022/06/01/metaverse-privacy-concerns-are-we-thinking-about-our-data/#:~:text=In%20fact%2C%20just%2020%20minutes,%2C%20think%2C%20move%20or%20stare.

If the Metaverse Is Left Unregulated, Companies Will Track Your Gaze and Emotions; https://time.com/subscribe/primary-annual5/?itm_medium=t-site&itm_source=paywall-roadblock&itm_campaign=consumermarketing+site-reg-paid+all&itm_content=bau+February23+na+20230127+na+na+na

Venture Beat, Why privacy and security are the biggest hurdles facing metaverse adoption. https://venturebeat.com/virtual/why-privacy-and-security-are-the-biggest-hurdles-facing-metaverse-adoption/)

Metaverse Technology Opens Up a Wider World of Privacy Concerns https://www.bloomberglaw.com/bloomberglawnews/privacy-and-data-security/X8TOCFIG000000?bna_news_filter=privacy-and-data-security#jcite


Data Privacy and Information Security

= Heightened protections already required for health care data

— (Extra) heightened protections for mental health, substance use,
infectious diseases

— Increasing regulation of telehealth interactions, biometric data,
and use of Al/ML in health care decision-making

= The metaverse will present novel scenarios and raise questions
regarding the adequacy and applicability of existing privacy laws
that often arise in the health care context, including HIPAA,
CCPA/CPRA, CMIA, other state laws, FTC, and GDPR

— Digital interactions may implicate privacy laws of multiple
jurisdictions; may not be clear which should apply

— Patchwork of laws could make it difficult to implement appropriate
compliance measures

= Regulators unlikely to get ahead of technology, and could derail
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Cites:

Digital Health in the Metaverse: Three Legal Considerations https://www.natlawreview.com/article/digital-health-metaverse-three-legal-considerations

Data protection and privacy - Reed Smith LLP https://www.reedsmith.com/en/perspectives/metaverse/2022/08/data-protection-and-privacy



Data Privacy and Information Security

= Patient reidentification is getting easier

— The size and complexity of individual datasets makes de-
identification and other protection measures more difficult

— AIl/ML algorithm able to correctly identify user with 95%
accuracy when given just 5 minutes of VR data, even with all
personally identifiable information stripped

= Challenges of secure data storage

— Increase in volume of patient data and interoperability
requirements in the metaverse will make secure data storage and
management difficult

— At present, electronic medical records systems often are siloed

— Potential use of blockchain and similar technologies to store
sensitive patient information, manage patient identity, and manage
health care transactions
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Cites:

Why privacy and security are the biggest hurdles facing metaverse adoption https://venturebeat.com/virtual/why-privacy-and-security-are-the-biggest-hurdles-facing-metaverse-adoption/

Privacy in the Metaverse https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiVyuu_1ZH9AhVlK1kFHbtVB5cQFnoECAsQAQ&url=https%3A%2F%2Fwirewheel.io%2Fblog%2Fprivacy-in-the-metaverse%2F&usg=AOvVaw1r3qMLrS6Ip2vwNtbXujd7

Blockchain notes from Melissa Bender presentation.



Data Privacy and Information Security

= Potential for novel cyber attacks
— Real-time tracking of VR/AR device to compromise location privacy

— Psychological attacks; next-level gaslighting

— Inducing cybersickness and user disorientation, and other direct
attacks on users’ health and well-being via cyber tools

= Interoperability challenges

— Interoperability (i.e., the ability of two or more systems to exchange
health information and use the information once it is received) is a
challenge with existing technology platforms and networks

= At present, information often is inconsistent across sources, and
protocols for sending, receiving, and managing information
often varies between different health systems and providers

— Without collaboration across metaverse creators, the metaverse
likely will only exacerbate these interoperability issues
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Cites:
J. Imaging, Visualization and Cybersecurity in the Metaverse: A Survey https://www.ncbi.nlm.nih.gov/pmc/articles/PMC9864884/ 
Digital Health in the Metaverse: Three Legal Considerations https://www.natlawreview.com/article/digital-health-metaverse-three-legal-considerations



Looking Forward

Everyone needs a seat at the table—regulators, public and private
companies, and end users

Public-private partnerships

Blockchain governance structures

Patient engagement in development process
Multidisciplinary approach

Don'’t just leave it to the engineers!

Ensure “privacy by design” in metaverse-related technologies

Encourage transparency

In the process of developing metaverse-related technologies
In the regulatory development process
In the patient engagement process (e.g., informed consent)

Develop industry codes of conduct, policies, and other means of
self-governance
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Ethics and Governance

= Determining data ownership

= Laws will trail technological development
— Regulation may deter technological experimentation

— Laws will enforce societal expectations, but the technologies may
set those expectations

— Institutional experimentation may be necessary to respond to
technological experimentation

= Al regulation of Al?

= Development of Articulable Ethical Principles
— Ethical Design / Ethical by Design
— Designation of Data Fiduciaries

= Governance of processes
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