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● Tools & Use Cases

● Read the 2022 Attack Surface Threat Report



Why is Attack Surface 
Management Important?
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Your IT infrastructure is Responsible for Generating Billions of Dollars
in Revenue - Do your IT people know what they have? Process, Tech failures. 

Conscious risk acceptance vs unknown unknowns

Limited attack 
surface visibility 

Difficult to act on 
security alerts

Unclear risk 
prioritization

Shadow / Rogue  IT Remote WorkDigital Transformation

Networking and 
Security Systems

Database 
Storage & 
Analysis 
Systems

Building Control 
Systems

Web 
Frameworks

M&A 
IT Infrastructure

Development 
Infrastructure

Remote Access 
Services

File Sharing 
Systems
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Modern Attack Surface Is Fragmented and Growing

● Nearly 1 out of 4 issues 
found on the attack surface 
was related to RDP servers

● Networking equipment 
related vulnerabilities were 
the second largest type of 
issues found on the attack 
surface.

● Exposed Data Storage and 
Analysis systems are also 
prevalent and could lead to 
data leaks and exfiltration. 

Source - 2022 Cortex Xpanse Attack Surface Threat Report

Distribution of risks across the global attack surface

http://asm-threat-report/2022
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Cloud Continues To Be a Target

Source - 2022 Cortex Xpanse Attack Surface Threat Report

Per data from mid-2021, nearly 80% of new issues discovered were in the cloud 
(left), but that number jumped to 91% in the first half of 2022 (right)

20.7% On-Prem
79.3% Cloud

9% On-Prem
91% Cloud

http://asm-threat-report/2022
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End-of-Life and Unpatched Software Risk

ASM findings provide environmental context and and visibility into security program 
gaps

Source - 2022 Cortex Xpanse Attack Surface Threat Report

Attack surface scans showed organizations across industries are:
• Running end-of-life versions of software
• Running unpatched software with known exploits, even when patches are 

available

Apache Web Server Microsoft Exchange Server

~32%
of scanned organizations 

were running 
EOL versions 

29%
of scanned organizations 

were running 
EOL/unsupported versions

http://asm-threat-report/2022


Tools & Use Cases
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Nmap: Free network utility

● That can also be used to perform reconnaissance against your network

● Here, we see that a sensitive service (SSH) is exposed to the internet

○ This is not good, but how bad is it?

○ To answer this, we need to know what version of SSH is running and 
other information
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Nmap can provide this information with another command

● One command tells us that OpenSSH version 6.6.1p1 is running on 
Ubuntu - the current version is 9.1

● Is this older version of OpenSSH vulnerable to exploits?
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Nmap + National Vulnerability Database (NVD)

● NVD is run by NIST and provides a searchable database of vulnerabilities by 
software, version, and other variables.  

● It also provides severity scores that can help with triage

● In this case, OpenSSH 6.6.1p has a high risk vulnerability associated with it

● The next step would be to find or develop an exploit and deploy it

○ Many of these exploits are freely available online or available for purchase 
on the dark web
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Shodan - internet scanner 

● Shodan is free (upgrades paid) and scans the internet for interesting ports, 
infrastructure, etc. 

● It only identifies internet-accessible resources

● Frequently used by threat actors to identify vulnerable systems en masse
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Shodan - easily find exploitable servers

● RDP exposures 
on the internet

● RDP is 
commonly 
attacked by 
threat actors

● You can see RDP 
versions, IP 
addresses, their 
locations, even 
“handshake” 
information 
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ShodanShodan - what about servers possibly using default passwords? Sure.
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Shodan and other sites can help you find webcams

● These webcams are related to manufacturing sites



17 |  © 2023 Palo Alto Networks, Inc. All rights reserved.

Shodan can find SCADA/OT information

● This SCADA site is apparently exposing RDP with usernames, one of 
which appears to be logged in
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Shodan can identify systems vulnerable to active exploits (Papercut)
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Wigle - free data on wifi networks all over the world

● It is only as good as the data entered into it, but can still be useful

● Anybody on GWireless right now? 
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Wigle - search sensitive sites

● Does the White House use an HP 1602 LaserJet Tank Printer?
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Wigle - search sensitive sites

● Does the White House use an HP 1602 LaserJet Tank Printer?



22 |  © 2023 Palo Alto Networks, Inc. All rights reserved.

Examples

● Was there a HikVision device at the Pentagon in 2021?
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Examples

● Was there a HikVision device at the Pentagon in 2021?
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Cortex Xpanse - Find potential privacy violations in your environment

● Security does not guarantee Privacy

● Cookies, Trackers, Pixels, and Advertising/Marketing tech are increasingly involved 
in class action lawsuits when organizations do not deploy them in line with privacy 
regulations that have changed over time. 



You need 
an updated view of your attack surface to 

discover, evaluate and mitigate
exposure of your internet-connected 

assets.
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Read the Report

Live asset data discovered via scans. 
Not survey data!

Attack surface data observed from January to February 
2022

● 100+ firms across NAM, EMEA, JAPAC
● > 1% of global IPv4 space
● New Critical Vulnerabilities and Exposures 

(CVE) covered

Download the 2022 Cortex Xpanse ASM Threat 
Report today:  tinyurl.com/2022ASMReport

http://tinyurl.com/2022ASMReport


Thank you

paloaltonetworks.com

paloaltonetworks.com/unit42

paulweiss.com/practices/litigation/cybersecurity-data-protection
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