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Agenda

e Why It Matters

e How It Happens

e Prevent and Detect
e Respond

e Resources
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Why This Matters
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Costs and Frequency

Average cost and frequency of data
breaches by initial attack vector

Business email compromise Phishing
$4.89 $4.91
$4.90 . .
Vulnerability in
$4.70 third-party software Stolen or compromised
$4.55 credentials
& $4.50
$4.50 : 6
$4.30 Malicious insider
Social engineering 34?.18
$4.10 . g

3 .

B @ Physical security compromise Cloud
53,‘ ?6 misconfiguration
K & $4.14

$3.90 -

Accidental

datalossor ®

lost device System
$3.70 $3.94 SO

$3.82
$3.50
0% 5% 10% 15% 20%

Source: Cost of a Data Breach Report 2022, IBM Security
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Insider Threat Statistics FinancesOnline

REVIEWS FOR BUSINESS

You Should See

n Insider Threat Frequency of Attacks ouces:Gadseh S

% | saythat insider attacks have become more frequent over the last 12 months _ 68%
[ [
[
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e

increase in frequency of insider data breaches through 2021 - 8%

companies have had an insider attack in the past year
7 databreaches are caused by insider threats
organizations had more than 20 incidents in the past year

' increase in insider-caused cybersecurity incidents since 2018

n Top Motivations for Insider Attacks
£ 2
55% = 49% & 44%

fraud monetary gain IP theft

n Top Insider Threat Actors

51%

privileged IT users managers with access contractors employees

to sensitive information and consultants

Source: https://financesonline.com/insider-threat-statistics/
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Types of insider threats

Unintentional
e Negligence

e Accidental action
or inaction
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Intentional

Malicious Insider

Harm for personal
benefit or
grievance

Other

e Collusive Threats

e Third-party Threats
o Direct
o Indirect
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IT infrastructure has changed to support remote work,
simplify access, and migrate to the cloud.

More flexibility also creates more risk for companies
that aren’t prepared.

Networking and
Security Systems

Building Control
Remote Access Systems

Services

M&A
IT Infrastructure

Database

File Sharing Storage &
Systems Analysis

Systems

Frameworks

Development
Infrastructure

D ] Digital Transformation = Shadow / Rogue IT —_— Remote Work —_—_—mm

7 | © 2023 Palo Alto Networks, Inc. All rights reserved. )

orrick



The Legal Side

=

Data Breach SEC and FINRA
Exposure Guidance

@

HHS Guidance Customer Privacy
Expectations /
FedRAMP
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How It Happens
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Progression of an intentional insider

Preparation
Conduct research, develop a plan,
and devote time to gathering
materials, tools, equipment, etc

Experimentation
Conducting surveillance,
reconnaissance, and testing

Escape
Exfiltration to evade
and obfuscate

Grievance Exploration Execution
and Ideation Recruitment or Exploitation and use of weaknesses
tipping point and/or access to commit hostile act

Image source CISA.gov
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Exfiltration Methods - How Data Gets Out
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Digital Physical Other

: IElrInTrl sfer e Devices e Pictures
Ietranster e Photocopies e Video
* File sharing s!tes e USBdrives e Verbal

© Google Drive e Harddrives

o Sharepoint
o Box
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Prevent
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Prevention

Governance &
Training

e Know what data
you have

e Know where your
data is stored

e Train employees
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Risk
Assessment
e Find and mitigate

your risks

e Repeat asyour
environment is
never really static

G,

Technologies
e IAM/
Applications

e Endpoints

e Network Layer
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Detect
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Detection
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Early Monitoring &
Detection & Alerting
Reporting o EDR/MDR
If you see e DLP
something, say o UAM
something
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Respond
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Prepare to Respond
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Incident Playbooks Tabletops
Response e Develop plans e Practice
: and document response
Plannlng how to scenarios with all
e Involve the right operationalize a involved groups
groups of people response into
playbooks

e How will teams
respond?

D
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Digital forensic analysis can uncover user actions
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External device connections

File and folder creation,

modification, and access dates

Copying of files and folders
Anti-forensic measures
Internet history

File and folder deletion




Examples of some digital forensic artifacts

e Jumplist

e LNKfile

e Shellbag
e Internet History

e Creation Date

_E e Modification Date

® Last Access Date

e File path

e Logs

D
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Even technical insiders may look for help

Get into the thought process:

« What might they take?

 How might they take it?

« How might they cover their tracks?
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How do | wipe my|

how do i wipe my iphone before selling it
how do | wipe my computer

how do | wipe my macbook

how do i wipe my phone

how do i wipe my laptop

how do i wipe my ipad

how do i wipe my apple watch

how do i wipe my samsung phone

how do i wipe my macbook air

how do i wipe my computer clean

Report inappropriate predictions
Learn more




Resources
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Helpful Resources

e https://www.cisa.gov/topics/physical-security/insider-threat-mitigation/defining-insider-threats

e https://www.cisa.gov/resources-tools/resources/insider-threat-mitigation-guide

e https://www.cisa.gov/topics/physical-security/insider-threat-mitigation/resources-and-tools

e https://www.finra.org/compliance-tools/Industry_Risks_and_Threats/Effective_Controls_and_Practices
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