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Introductions



  
 

   
  

Web 1.0 – The Consumer Web
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Content delivery 
network

Static

No social media 
interaction



  
 

   
  

Web 2.0 – The Social Web
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User-driven 
communities

Read-write 
interactions 
dominate content



  
 

   
  

Web 3.0 – The Decentralized, Semantic Web
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Decentralized, 
trustless, 
permissionless, and 
interoperable.

Tools involving markup 
data, crowd-sourced 
content, data mining 
and machine learning 
to establish semantic 
connections, so that 
machines understand 
and interpret what 
humans exactly want –
contextual, relevant 
results.



  
 

   
  

Real-Time Bidding Data Flows
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Source: Van Eijk, R. (2019), Web Privacy Measurement in Real-Time Bidding Systems. A Graph-Based Approach

to RTB System Classification (diss. Leiden), https://ssrn.com/abstract=3319284



  
 

   
  

What to Make of this History?

• It’s generally accumulative; not 
zero-sum – We still have technologies 
and policies in use today from the Web 
1.0 era.

• Cookies, HTTP, and JavaScript are all still 
around and hard to replace.  (See Google’s 
Privacy Sandbox)

• It’s more than just the web – Apps, 
devices, and internal corporate 
computer systems also depend on web 
2.0 / 3.0 technologies. 7



Top Tracking Technologies
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Cookies

Canvas Fingerprinting

Link Tracking

Bounce Tracking

Query Parameter Tracking



Proposed Purpose-specific Tracking Standards
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• Also known as the Google Privacy 
Sandbox

• Advertising – TOPICS API, Protected 
Audience API. 

• Measurement – Attribution Reporting 
API

• Spam and Fraud Prevention –
Private State Tokens API

• Cross-site Privacy Boundaries –
First-Party Sets, Shared Storage API



  
 

   
 

  
    

    

    
  

  
  

 

FTC Focus on Trackers



  
 

   
  

Overview of Privacy Oversight
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FTCA 
Federal data-specific 
laws (e.g., HIPAA)

Comprehensive 
state laws

Web-specific state 
laws



  
 

   
  

FTC Authority
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• Primary authority under Section 5 of the FTC Act

• May bring enforcement actions against organizations 
following data security incidents that FTC believes involve:

• Deceptive practices – misrepresenting privacy and 
security measures

• Unfair practices – inadequate security measures 

• Has expressly stated its intent to further expand its role in 
setting and enforcing cybersecurity and data privacy 
standards



  
    

    

    
  

  
  

 

  
 

Enforcement Against Health Tech 
Companies: Spotlight on Flo Health
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FTC investigated 
data privacy and 

security practices 
as far back as 

2016, shortly after 
app launch

Complaint Allegations:
• Disclosed user data via event 

records to 3rd parties without 
affirmative consent

• Privacy policy misrepresentations 
about disclosure to 3rd parties

• Violated 3rd party disclosure 
requirements

• EU-U.S. Privacy Shield and Swiss-
U.S. Privacy Shield framework 
violations

• Encouraged millions of users to input 
“vast quantities” of health information

Consent Order Provisions:
 Prohibited from misrepresenting:

• How and why it collects, uses, 
retains or discloses user data

• Amount of consumer control 
over data

• compliance with any privacy, 
security, or compliance program

 Direct 3rd parties to delete user 
data 

 Provide notice to individuals via 
email



Digital health companies 
and mobile apps should 

not cash in on consumers' 
extremely sensitive and 
personally identifiable 

health information.

Health Breach Notification Rule Enforced
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— Samuel Levine, Director, 
FTC Bureau of Consumer 
Protection

Complaint Allegations:
• 3rd party pixels recorded 

users’ Rx info, health 
conditions, and PII (e.g., 
name and IP address)

• No contractual protections for 
PHI use by advertisers

• No FTC reporting
• Privacy policy 

misrepresentations
• HIPAA compliance seal on 

website

Consent Order Provisions:
 Affirmative user consent via 

“clear and conspicuous” 
disclosure in privacy policy, or 
terms of service / use

 Comprehensive privacy 
program with annual reporting

 Direct 3rd parties to delete 
user data and confirm in 
written form

 Provide notice to individuals 
via email, app, and website 
posts



  
 

   
 

  
    

    

    
  

  
  

 

HHS OCR Tracking Technology 
Guidance 



  
 

   
  

User-Authenticated 
Webpages

Configure to only 
use and disclose 

PHI in compliance 
with Rules

Ensure collected 
ePHI is protected

Ensure BAA with 
vendors where 

ePHI is disclosed

Non-Authenticated 
Webpages

Protect login / registration 
patient portal that requires 

PHI if has tracking 
technology

Comply with Rules if 
tracking pages 

addressing health 
conditions or symptoms

Comply with Rules if 
tracking pages that allow 
searches for providers 

or appointments

Mobile Apps

Ensure compliance if 
uses or discloses ePHI, 

especially health 
variables and symptoms

Be aware of other 
compliance (e.g., FTC 
HBNR) if apps by non-

regulated entities

Outlines 3 use 
cases when HIPAA 
Privacy, Security, 
and breach 
notification rules 
apply to third-party-
developed tracking 
technologies.
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HHS OCR Bulletin: Guidance on the Use of 
Online Tracking Technologies, Dec. 2022

1 2 3
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Common OCR Approach to Tracking Tech.

OCR Made Aware  
of Tracking Tech
Often as a result of a 
privacy researcher or 
advocate, for 
example, the 
December 22, 2022 
Markup article

01
Follow-up Inquiries
Continue follow-up to 
dig into specific areas 
of concern03

Initial Request
Informational request 
to covered entity to 
describe their 
Tracking Technology 
practices

02
Potential Fine 
If unsatisfied, may 
attempt to fine 
covered entity, for 
example, for failing to 
address Tracking 
Technology in risk 
assessment
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Opt Out Signals



  
 

   
  

Opt Out Signals 1.0: Do Not Track

• What: A web browser setting that requests that a web 
application disable its tracking of an individual user.

• Legal obligation: Disclose how a business’s online 
services respond to DNT signals

• This is still an active legal requirement!

19

Do Not Track (“DNT”) signals were first proposed in 2009, with industry 
and regulatory support following thereafter. California amends CalOPPA
in 2013 to address DNT signals.



  
 

   
  

Opt Out Signals 1.1: Preference Proliferation
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DNT signals fail to gain traction. Industry groups and browsers 
develop own privacy preference mechanisms.

Factors contributing to lackluster response:

• No legal enforcement mechanism

• No universal standard on how to respond

• AdTech incentive
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Opt Out Signals 2.0: User-enabled global 
privacy controls 

• What: a browser plug-in or privacy setting, device 
setting, or other mechanism that communicates or 
signals the consumer’s request to opt out of sales of 
personal information

• Legal obligation: process such signals as a “Do Not 
Sell” request under CCPA

“User-enabled global privacy controls” 
appears in CCPA regulations (2020). 



  
 

   
  

Opt Out Signals 2.1: GPC Signals 

• What: a browser-level signal, maintained either by a 
browser or browser extension, that a user or privacy-
focused technology can set.

• Legal obligation: process such signals as a “Do Not 
Sell or Share” requests under CCPA.

• Colorado and Connecticut will require compliance in 
2024 and 2025, respectively. 
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California AG announces first public CCPA 
enforcement action. Global Privacy Control 
(“GPC”) signals central to enforcement.



  
 

   
  

  
    

    

    

 
 

  

Opt Out Preference Tools

Tools supporting the Global Privacy 
Control (GPC) signal are available for 
desktop and mobile devices.

The GPC specification only details how 
the signal is sent and received.

Open questions remain for handling 
conflicts, user experience, and data 
provenance and analysis.

23



  
 

   
  

A Closer Look at CCPA Obligations

1. Businesses MUST recognize and process opt-out preference 
signals.

2. Businesses MUST carry over preferences to the extent that the 
business “knows” the consumer. This extends to future sessions, 
browsers, devices, profiles, and offline activity.

3. Businesses MUST disclose how opt-out preference signals will be 
processed and how consumers can use this signal.

4. Privacy preference reconciliation is permitted but poses 
operational difficulties.

5. Inaction is not consent.
24



  
 

   
  

Washington’s My Health, My Data Act
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The law applies to controllers conducting business 
in Washington and regulates “consumer health 
data”, which includes:
• Individual health conditions, treatment, diseases, or 

diagnoses
• Social, psychological, behavioral, and medical 

interventions
• Use or purchase of prescribed medication
• Precise location information that could reasonably 

indicate a consumer’s attempt to acquire or receive 
health services or supplies

• Data that identifies a consumer seeking health care 
services



  
 

   
  

Washington’s My Health, My Data Act
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Prohibits collection and disclosure unless obtain opt-in consent or activity is 
necessary to provide requested product or service

Requires “valid authorization” from consumer before “selling’ regulated data

Prohibits certain geofencing activity

Requires “health data privacy policy” and extends traditional data subject rights

Enforced by AG and private parties as violation of Unfair Business Practices Act
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Questions
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