Securing the Unknown:

Contours and Choices in Al Security




Agenda

e Setting the Context - What does Al Mean?

 Exploring the Opportunity and Risk Landscape

e Security Exposure — Deep Dive

« Managing Security Risk through Governance and Controls
e Questions



Setting the Context

« What does Al Mean?
o Generative Al

e Automation

o Algorithms



Exploring the Opportunity and Risk Landscape

e Opportunities
e Risks
e Various Interests

Private sector considerations
Government and public interest

e Contours and Conflicts



Security Exposure

Technical Risks

o Algorithms and Peering Inside the Machine
e Malicious Software Injections

* Inversion Attacks

« Data/Algorithm Poisoning



Security Exposure

Human Risks

« Well-Intentioned Developers
« Misguided Explorers

e Observers

o Talkers



Managing Security Risk

e Establishing Sound Governance and Controls
e Role of Public Policy
« Contours and Conflicts



Questions



Thank you
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