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Setting the Stage

Key Technical Terms

■ An Analytics Tracker is a piece of code that is used to monitor and collect information concerning a user’s interactions with a website, application, or 
other digital asset. This information can include website page views, clicks, web form entries, and other actions. Analytics trackers may also capture details 
about the user’s device, the website the user is navigating from, and identifiable data elements such as: cookie identifiers, geo-location (with varying 
degrees of specificity), email address, phone number, first and last name, etc.

■ A Cookie is a small piece of data that is stored on a user's device when they visit a website. Cookies can be used to store information about the user's 
preferences and browsing history, which can be accessed by the website later to provide a personalized experience.

■ An HTTP request is a message sent by a client (such as a web browser) to a server, asking the server to perform a specific action or provide some 
information. HTTP requests are an essential part of the communication between web clients and servers, and they are used to request resources (such as 
web pages or images) or to submit data (such as a search query or a form submission).

■ Events are typically used to track the performance of advertising campaigns, to measure the effectiveness of website or app features, or to understand 
users' behavior and preferences. For example, an event could be a user clicking on an ad, adding an item to their shopping cart, or signing up for a 
newsletter. Ad trackers typically allow advertisers to define custom events that are relevant to their business or goals, and to track these events in real 
time.

■ A Tracking Pixel (“Pixel”) is a type of analytics tracker. It is – in fact – a small transparent image that developers embed onto a web page. When the 
webpage loads (or some other pre-defined event occurs), the browser will send a GET request to the server asking for the Pixel image to load onto the 
page. This request for the Pixel contains parameters that provide information about the website, the specific page being viewed, information about the 
user's device, cookie values, and any other information the developer wishes to share.

4



.13

Setting the Stage

Key Marketing & Advertising Terms

■ An Audience refers to the group of users or customers who are being targeted by an ad campaign. An audience is typically defined by the advertiser based 
on various criteria, such as demographics, interests, behaviors, or location. For example, an advertiser may define their audience as "women aged 18-24 
who are interested in fashion and who live in New York City".

■ Targeted ads are ads that are tailored to the interests, preferences, and behavior of specific users or groups of users. These ads are delivered to users 
based on their past interactions with the website or app, or on other data that is available about them (such as their location, age, or gender). Targeted 
ads are typically more effective than non-targeted ads, as they are more relevant and engaging for the user.

■ Conversions are the actions that advertisers consider valuable or desirable for their business or goals. Conversions are typically defined by the advertiser, 
and may include actions such as making a purchase, filling out a form, or subscribing to a newsletter. Advertisers use conversions to measure the success 
of their campaigns, and to optimize their ad delivery and targeting.

■ Attributions are the process of assigning credit to the different touchpoints and channels that contribute to a conversion. Attributions are used to 
understand the user journey and to identify the most effective channels and tactics for driving conversions. Advertisers typically use attribution models to 
allocate credit to the different touchpoints, and to determine which channels are the most valuable for their business.

5



.13

■ A web of HTML, CSS, and JavaScript, sent to you by the website host via the internet. The internet is made up of a bunch of resources hosted on different servers. The term “resource” corresponds 
to any entity on the web, including HTML files, stylesheets, images, videos, and scripts. To access content on the internet, your browser must ask these servers for the resources it wants, and then 
display these resources to you. This protocol of requests and responses enables you view this page in your browser.

■ HTTP Requests: HTTP stands for Hypertext Transfer Protocol and is used to structure requests and responses over the internet. HTTP requires data to be transferred from one point to another over 
the network.

— GET Requests: retrieve a specific resource from the web server. (“Hey, give me that image!”)

— POST Requests: create a new resource on the web server (“Hey, take this webform data!”)

— PUT Requests: update an existing resource (by id)
— DELETE Requests: remove a specific resource (by id)

■ Request Composition:
— Path: the location of the resource expressed as a URL and sub-path (Letter Analogy: the address on the front of the envelope)

— Header: allows the client to pass along information about the request (Letter Analogy: instructions like “certified mail” or “return receipt requested”)
— Body: message containing data (Letter Analogy: the letter in the envelope)

6
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Setting the stage

Analytics Trackers are One Small Piece of the Advertising Puzzle

■ Not all trackers are built to do the same thing.

■ There are hundreds (even thousands) of analytics trackers available on 
the market today, serving various needs. 
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Dashboard-based no-code configuration. 
E.g. Automatic Advanced Matching Settings in Meta Pixel Dashboard

Analytics Dashboard 
E.g.  Meta Pixel Dashboard

Setting The Stage – The Meta Pixel

Representative Functionality of Analytics Trackers & Pixels
Base Code 
E.g. Meta Pixel Base Code Deployed via Google Tag Manager
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Setting the stage

Representative Functionality of Social Media Analytics Trackers – The “Meta Pixel”

Not (always) a black box…
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Corresponding Cookies Sent with the Request  

Request Details 

A Tracking Pixel (“Pixel”) is a type of analytics tracker. It is – in fact 
– a small transparent image that developers embed onto a web 
page. When the webpage loads (or some other pre-defined event 
occurs), the browser will send a GET request to the server asking 
for the Pixel image to load onto the page. This request for the Pixel 
contains parameters that provide information about the website, 
the specific page being viewed, information about the user's 
device, cookie values, and any other information the developer 
wishes to share.
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Setting the stage

Representative Functionality of Social Media Analytics Trackers – The “Meta Pixel”
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c_user Cookie value belonging to FTI’s test user “Jane Smith” appended to Facebook URL.

Corresponding Cookies Sent with the Request  
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Setting the stage

Representative Functionality of Analytics Trackers & Pixels – The “Meta Pixel”

Advanced Matching is a feature used in analytics trackers to collect additional information about website 
visitors, such as email addresses or user IDs. This information is then used to link user data across different 
platforms and devices, allowing for more accurate tracking and reporting of user behavior.



Legal Overview
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"Marketing" Under HIPAA

■General Rule: Entity must obtain a written HIPAA authorization from the patient before using or disclosing a 
patient's PHI for marketing.

■Marketing means "to make a communication about a product or service that encourages recipients of the 
communication to purchase or use the product or service." 45 C.F.R. 164.501

■Except where the provider receives financial remuneration for making the communication, marketing does 
not mean a communication made: 
—For treatment of an individual by a health care provider; 
—To describe a health-related product or service provided by the covered entity making the communication; 
—For case management and care coordination; 
—To direct or recommend alternate treatments, therapies, providers, or settings of care. 
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"Marketing" Under HIPAA

■In practice, the following activities are permitted without a written HIPAA authorization:
—Marketing CE's own products and services; 
—Sharing general healthcare news relevant to CE's patients or enrollees;
—Contacting an individual to schedule treatment; 
—Sharing information about new treatments.

■The following activities are prohibited without a written HIPAA authorization: 
—Marketing a third party's product or service (like a third-party health app);
—Sharing a patient list with a third party for that party to market its own product or service;
—Using patient names or identifying information in marketing materials.
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OCR Guidance on the Use of Tracking Technologies

■In December 2022, the Office for Civil Rights (OCR) at the U.S. Department of Health and Human Services 
(HHS) issued guidance on the use of third-party cookies, pixels, and other tracking technologies by entities 
subject to HIPAA. 

■According to OCR, when a third-party tracking technology used on an entity's website or mobile app has 
access to PHI, the disclosure is subject to HIPAA and is prohibited without a business associate agreement or 
a written HIPAA authorization. 

—OCR broadly defines PHI to include IP address, medical device IDs, geographic location, advertising IDs, 
and any other unique identifying code. 

—According to OCR, this information is PHI even the information does not include specific treatment or 
medical billing information or if the individual does not have an existing relationship with the entity. 
○ Why?  "Indicative that the individual has received or will receive health care services or benefits from the covered 

entity."
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OCR Guidance (continued)

■User-Authenticated Web Pages: In general, if a user has authenticated into a site (like a patient portal), HIPAA will apply 
because tracking technologies will have access to PHI. 

■Unauthenticated Web Pages: No issue unless the tracking vendor has access to PHI. HIPAA may still apply to the 
following unauthenticated web pages: 
—Web pages that include a login for a patient portal or a user registration page;
—Web pages that permit individuals to search for doctors or schedule appointments; or
—Web pages that address specific symptoms or health conditions.

■Mobile Health Applications: 
—HIPAA applies if the app is offered by a HIPAA-covered entity or business associate and the tracking technology vendor collects PHI.
—HIPAA does not apply if the app is direct-to-consumer.

■Note that an update to the HIPAA Privacy Rule is expected to be published in March 2023, which may address this 
guidance in more detail.
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Potential HIPAA Liability

■The Office for Civil Rights ("OCR") in the Department of Health and Human Services is responsible for 
enforcing HIPAA.

■Entities that violate HIPAA may be subject to non-punitive measures, such as voluntary compliance or 
technical adjustments.  However, OCR may also issue the following financial penalties: 
—Tier 1:  Violation that the covered entity was unaware of and could not have realistically avoided.  Fine range is $127 -

$60,973 per violation. 
—Tier 2: Violation that the covered entity should have been aware of but could not have avoided even with a reasonable 

amount of care. Fine range is $1,280 - $60,973 per violation. 
—Tier 3: Violation as a direct result of "willful neglect" of HIPAA in cases where an attempt has been made to correct the 

violation. Fine range is $12,794 - $60,973 per violation. 
—Tier 4: Violation constituting "willful neglect" of HIPAA where no attempt has been made to correct the violation 

within 30 days. Minimum fine is $60,973 per violation.*

17* Note that the penalty amounts will increase when the HHS publishes the inflation adjustment multiplier for 2023. 
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And It Is Not Just Covered Entities

■The FTC took enforcement action against GoodRx Holdings for failing to notify consumers of unauthorized disclosures of 
personal health information to: Facebook, Google, Criteo and others.  

■The Order requires GoodRX to:
—Is permanently prohibited from disclosing user health information with applicable third parties for advertising 

purposes.
—Must obtain users' affirmative express consent before disclosing user health information with applicable third parties 

for other purposes.
—Must pay a $1.5 million penalty.

■The FTC has requested comments on commercial surveillance.
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Healthcare Pixel Litigation Themes

■Since June 2022, 40+ class action lawsuits have been filed against hospitals and healthcare companies nationally for 
their use of tracking technologies. 

—While most cases are still in the early stages, a suit filed in Massachusetts settled for $18.4 million in early 2022 
(before OCR released its guidance). 
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Healthcare Pixel Litigation Top 10 Claims

1. Violation of State Health Records Laws (like the Confidentiality of Medical Information Act)
2. Violation of Federal and State Wiretap Acts (like the California Invasion of Privacy Act or the Electronic 

Communications Privacy Act)
3. Violation of State Unfair or Deceptive Acts and Practices ("UDAP") Laws
4. Video Privacy Protection Act
5. Violation of State Unfair Competition Law
6. Intrusion Upon Seclusion – Invasion of Privacy (including under the California Constitution)
7. Unjust Enrichment
8. Breach of Contract/Implied Contract
9. Breach of Fiduciary Duty
10. Negligence
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Potential Statutory Liability

■California Confidentiality of Medical Information Act ("CMIA")
—Damages if Disclosure Led to Economic Loss or Personal Injury: Compensatory damages, punitive 

damages up to $3,000 and attorneys' fees not to exceed $1,000, and costs of litigation for any violating 
disclosure of medical information that resulted in economic loss or personal injury to the patient. 

—Damages for Negligent Disclosures: Nominal damages of $1,000 per violation, and actual damages, if 
any, for any negligent disclosure of medical information.

■California Invasion of Privacy Act ("CIPA")
—Damages: $5,000 per violation or three times actual damages, if any.

■Electronic Communications Privacy Act ("ECPA")
—Damages: The greater of: (i) the sum of actual damages suffered by the individual and profits made by 

the violator as a result of the violation; or (ii) statutory damages of $100/day for each day of the 
violation or $10,000, whichever is greater, per person.  
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Consumer Perceptions and Pixel Usage

■ In June 2022, The Markup published an article alleging 
that many hospital websites sent sensitive medical 
information to Facebook via the Meta Pixel without 
authorization.  
■According to the article, 33 of the top 100 hospitals in 

the United States used the Meta Pixel on their 
websites. 
■After the article was published, a flood of consumer 

class action claims were filed against hospitals for their 
use of tracking technologies on their websites and 
mobile apps. 
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Solutions – How to Think About Marketing/Advertising

■ Comprehensive governance program to manage, monitor, and support the implementation of third-party tracking tool usage.

■Hypothetically, obtain HIPAA-compliant patient authorization to disclose PHI with third-party tracking technology vendors. Note that a 
website cookie banner is not sufficient. 

■ For analytics providers, enter into a business associate agreement ("BAA"), where possible, prior to placing an analytics tool on your 
website. 

■ Identify and separate pages that capture PHI from those that do not. Only use tracking tools on pages where PHI is not captured unless 
you've entered into a BAA with the vendor or received a written HIPAA authorization. 

■Where possible, build and use internal technologies for analytics instead of technology from a third-party vendor (with effective 
oversight by the governance program). 

■ Take steps to de-identify any identifying information (including IP address) before it is sent to third-party vendors. 

■ Retargeting is a high-risk option when leveraging data collected from patient-facing sites under the HIPAA guidance. Instead, purchase 
vetted and aggregated third-party marketing segments to market your products and services to the right audience. 
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Related Emerging Issues – Session Replay and Chatbots

■Session Replay. A session replay code enables website operators to record and replay user 
interactions with their websites, including clicks, scrolls, hovers, web pages visited, and data 
submissions.  This information is often used for marketing purposes. Session replay has been the 
subject of recent state wiretap law litigation. 

■Chatbots. Websites use chatbots to respond to user questions about companies and their services, 
and the chatbots may retain transcripts of the communications. Individuals are suing companies 
that use this technology, alleging that it is a violation of wiretapping laws. 
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