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The Trifecta

What is the
Trifecta?

What to Do Next?
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* Many of these elements will be familiar to seasoned privacy practitioners

* The problem lies in working with the enterprise and communicating the
why and the how

* The goal of this presentation is to present a way to have that
conversation with the business to build robust privacy programs
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Implement & follow

through on the privacy

DOIT promises made in your
policies and notices.

Make clear and transparent
statements about your
organization's privacy SAY IT
policies and practices.

=)

DATA
INVENTORY

PROVEIT

Be ready and able to
demonstrate compliance and
accountability.
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It is not enough for the CPO or privacy counsel to ignore or be apart from operational concerns
"If all you know how to use is a hammer, everything looks like a nail.”

Vital for CPO/privacy counsel to be aware of operational, technological and business realities
Ownership for privacy does not belong solely in the privacy office or with privacy counsel; we

don’t handle personal information

Accountability cuts across the enterprise, so implementing a privacy program requires operational
and technological understanding, and understanding the need to move privacy from project to
program - embedding it in the operations and making it a team sport

A good hard look at whether the skills we have learned as lawyers, is enough

Read: CPO and CISO: The Evolving Roles of Privacy and Security Professionals



https://www.lexology.com/library/detail.aspx?g=7f701f41-9cab-4236-95dd-2eb0f8dc72a1
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GIVE ME MY DELETE MY
DATA DATA

DON'T SELL MY DATA
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CPRA as well as many other laws, requires adequate notice and ‘just in time’
notices:

« (Categories of Pl and sensitive Pl collected, purposes, if being shared/sold,
and retention periods

* Pointing to a privacy policy is not enough - must present notice at the
point of collection

« Must address what third parties collect data on your site

« Cookie banners are not sufficient by themselves - data is collected
through more than just cookies

Credit: Omer Tene (LinkedIn Post)



https://www.linkedin.com/posts/omer-tene-a86b363_are-you-ready-for-the-cpras-new-notice-at-activity-7008638506407190528-SOHU?utm_source=share&utm_medium=member_desktop
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Not sufficient to point to complicated legalistic notices

PRIVACY POLICY

This Privacy Policy sets out the commitment of Legal Entity Name trading as Trading Name (ABN your ABN)
(“Trading Name", “we”, “us”) to protect the privacy of personal information we collect about you, including through this
website, your URL (“Website"), as well as through our other business operations or directly from you.

Please read this Privacy Policy carefully and contact us using the details set out below if you have any questions.
4 - By providing us with personal information, you indicate that you have had sufficient opportunity to access this Privacy
ow We u Se yo u r pe rso n a I n o rl I l at I 0 n Policy and that you have read and accepted it and consent to the collection, use, holding and disclosure of your

narennal infarmation ae antlined

»nal information to us, then you don't have to, however this may affect your use of this

Privacy Polic Company Name

= The personal information we collect all
announcements, software updates, an Company Nam SERTRANIE welie, Which proviiee ) L INFORMATION WE COLLECT

can opt out anytime b\’r updanng yOour § This page is used isitors regarding our policies use, and we collect may include:
disclosure of Persona

= We also use personal information to he website.

e Name your name and username or similaridentifier);
your contact details such as your Billlag and delivery addreéss, €mail address

. . . ing details about payments tosang.from¥oia and other g@étails of products you
services, content and advertus:ng, and 1 you choose to use our Servic of information in );
relation with this policy. The Persol

= We may use your personal information, improving the Service. We will not us8
of users, and to determine appropriate described in this Privacy Policy.

age of ADple ID account holders. Thé ter.ms used in this ana(.:y Policy h in our Terms ahd Conditions, BiF communication fifsfer@fibes).
which is accessible at Website UR rivacy Policy. 5
e to With lis.anonymiously oFUse a pseudonym, feel free to do so.

. 1@ your internet protocol I} addres$, your logifidata: browser type and
sed for providing and Ing and location, browg@F plug-in typ@s and versSigns, operating system and
h anyone except as inology on the deviceS§@u use ta'@€cess our website);

our username apt passward, pirchases or orders made by you, your
and sUVey responses);
aformation about! howyou use'our, website, products and services); and

data (inclu your pri inr g marketing from us and

= From time to time, we may use your pe
communications about purchases and _
For a better experience

information is important to your interac personally identifiabl
postal address. T]

Information Collection

ONAL INFORMATION

4 ice, we may requ ‘yolbmake an enquiry with us (for example, by telephone or email),
ing but not limited to yo ber, and r a setvice via our website or submit a contact enquiry on our website,

we collect will be used to cont:

these communications.

fair means to collect personal information and collecting it from others only
le to obtain certain information from you directly. We collect personal

¢ g Log Data
= We may also use personal information

research to improve Apple’s products,

We want to inform you'Wat whenever you visit our Service, we collect informati hat your
browser sends to us that is called Log Data. This Log Data may include information such as your
w |f you enter into a sweepsta ke contest computer's Internet Protocol (“IP”) address, browser version, pages of our Service that you visit, gg web beacons and similar technology to collect or receive information from our
d the time and date of your visit, the time spent on those pages, and other statistics. Bwhere on the internet and use that ir to provide services
§the Facebook pixel, Google Analytics and AdWords). If we receive your personal

administer those programs. . Will protect t as set out in this Privacy Policy
Cookies

fmation where we form the opinion that the information has been provided to us

Cookies are files with small amount of data that is commonly used an anonymous unique
identifier. These are sent to your browser from the website that you visit and are stored on your

" : HOLD, USE AND DISCLOSE PERSONAL INFORMATION
computer's hard drive.

Our website uses these “cookies” to collection information and to improve our Service. You have 1
the option to either accept or refuse these cookies, and know when a cookie is being sent to
your computer. If you choose to refuse our cookies, you may not be able to use some portions r

of our Service.
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Privacy Facts

CCPA Opt-Out

Click blue facts for more detail.

On your phone,
text:

and send to

717.467.3214
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@ Book hotels and resorts directly with Resort Inn to make your next business trip or vacation more relaxing and affordable.

Granular Consents

« Consumer experiences

1 DO NOT CONSENT

matter
“ “

Privacy notices must work
We” on mObiIe Gl Ty Amenities Financials

1 give Resort Inn consent to store a history of the 1 give Resort Inn consent to store my payment
amenities | ask for. method forfmure visits.

GRANULAR CONSENTS

Preference automation uwmmzsospmmm
- - “ “
(like GPC) streamlines user -

experience “ Marketing Sale of Personal Data

| give Resort Inn my consent to share marketing As a California citizen, you have the right to opt-

out of the sale of your personal data.

Global Privacy Control
Global Privacy Control was asserted
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Purpose
Limitation,
Data Retention
& Minimization

Data
Subject
Rights
Requests

Notice &
Informed
Consent

Data
Inventory

Vendor
Due
Diligence
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A legal and business case for inventory ¥t Security
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Building an inventory that is ever-green enables the organization to adapt to new and changing

requirements in the law

Be able to demonstrate your stewardship over data and accountability
An inventory is consumed by many groups within the organization; have you allied with them?
Don’t annoy the business with repeated questions about the same data

Replication of effort is costly and inefficient

Tools often support multiple groups, not good to have them unable to share data

Getting budget is easier

Other drivers:

Understand your data to address appropriate security and respond to breaches

Litigation and regulatory investigation
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Data minimization - the new imperative " Security
orum

Keep everything
forever!

4

Data Breach

Ransomware Attack Only keep what

Enforcement Action we need.

Litigation

Class Action
Consumer Requests
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Time and Accuracy - What is often missing

Unable to Link

Time-intensive, Lack of Visibility Out of Date Inventory to Lgck of Ewdgnce
Manual Processes into Processing & Inaccurate Purposes for Aemonsjctrsjcl[?g
to Support DSR Activities Inventory Processing ccountability
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* You can only collect what you need for Purpose

the purpose
“not incompatible with the disclosed

purpose”

* What you collect and keep must be
proportional to the task”

* You must get rid of it when you are done
with the task

Proportionality Retention
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e terrO B! Uashboard  F Rasources - B Achwhes - SSAccount - § Help 6 Sign Oug
Audit Lo
A timelna of events tacked 1o feciilats demenstrating proger nandling of data subject privacy
v" Centralized Dashboard & :
Audit Trail v wozo
- T . Fabraary 2023 [+
SENERAEREREH] January 2023 o

‘/ P e I‘S i St e N t, U n iV e rS a I Audit -O.u.i?k View for Resort Inn i

Moy 12 207260034 PM

Deceenber 2022 o
‘ O n S e nt Tenuslamp

Novenber 2022 [+

3142023 184538 Cansant tor usar SEDXgUkksB was VERIFIED for Resort inn
October 2022 [+

A0 B 4040 Cansant toe usar SEDXgUkksSB was VERIFIED Inr Resort inn
. Septamber 202 o

/ S I n I e - S O u rce Of I ru t h 114020 I 4700 Cansant toe user SEDXgUkks8 was VERIFIED Inr Resart inn
g ALgUEE 222 o

V142020 4T a7 Caonsenl for user SEDXgUkks8 wiss VERIFIED i Resort inn
Jduly X22 o

3142023 162200 Drasluyy wats VIEWED (haniguasige en)
June 2022 O
L4 . s A as P
/ k A M I t I 31472023 18 24.00 Dhaley was VIEWED (languaies an)

[racking Across Multiple o

31472023 16 2253 Consant for user SEDXgUkk=B was VERIFIED for Resort Inr
M M Agpd 2022 O

rands, Websites, evices .
Merch 2022 o

31472023 15.09:18 Caonsant for user SEDXgUKkaB wes VERIFIED for Reaort inr
Fabraary 2022 o

3472023 150017 Cansant tor user SEDXgUKkSB was VERIFIED tor Regort inn
January 2022 L+

1472024 77 45703 Cansant bor usar SEDXgUKksB was VERIFIED Ior Resort inn

1147020 72 4801 Cansant e usar SEDXgUKksB was VERIFIED Inr Resort inn

V42000 12 47 55 Cansenl for user SEDXgUkks8 wiss VERIFIED for Resort inn
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Auditability: Chain of Control over Data and Records

I== Program Enforcement Policy Compliance Disposal Notices Custom Communications Need Help?

Create Standards Calendar Reports Settings ~

Centralized Management of

. ACTIVE(8) ARCHIVED (1)
Your Retention Standards Disposal
Notices Average Response 65% Average Response 100%
Fulﬁlling obligations for Recipients 16 Recipients 5
appropriate and defensible
volume control practices Next Notice = Last Notice 1/27/2015
. . . P Last Notice 7/16/2019 Interviews 0
Routine Policy Notices at e
Active Reminders 11 Legacy 0
Standards
SC h ed U Ied I nte rva IS Distribution Lists Last Sent Date 1/28/2020
Calendar
Reports Next Sent Date
Interviews 2
Disposal Notices to - .
All | Active | Archived | Legacy Export: [A [x] . Q

L] L]
E m p I Oyees W I th th e I r Communication Name Category Status Created By Sent Date Notices Recipients Responses Next Send a

. . Annual Disposal 2014 Active Maagie Ledbetter 10/13/2014 g 5 15 = 100e
Retention Requirements
Annual Disposal 2015 Active Brian Praschter 2/19/2015 ] 3 P

sposal 2016 Active Shea Frentzel 3/29/2016 2 6 4=67%
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GIVE ME MY DATA DELETE MY DATA

V4 EXEMPTIONS v 4 LEGAL HOLDS

RETENTION
v REGULATIONS

CORRECT MY DATA DON'T SELL MY DATA
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Implement & follow

through on the privacy

DOIT promises made in your
policies and notices.

Make clear and transparent
statements about your
organization's privacy SAY IT
policies and practices.

=)

DATA
INVENTORY

PROVEIT

Be ready and able to
demonstrate compliance and
accountability.
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Chief Privacy Officer
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