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AGENDA

What is the 
Trifecta?

The Trifecta

What to Do Next?

Agenda



• Many of these elements will be familiar to seasoned privacy practitioners
• The problem lies in working with the enterprise and communicating the 

why and the how
• The goal of this presentation is to present a way to have that 

conversation with the business to build robust privacy programs

Enabling a Conversation



What is the 
Compliance 
Trifecta



Make clear and transparent 
statements about your 
organization's privacy 
policies and practices.

Be ready and able to 
demonstrate compliance and 

accountability. 

Implement & follow 
through on the privacy 
promises made in your 

policies and notices.
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• It is not enough for the CPO or privacy counsel to ignore or be apart from operational concerns

• ”If all you know how to use is a hammer, everything looks like a nail.”

• Vital for CPO/privacy counsel to be aware of operational, technological and business realities 

• Ownership for privacy does not belong solely in the privacy office or with privacy counsel; we 

don’t handle personal information

• Accountability cuts across the enterprise, so implementing a privacy program requires operational 

and technological understanding, and understanding the need to move privacy from project to 

program – embedding it in the operations and making it a team sport

• A good hard look at whether the skills we have learned as lawyers, is enough

• Read: CPO and CISO: The Evolving Roles of Privacy and Security Professionals 

Enabling the Trifecta: Role of the CPO and Accountability

https://www.lexology.com/library/detail.aspx?g=7f701f41-9cab-4236-95dd-2eb0f8dc72a1


REQUEST

DON’T SELL MY DATA

LEGAL HOLDS 
RETENTION
REGULATIONS

EXEMPTIONS

DELETE MY 
DATA

GIVE ME MY 
DATA

Need to resolve at the earliest and the lowest level possible 

Accountability: DSR are the ’pen test’ of privacy 
programs



No accounting 
for complex 

redaction

No accounting 
for significant 
legal review

No plan to 
exclude 

confidential 
material 

Missing data 
classification 

and governance

Data 
Management 

teams lack 
authority

Legal teams not 
educated in 

data uses

Manual data 
search and 
collation

Not linked to 
records
types

Access/deletion 
process missing 
classifications

No documented 
standards

Manual 
processes not 
documented

Missing Audit 
trail 

Responding to DSR will highlight operational issues



Say it



CPRA as well as many other laws, requires adequate notice and ‘just in time’ 
notices:

• Categories of PI and sensitive PI collected, purposes, if being shared/sold, 
and retention periods

• Pointing to a privacy policy is not enough – must present notice at the 
point of collection

• Must address what third parties collect data on your site
• Cookie banners are not sufficient by themselves – data is collected 

through more than just cookies

Credit: Omer Tene (LinkedIn Post)

Privacy Notices: Taken for Granted

https://www.linkedin.com/posts/omer-tene-a86b363_are-you-ready-for-the-cpras-new-notice-at-activity-7008638506407190528-SOHU?utm_source=share&utm_medium=member_desktop
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Not sufficient to point to complicated legalistic notices



13

On your phone, 
text: 

xt
and send to 

717.467.3214

or

Clear, transparent notices
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• Consumer experiences 
matter

• Privacy notices must work 
well on mobile

• Preference automation 
(like GPC) streamlines user 
experience

Clear and Simple Choices



Do it



Data 
Inventory

Purpose 
Limitation, 

Data Retention 
& Minimization

Data 
Subject 
Rights 

Requests

Vendor 
Due 

Diligence

Notice & 
Informed 
Consent

Data is at the center of everything
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• Building an inventory that is ever-green enables the organization to adapt to new and changing 

requirements in the law
• Be able to demonstrate your stewardship over data and accountability

• An inventory is consumed by many groups within the organization; have you allied with them?

• Don’t annoy the business with repeated questions about the same data

• Replication of effort is costly and inefficient

• Tools often support multiple groups, not good to have them unable to share data

• Getting budget is easier

• Other drivers:
• Understand your data to address appropriate security and respond to breaches

• Litigation and regulatory investigation

A legal and business case for inventory



Data minimization - the new imperative



Time and Accuracy – What is often missing

Unable to Link 
Inventory to 
Purposes for 
Processing

Out of Date 
& Inaccurate 

Inventory

Time-intensive, 
Manual Processes 
to Support DSR

Lack of Visibility 
into Processing 

Activities

Lack of Evidence 
Demonstrating 
Accountability

Apocrypha: What we typically know about our data



Be able to prove it



• You can only collect what you need for 
the purpose
“not incompatible with the disclosed 
purpose”
• What you collect and keep must be 

proportional to the task“
• You must get rid of it when you are done 

with the task

Purpose

RetentionProportionality

Auditability: Purpose and Proportionality 
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ü Centralized Dashboard & 
Audit Trail

ü Persistent, Universal 
Consent

ü Single-Source of Truth

ü Tracking Across Multiple 
Brands, Websites, & Devices

Auditability: Chain of Control over Data and Records



Centralized Management of 
Your Retention Standards

Routine Policy Notices at 
Scheduled Intervals

Disposal Notices to 
Employees  with their 

Retention Requirements

Auditability: Chain of Control over Data and Records



REQUEST

CORRECT MY DATA

LEGAL HOLDS 

RETENTION
REGULATIONS

EXEMPTIONS

DELETE MY DATAGIVE ME MY DATA

DON’T SELL MY DATA

Auditability: DSR Response



What to do next



Make clear and transparent 
statements about your 
organization's privacy 
policies and practices.

Be ready and able to 
demonstrate compliance and 

accountability. 

Implement & follow 
through on the privacy 
promises made in your 

policies and notices.

Title
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