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SEC –PUBLIC COMPANY RULE – REGULATION THROUGH 
DISCLOSURE

• Incident Response: 
• Form 8-K, Item 1.05 to require registrants to disclose information about a 

material cybersecurity incident within four business days after the 
registrant determines that it has experienced a material cybersecurity incident.

• Must determine materiality without undue delay.

• Describe the material aspects of the nature, scope, and timing of the incident, as 
well as the material impact or reasonably likely material impact of the incident on 
the registrant, including its financial condition and results of operations. 

• Requires enhanced Cybersecurity Disclosure Controls



SEC –PUBLIC COMPANY RULE – REGULATION THROUGH 
DISCLOSURE (CONTINUED)

• Risk Management and Governance – Annual Disclosure:

• Add Item 106 to Regulation S-K and Item 16J of Form 20-F to 
require a registrant to: 

• Describe their processes, if any, for assessing, identifying, and managing 
material risks from cybersecurity threats, as well as whether any risks from 
cybersecurity threats, including as a result of any previous cybersecurity 
incidents, have materially affected or are reasonably likely to materially affect 
the registrant. 

• Describe the board of directors’ oversight of risks from cybersecurity threats 
and management’s role and expertise in assessing and managing material 
risks from cybersecurity threats.



CYBER 
INSURANCE

D R I V E N  B Y  
R E G U L A T O R Y  R I S K  

A N D  B R E A C H  
T R E N D S

Cyber Insurance Trends and Predictions

Threat Landscape
• Hygiene and lack of monitoring
• GeoPolitical/Nation State sophisticated Attacks (APT)
• Unauthorized Access (Insider/External User, Network, System)
• Vulnerabilities
• Lack of data mapping and location awareness
• Poor User guardrails and trainings

Cyber Insurance Market Influences
• General policy that include Cyber Insurance and Cyber Insurance Claim 

Rates
• Causes for Cyber Insurance Claims (drives minimum requirements 

[currently Ransomware Supplement] and more and more Business Email 
Compromises)

• Future threat impact



H I S T O R I C  I N F L U E N C E  O N  C Y B E R  I N S U R A N C E
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WHERE DOES REGULATORY RISK FIT IN THE SCHEME OF DRIVING 
POLICY ISSURANCE RATES AND CLAIMS?

WHERE DOES AI FIT IN THE SCHEME OF DRIVING POLICY ISSURANCE 
RATES AND CLAIMS?
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REFERENCE ARTICLES

F A S T  M O V I N G  C H A N G E S

7

https://www.sec.gov/news/press-release/2023-227

https://fkks.com/news/six-steps-to-help-your-team-comply-
with-the-new-sec-public-company-cybersecurity-rules

https://www.pondurance.com/cybersecurity-compliance/

https://www.sec.gov/news/press-release/2023-227
https://fkks.com/news/six-steps-to-help-your-team-comply-with-the-new-sec-public-company-cybersecurity-rules
https://fkks.com/news/six-steps-to-help-your-team-comply-with-the-new-sec-public-company-cybersecurity-rules
https://www.pondurance.com/cybersecurity-compliance/
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FOCUS ON THE BASICS

… and disclosing the cyber risk you have
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