
November 10, 2023

Dazed and Confused: 
Keeping Up with the Online 
Safety Laws for Teens 

Emily S. Tabatabai, Orrick

Sara Kloek, SIIA

David Sallay, Future of Privacy Forum 

Divya Sridhar, BBB National Programs



State Legislation Update

The States have taken the 
lead on Teen Online Safety



States rush to protect minors online

Eight (8) new Online Safety Laws for Kids/Teens passed (mostly) in 2023

+ dozens of bills 
proposed 

Expect more to be 
introduced in 2024



Common Themes Emerge



State Comprehensive Privacy Laws, too

Thirteen (13) of State Comprehensive Privacy Laws cover kids/teens to some extent



For Those Keeping Count …

State 
Online Safety Laws

 Arkansas

 California

 Connecticut

 Florida

 Louisiana 

 Ohio

 Texas 

 Utah

State Comprehensive 
Privacy Laws

 California  Montana

 Colorado  Oregon

 Connecticut  Tennessee

 Delaware  Texas

 Florida  Utah

 Indiana  Virginia

 Iowa

State "Harmful Content" 
(Pornography) Laws

 Arkansas

 Louisiana

 Mississippi

 Montana

 North Carolina

 Texas

 Utah

 Virginia

Number of new laws that include compliance obligations for teen audience:

8 13 8



Federal Update

The Feds want to protect kids and 
teens online, too



Comprehensive Consumer Privacy 

“To better protect Americans’ privacy, including from the 
risks posed by AI, the President calls on Congress to pass 
bipartisan data privacy legislation to protect all Americans, 
especially kids…”

Fact Sheet: President Biden Issues Executive Order on Safe, Secure, and Trustworthy 
Artificial Intelligence
30 October, 2023
https://www.whitehouse.gov/briefing-room/statements-releases/2023/10/30/fact-sheet-president-biden-issues-
executive-order-on-safe-secure-and-trustworthy-artificial-intelligence/



Comprehensive Consumer Privacy 

American Data Privacy and Protection Act

• Data minimization requirements (all 
consumers)

• No targeted advertising to children 
under 17

• All data from consumers under 17 is 
sensitive

• Algorithmic impact assessments

Status

• Has not been reintroduced in 
2023

• Possible draft circulating 
amongst staff



Teen Focused Proposals

Kids Online Safety Act 
(KOSA)

• Data minimization 
requirements (all 
consumers)

• No targeted advertising to 
children under 17

• All data from consumers 
under 17 is sensitive

• Algorithmic impact 
assessments

Children and Teens’ Online 
Privacy Protection Act 

(COPPA 2.0)

• Updates COPPA to require 
consent from teens 13 to 
16 years old;

• Bans targeted advertising 
to children and teens

• Updates knowledge 
standard

• Adds eraser button 

Protecting Kids on Social 
Media Act

• Establishes minimum age 
of 13 to use social media

• Requires parental consent 
for 13 to 17 year olds

• Prevent social media 
companies from “feeding 
algorithmically 
personalized content or 
advertising to users under 
18.”



Other Federal Activities

Administrative Actions to 
Protect Youth Mental 

Health, Safety, and Privacy

• Interagency Task Force on 
Kids Online Health & 
Safety;

• Model policies for use of 
internet-enabled devices 
used in schools;

• Likely rulemaking on 
FERPA.

Surgeon General on Social 
Media & Youth Mental 

Health Report

• Recognizes that social 
media has both positive 
and negative impacts on 
children;

• Calls on social media 
companies to assess 
impact of their products 
on youth;

• Provides guidance to 
parents and caregivers.

NTIA Seeks Comments on 
Protecting Kids Online

• Seeks to learn more about 
social media impacts on 
minors;

• Comments due on 16 
November 2023.



Age Verification & 
Assurance

Common Theme #1 



Age Verification & Assurance 

Been the standard 
under COPPA, but 
kids lie

Not the same as 
facial recognition



Age Verification & Assurance 



Age Verification & Assurance 

Websites that have proposed to keep children and teens out--some 
statutorily, some as a business practice 

• Adult content (e.g., pornography)

• Alcohol and drugs

• Gambling

• Dating 

• Marketplaces that lead to in-person transactions

• Social media?



Age Verification & Assurance 



Age Verification & Assurance 

Unintended consequences

• Blocked by company

• Bypassed by users

*Note: Pornhub didn’t block Louisiana since they could integrate with their digital ID



Age Verification & Assurance 

• Public comment open on Utah draft rule till Feb 5

• Methods under current rule need to

• Identify whether user is <18

• If user is <18, need to establish parent 
relationship for consent and access



Parental Consent

Common Theme #2 



Parental Consent

• Consistent with COPPA, all state consumer privacy laws require parental 
consent before a business can process the data of a known child under 13 
years of age. 

• Most consumer privacy laws explicitly allow the COPPA VPC process to 
satisfy this requirement.

• States are less consistent on consent requirements for teen data.

• The Colorado, Indiana, Iowa, and Tennessee consumer privacy laws treat 
teens as adults, like all consumers that are empowered to opt out on their 
own accord without parental involvement.

• The Texas and Utah comprehensive privacy laws also work this way for teen data, but 
separate online safety laws in each state create additional parental consent 
obligations discussed on the next slide.



Parental Consent (Cont.)

• California, Connecticut, Delaware, Montana, and Oregon have adopted opt-in consent
requirements for particular uses of teen data under their respective comprehensive state 
consumer privacy laws.

• California requires that users between 13 and 16 opt in for the sale and sharing of data.

• Connecticut requires users between 13 and 18 opt in for targeted advertising, sale, geolocation 
collection, and fully automated profiling in furtherance of decisions that produce legal or similarly 
significant effects

• Delaware requires users between 13 and 18 opt in for targeted advertising or sale.

• Montana requires users between 13 and 16 opt in for targeted advertising or sale.

• Oregon requires users between 13 and 15 opt in for targeted advertising, sale, and profiling in 
furtherance of decisions that produce legal or similarly significant effects.

• Texas, Louisiana, Ohio, and Utah all require parental consent before minors under 18 
may sign up for specific categories of online services, primarily social media.

• Arkansas also passed a law requiring parental consent for minor social media accounts, but enforcement 
has been enjoined



Algorithms & Addiction

Common Theme #3 



Algorithms and Addiction

Utah Social Media Regulation Act

“Beginning March 1, 2024, a social media company shall not use a practice, design, 
or feature on the company's social media platform that the social media company 
knows, or which by the exercise of reasonable care should know, causes a Utah 
minor account holder to have an addiction to the social media platform.”

Addiction means the use of social media platform that:

a) indicates the user's substantial preoccupation or obsession with, or the user's substantial 
difficulty to cease or reduce use of, the social media platform; and 

b) causes physical, mental, emotional, developmental or material harms to the user.



Algorithms and Addiction

California Age-Appropriate Design Code

(1) (A) Before any new online services, products, or features are offered to the public, complete a
Data Protection Impact Assessment for any online service, product, or feature likely to be accessed
by children and maintain documentation of this assessment as long as the online service, product,
or feature is likely to be accessed by children. A business shall biennially review all Data Protection
Impact Assessments.

(B) The Data Protection Impact Assessment required by this paragraph shall identify the purpose of
the online service, product, or feature, how it uses children’s personal information, and the risks of
material detriment to children that arise from the data management practices of the business. The
Data Protection Impact Assessment shall address, to the extent applicable, all of the following:

…

(v) Whether algorithms used by the online product, service, or feature could harm children.



Algorithms and Addiction

Stop Addictive Feeds Exploitation for Kids Act
(New York proposed legislation)

§1501(1).  Prohibition  of addictive feeds. It shall be unlawful for the operator of an 
addictive social media platform to provide an  addictive feed to a covered user unless:

a) the operator has used commercially reasonable methods to determine that the 
covered user is not a covered minor [under 18]; or

b) the  operator has obtained verifiable parental consent to provide addictive feed to 
the covered user.



What's a business to do?

Planning for an uncertain future 
in a rapidly-changing landscape 



Why Now? 

• Many states are focused on teen protections: AK, CA, CT, DE, FL, LS, OH, TX, UT have adopted
online teen privacy and safety laws with complicated, overlapping, and contradictory 
requirements

• Fifteen other states introduced substantially similar legislation in 2023

• White House has prioritized teen mental health related to online safety and privacy

• Congress is looking to raise the age for COPPA (CTOPA) and/or regulate minor exposure to 
online harms from platforms (KOSA)

• Regulators have indicated online harms for minors are an enforcement priority

• Evidence of a youth mental health crisis that industry can help address is mounting

• Pressure to see action continues from consumer groups, civil society, and parents

So, this is not going away: Companies should brace for change now!



Teen Age Privacy Program (TAPP)

About BBB National Programs

• Independent, non-profit organization

• Home to more than a dozen independent industry self-regulation, 
accountability, and dispute resolution programs

Our Mission

• Agreed-upon Standards

• Independent Marketplace Monitoring

• Dispute Resolution and Enforcement Mechanisms

• Built-in Independent Appeals Structure

• Regulation Back-stop and/or Regulatory Referrals



• Help companies demonstrate accountability designing 

platforms, features, and systems in a manner that is 

safe and privacy-protective for teenage users.

• Help companies navigate the fast-changing teen 

privacy and online safety regulatory, policy, and legal 

landscape.

• Signal to the marketplace that good actors are making 

efforts to process teen data and design products in a 

responsible manner.

• Ensure TAPP companies’ data collection practices

comply with applicable laws.

“It’s not the case that all social media is bad for all 
teens all the time, but surveying the evidence, it 

certainly seems that some uses of social media for 
some teenagers are harmful…this is nuanced, this 

is not a straightforward problem we're facing 
when it comes to the mental health of teens 

online...[but] that nuance should not be a barrier to 
taking action...we are talking about statistically 
significant increases in medically diagnosable 
clinical depression, clinical anxiety, suicidal 

ideation, and thoughts of self-harm.”

- Alvaro Bedoya
Federal Trade Commission (FTC) Commissioner, 

November 2022

TAPP Mission



TAPP Roadmap

Initially Published: April 2022

NOW: FTC enforcement action and 10+ 
state laws and teen privacy 
laws/regulations passed

This Fall: Updated Roadmap addressing:

• Consent

• Age Assurance 
Technologies

• Impact 
Assessments

• ADM/Algorithms

• In-App Purchases

• Parental Tools

• Social Features 



TAPP Compliance Scope

• Consent

• Age Assurance Practices

• Knowledge Standard

• Purpose Limitations and Data Minimization

• Teen Data Subject Requests

• Data Security

• Use of Teen Geolocation Data

• Interest-Based Advertising Practices

• Stealth Advertising to Minors

• Data Protection Impact Assessments

• User-Generated Content and Moderation Practices

• Social Features

• Use of Algorithms for Personalization,  ADM, and 
Profiling Teen-Age Users

• Retaining Teen Data

• Sharing Teen Data

• In-App Purchases

• Parental Tools

• Research Practices
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Contact TAPP for more.

Please contact TAPP@BBBNP.org for more.
Thank You!!


