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What is an SDK?

Frankfurt Kurnit Klein -+ Selz ..



Why are we talking about this now?
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What are the concerns around SDKs?

* Technical Concerns
Lack of standardization
Lack of transparency or control for the company
Not easily auditable
« Privacy Concerns
Lack of transparency or control for users
«  Not within reasonable expectation of users
*  Security Concerns
Potential unauthorized data flows
Vulnerabilities and misconfigurations
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SDK Dark Patterns
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What Steps Can Companies Take?
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FRANKFURT KURNIT KLEIN & SELZ ATTORNEY-CLIENT PRIVILEGE
SDK QUESTIONNAIRE

SDK 1:

Purpose:

Vendor:

Data:

Contract: . .
Full version available at

https://technologylaw.fkks.com/

Configurations:

Additional Analysis:
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In 10S17, SDK
developers can
include a privacy
manifest file that
outlines the SDK’s
data practices.

They can also include
a signature file to
show the version
came from them.
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Questions?
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