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What is an SDK?



Why are we talking about this now?



What are the concerns around SDKs?
• Technical Concerns

• Lack of standardization

• Lack of transparency or control for the company

• Not easily auditable

• Privacy Concerns
• Lack of transparency or control for users

• Not within reasonable expectation of users

• Security Concerns
• Potential unauthorized data flows

• Vulnerabilities and misconfigurations



SDK Dark Patterns



What Steps Can Companies Take?



Full version available at 
https://technologylaw.fkks.com/

https://technologylaw.fkks.com/


In iOS17, SDK 
developers can 
include a privacy 
manifest file that 
outlines the SDK’s 
data practices. 

They can also include 
a signature file to 
show the version 
came from them.



Xcode will 
aggregate all 
privacy manifests in 
an app and 
summarize in a 
report that the app 
developer can 
review to ensure 
compliance and 
build privacy 
nutrition label.
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