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The New Rules

In a Nutshell



New SEC Cyber Disclosure Rules

Form 8-K   |   Item 1.05

Form 10-K
Item 106(b)   |   Risk management and strategy

Item 106(c)   |   Governance

 Describe (i) processes, if any, for the assessment, identification, and management of 
material cyber risks and (ii) whether any cyber risks have materially affected or are 
reasonably likely to affect business strategy, result of operation, or financial condition

 Describe (i) board’s oversight (e.g., committees, processes) of cyber risks and (ii) 
management’s role in assessing and managing material cyber risks (e.g., 
positions/committees; expertise; processes for preventing, monitoring, detecting, 
mitigating incidents; reporting to the board)

December 18, 2023 (June 15, 2024 for 
smaller companies)

Compliance Deadlines

Upcoming Annual Reports for all Fiscal 
Years ending on or after December 15, 2023

 Disclose any “cybersecurity incident” determined “without unreasonable delay” to 
be material and describe material aspects of incident’s:

- nature, scope and timing; and
- impact or reasonably likely impact (e.g., financial/operational results)

 File Item 1.05 Form 8-K within four (4) business days of determining 
an incident is material, absent national security/safety/FCC exception

 Amend prior Item 1.05 Form 8-K to disclose information that was not determined or 
unavailable at time of initial Form 8-K filing



New SEC Cyber Disclosure Rules

02
Is the incident “material” ?

03
Is our determination timely?

01
Is it a “Cybersecurity Incident”?

Form 8-K   |   Item 1.05

05
Unless (narrow) exceptions

06
Amend Form 8-K (as needed)

04
File Form 8-K within 4 biz days

 Definition covers “availability” incidents 
regardless of data impact; accidental (non-
malicious) incidents; third-party and supply chain 
incidents; electronic but not hardcopy resources; 
and “a series of related” occurrences counts

 Traditional “materiality” concepts and caselaw 
apply but with an increasing emphasis on 
qualitative factors such as reputation, customer 
relationships, and competitiveness

 Per Instructions to Item 1.05, the materiality 
determination must be made “without 
unreasonable delay” post-discovery; internal 
processes cannot be modified to support delay

 Note that “specific or technical information” 
about the registrant’s “planned response” or 
“systems, related networks and devices, or 
potential system vulnerabilities” need NOT be 
disclosed if it would “impede” the response or 
remediation efforts

 30 / 30 / 60 day delays (and potentially more) 
available if U.S. Attorney General notifies SEC, in 
writing, that the disclosure poses a “substantial 
risk to national security or public safety”

 7-day delay if FCC’s CPNI breach rule applies

 Per Instructions to Item 1.05, if required info is 
“not determined” or “unavailable” at time of initial 
8-K, then note that fact in the initial filing; and file 
amended 8-K within 4 biz days after registrant 
“without unreasonable delay” determines such 
info or such info becomes available
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Form 10-K 

1) Describe the registrant’s processes*, if any, for assessing, identifying, and
managing material risks from cybersecurity threats in sufficient detail for a
reasonable investor to understand those processes. In providing such
disclosure, a registrant should address, as applicable, the following non-
exclusive list of disclosure items:

i. Whether and how any such processes have been integrated into the
registrant’s overall risk management system or processes;

ii. Whether the registrant engages assessors, consultants, auditors, or
other third parties in connection with any such processes; and

iii. Whether the registrant has processes to oversee and identify such
risks from cybersecurity threats associated with its use of any third-
party service provider.

2) Describe whether any risks from cybersecurity threats, including as a result of
any previous cybersecurity incidents, have materially affected or are
reasonably likely to materially affect the registrant, including its business
strategy, results of operations, or financial condition and if so, how.

1) Describe the board of directors’ oversight of risks from cybersecurity threats.
If applicable, identify any board committee or subcommittee responsible for
the oversight of risks from cybersecurity threats and describe the processes*
by which the board or such committee is informed about such risks.

2) Describe management’s role in assessing and managing the registrant’s
material risks from cybersecurity threats. In providing such disclosure, a
registrant should address, as applicable, the following non-exclusive list of
disclosure items:

i. Whether and which management positions or committees are
responsible for assessing and managing such risks, and the relevant
expertise of such persons or members in such detail as necessary to
fully describe the nature of the expertise;

ii. The processes by which such persons or committees are informed
about and monitor the prevention, detection, mitigation, and
remediation of cybersecurity incidents; and

iii. Whether such persons or committees report information about such
risks to the board of directors or a committee or subcommittee of
the board of directors.

Item 106(b)   |   Risk management and strategy Item 106(c)   |   Governance

* In the Final Rule, the term “processes” replaced “policies and procedures” – and refers to practices, even if not codified in writing.



The New Rules

In Practice



Implementing the New Rules

Aligning Processes Across Multiple Stakeholders
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Implementing the New Rules

Some Pain Points

 Timing pressure is real given duty to conduct materiality 
analysis “without unreasonable delay” and market practice 
of accelerated Form 8-K filings being observed – What can 
we really know in such a short amount of time?

 Exceptions to the four business day timing are extremely 
narrow (e.g., CPNI or “national security or public safety” 
process through U.S. Attorney General) – Who qualifies and 
what’s the process?

 Potential for a required public disclosure of an incident prior 
to completion of containment or remediation – How do we 
protect our companies while complying with the rules?

 Overlapping notification and disclosure requirements (and 
timing) across regulators and jurisdictions – How should we 
prioritize competing interests?

Process Uplifts

 Escalation points and paths from the IR Team/CISO to a 
broader internal audience –

 What types of incidents require escalation (e.g., SEC’s 
emphasis on qualitative materiality factors)?

 How do we get on the same page as the CISO?

 Materiality analysis –

 Who are the Co’s “disclosure decision makers”?  

 What info do they need, when and how?

 What goes into the materiality analysis for cyber?

 Documentation – How do we document these processes?  
Can we maintain privilege (and over what)?

 Training, training, training



SEC v. Pearson

A Case Study in Comms



Background on the Pearson case

 On July 31, 2019, a reporter allegedly contacted Pearson, a global educational learning publisher and service 
company, regarding an impending article describing a non-public data breach that the Company had internally 
identified four months earlier on March 21, 2019.  

 Threat actor had allegedly hacked AIMSweb 1.0 software used by Pearson to track student academic performance 
and downloaded (a) 11.5 million rows of student names plus DOBs/emails for a subset of students, and (b) 
usernames and passwords (hashed with an insecure algorithm) for about 13,000 school administrator accounts.  

 Alleged that the security patch for AIMSweb 1.0 had been publicized and made available in September 2018, but 
Pearson allegedly failed to implement it until after it learned of the attack.  

 SEC alleged that Senior Management at Pearson met at least twice prior to July 31, 2019 – and both times 
determined that it was not necessary to issue any public statement about the breach.  

 Pearson allegedly posted an online Media Statement after being contacted by the reporter on July 31.



Core Allegations in the Order

Disclosures in Form 6-K filed on July 26, 2019

Pearson stated that a “risk of a data privacy incident . . . including a 
failure to prevent or detect a malicious attack on our systems, could 
result in a major data privacy or confidentiality breach causing damage 
to the customer experience and our reputational damage, a breach of 
regulations and financial loss . . .”

SEC Enforcement Findings

SEC argued that Pearson “implied that no ‘major data privacy or confidentiality 
breach’ had occurred” and portrayed data breaches as a “hypothetical risk” but, 
in fact, by the time the July 26 Form 6-K was filed, Pearson had allegedly already 
known “months earlier about the AIMSweb 1.0 breach.” 

Statements in Media Statement posted on July 31, 2019

Pearson stated that the incident involved “unauthorized access” and 
“expos[ure] of data”

Pearson stated that the impacted data was “isolated to first name, last 
name, and in some instances may include date of birth and/or email 
address . . .”

Pearson stated that the scope of impacted data “. . . may include date of 
birth and/or email address . . .”

Pearson stated that it had “strict data protections in place and have 
reviewed this incident, found and fixed the vulnerability . . . ”

SEC Enforcement Findings

SEC argued that Pearson knew that data was “removed” from the system, not just 
“accessed”; and Pearson omitted that millions of rows of student data were stolen

SEC argued that Pearson knew that the impacted data also included “usernames 
and hashed passwords of school personnel were also ex-filtrated”

SEC argued that Pearson suggested the impact to DOBs/emails was “hypothetical” 
by using the word “may” but “[i]n fact, Pearson knew” DOBs/emails were stolen

SEC argued that Pearson misstated its “strict” security protections because it had 
(a) failed to patch a publicly-known vulnerability for six months and (b) used an 
outdated/insecure hashing algorithm



Lessons Learned

Some Pro Tips

 Plans in place that contemplate different scenarios (e.g., 
data impact versus operational impact or both; employee 
impact versus customer impact or both)

 “Next gen” tabletops and simulation exercises (e.g., 
practicing escalation and materiality workflows)

 Investor Relations function embedded into incident 
response frameworks 

 Nested teams of 3rd party advisors (e.g., legal, forensics, 
ransom negotiation, restoration, communications) 

Interplay with the New Rules

 Every public statement counts (e.g., media statements)

 Time pressures are intensified under the new four business 
day trigger to file 8K/6K from materiality determination

 The balancing act for companies:

 transparency vs. confidentiality 

 speed vs. accuracy

 legal obligations vs. brand / reputation

 SEC’s enforcement of “disclosure controls and procedures”

 Risk of litigation and enforcement – uptick in sophistication 
(e.g., questions being asked in aftermath of incidents)



Appendix Materials



SEC Proposing Release commentary re: characteristics 
and consequences of potentially material cyber incidents

SEC commentary:  The following is a non-exclusive list of examples of cybersecurity incidents that may, if determined by the registrant to be material, trigger 
the proposed Item 1.05 disclosure requirement: 

1. An unauthorized incident that has compromised the confidentiality, integrity, or availability of an information asset (data, system, or network); or 
violated the registrant’s security policies or procedures. Incidents may stem from the accidental exposure of data or from a deliberate attack to steal 
or alter data; 

2. An unauthorized incident that caused degradation, interruption, loss of control, damage to, or loss of operational technology systems; 

3. An incident in which an unauthorized party accessed, or a party exceeded authorized access, and altered, or has stolen sensitive business information, 
personally identifiable information, intellectual property, or information that has resulted, or may result, in a loss or liability for the registrant; 

4. An incident in which a malicious actor has offered to sell or has threatened to publicly disclose sensitive company data; or 

5. An incident in which a malicious actor has demanded payment to restore company data that was stolen or altered.

SEC commentary:  The types of costs and adverse consequences that companies may incur or experience as a result of a cybersecurity incident include the 
following non-exhaustive list:

1. Costs due to business interruption, decreases in production, and delays in product launches; 

2. Payments to meet ransom and other extortion demands; 

3. Remediation costs, such as liability for stolen assets or information, repairs of system damage, and incentives to customers or business partners in an 
effort to maintain relationships after an attack; 

4. Increased cybersecurity protection costs, which may include increased insurance premiums and the costs of making organizational changes, deploying 
additional personnel and protection technologies, training employees, and engaging third-party experts and consultants; 

5. Lost revenues resulting from intellectual property theft and the unauthorized use of proprietary information or the failure to retain or attract customers 
following an attack; 

6. Litigation and legal risks, including regulatory actions by state and federal governmental authorities and non-U.S. authorities;

7. Harm to employees and customers, violation of privacy laws, and reputational damage that adversely affects customer or investor confidence; and 

8. Damage to the company’s competitiveness, stock price, and long-term shareholder value. 



SEC Cyber Enforcement – Recent Cases



SEC Cyber Enforcement – Recent Cases



SEC Cyber Enforcement – Recent Cases



Thank You!
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