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Agenda

▪ Changes to HIPAA

▪ FTC’s Focus on Consumer Health Information

▪ My Health My Data Act

▪ Other State Privacy Laws

▪ Website Disclosures of Personal Information in Healthcare

▪ Confidentiality of Substance Use Disorder Patient Records

▪ Update on Information Blocking Rule

▪ Q&A
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Changes to HIPAA
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Prohibition on certain disclosures related to lawful 
reproductive health care.

Attestation requirement for certain requests.

Revisions to notices of privacy practices.

Additional requirement for law enforcement 
requests.

Overview of Reproductive Health Care 
Amendments
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The New Prohibition on Use and Disclosure
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▪State law bans all abortions except to save life of the pregnant 

person, or in cases of rape or incest that have been reported to law 

enforcement.

▪Physician performs abortion on pregnant woman who indicated that 

she was raped but had not reported the rape to law enforcement.

▪Hospital receives request from the state attorney general’s office for 

the medical records related to the procedure, accompanied by a 

warrant.

Scenario #1



7

▪A Texas woman traveled to 
Colorado to have an abortion, 
where the procedure was 
legal.
▪Ex-partner seeks to pursue 

wrongful death claim against 
anyone involved in the 
procedure.
▪Texas court order requires 

the Colorado health system 
to disclose the medical record 
of the procedure.

Scenario #2
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Subject to the Rule of Applicability and the Presumption, a covered entity or business 

associate may not use or disclose PHI for any of the following activities:

1. To conduct a criminal, civil, or administrative investigation (“Investigation”) into any 

person for the mere act of seeking, obtaining, providing, or facilitating reproductive 

health care.

2. To impose criminal, civil, or administrative liability (“Liability”) on any person for the 

mere act of seeking, obtaining, providing, or facilitating reproductive health care.

3. To identify any person for any purpose described above.

The New HIPAA Prohibition
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The prohibition applies only where the relevant activity is in connection with any person 

seeking, obtaining, providing, or facilitating reproductive health care, and the covered 

entity or business associate that received the request for PHI has reasonably 

determined that one or more of the following conditions exists: 

1. The reproductive health care is lawful under the law of the state in which such health 

care is provided under the circumstances in which it is provided.

2. The reproductive health care is protected, required, or authorized by Federal law, 

including the United States Constitution, under the circumstances in which such 

health care is provided, regardless of the state in which it is provided.

Rule of Applicability
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Scenario #1

With appropriate attestation (to be 

discussed), HIPAA will not prohibit the 

disclosure of PHI, because:

• The reproductive health care was 

not lawful under the circumstances 

in which it was provided; and

• Was not protected, required, or 

authorized by federal law.

State law bans all abortions except to 
save life of the pregnant person, or in 
cases of rape or incest that have been 
reported to law enforcement.

Physician performs abortion on 
pregnant woman who indicated that 
she was raped but had not reported the 
rape to law enforcement.

Hospital receives request from the 
state attorney general’s office for the 
medical records related to the 
procedure, accompanied by a warrant.
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Scenario #2

HIPAA will prohibit the disclosure of 

PHI, because:

• The reproductive health care was  

lawful under the circumstances in 

which it was provided; and

• The requested disclosure is to 

impose liability on persons for 

obtaining, providing, or facilitating 

reproductive health care.

A Texas woman traveled to 
Colorado to have an abortion, 
where the procedure was legal.

Ex-partner seeks to pursue 
wrongful death claim against 
anyone involved in the procedure.

Texas court order requires the 
Colorado health system to 
disclose the medical record of the 
procedure.
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▪ A Nebraska health care provider 
treats a new patient and downloads 
a copy of her medical record from a 
health information exchange.

▪ The record includes information 
about an abortion that she received 
in South Carolina at 7 weeks 
gestation.

▪ The Nebraska health care provider 
receives a court order from a South 
Carolina court requiring disclosure 
of the patient’s complete medical 
record.

Scenario #3
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The reproductive health care provided by another person is presumed lawful under the 

Rule of Applicability unless the covered entity or business associate has any of the 

following: 

1. Actual knowledge that the reproductive health care was not lawful under the 

circumstances in which it was provided. 

2. Factual information supplied by the person requesting the use or disclosure of 

protected health information that demonstrates a substantial factual basis that the 

reproductive health care was not lawful under the specific circumstances in which it 

was provided.

The Presumption
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Scenario #3

• The Nebraska health care provider, 

who does not know the law of South 

Carolina, should presume that the 

reproductive health care was lawful 

and should not disclose the 

requested PHI.

• If the court provides factual 

evidence, such as an affidavit from 

someone who witnessed the 

procedure, demonstrating that the 

procedure was unlawful, then the 

provider may disclose the PHI.

A Nebraska health care provider treats 
a new patient and downloads a copy of 
her medical record from a health 
information exchange.

The record includes information about 
an abortion that she received in South 
Carolina at 7 weeks gestation.

The Nebraska health care provider 
receives a court order from a South 
Carolina court requiring disclosure of 
the patient’s complete medical record.
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Attestation Requirements
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A covered entity or business associate may not use or disclose protected health 

information potentially related to reproductive health care for the below purposes 

without obtaining a valid attestation from the person requesting the use or 

disclosure and complying with all applicable conditions:

• Uses and disclosures for health oversight activities;

• Disclosures for judicial and administrative proceedings;

• Disclosures for law enforcement purposes; or

• Uses and disclosures about decedents — Coroners and medical examiners.

When an Attestation Is Required
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▪ Description of PHI. A description of the requested PHI, including:
▪ The name of any individual(s) whose PHI is sought, if practicable; or
▪ If including the name(s) of any individual(s) whose PHI is sought is not practicable, a description of 

the class of individuals whose PHI is sought.

▪ Disclosing Entity. The name or class of persons requested to make the use or disclosure.

▪ Requestor. The name or class of persons to whom the covered entity is to make the requested 
use or disclosure.

▪ Not Prohibited. A clear statement that the use or disclosure is not for a purpose prohibited by 
the new prohibition.

▪ Criminal Penalties. A statement that a person may be subject to criminal penalties for 
knowingly and in violation of HIPAA obtaining or disclosing individually identifiable health 
information.

▪ Signature. Signature of requestor and date. If the attestation is signed by a representative of 
the person requesting the information, a description of such representative's authority to act for 
the person must also be provided.

Requirements of an Attestation
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Defective Attestations

▪ Too little. Lacks a required element or 
statement;

▪ Too much. Includes an additional element 
of statement;

▪ Compound authorization. Combined with 
another document;

▪ Actual knowledge. Covered entity or 
business associate has actual knowledge 
that material information in the attestation is 
false; or

▪ Unreasonable. A reasonable covered entity 
or business associate would not believe the 
attestation is true with respect to not being 
for a prohibited purpose.

ATTESTATION

“Everything on your attestation is true … right?”
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▪ Ohio medical board issues subpoena to 
an Ohio physician for information about 
whether the physician performed an 
abortion out-of-state.

▪ The physician requests an attestation 
from the medical board indicating that 
the request is not to impose liability for 
providing reproductive health care.

▪ The board refuses to provide the 
attestation and threatens to revoke the 
physician’s license for failure to respond.

▪ HIPAA will not permit the physician to 
provide the subpoenaed PHI.

Scenario #4

Ohio Rev. Code Ann. §
4731.22 provides that the 

state medical board shall 

discipline a physician for 

“commission of an act that 

constitutes a felony in this 

state, regardless of the 

jurisdiction in which the 

act was committed.



20

Revisions to Notices of Privacy Practices
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▪ A description, including at least one example, of the types of uses and 
disclosures prohibited related to reproductive health care in sufficient 
detail for an individual to understand the prohibition.

▪ A description, including at least one example, of the types of uses and 
disclosures for which an attestation is required.

▪ A statement about the potential for PHI disclosed pursuant to the 
Privacy Rule to be redisclosed by the recipient and no longer be 
protected by the Privacy Rule.

▪ Information about protections for substance use disorder (SUD) 
records subject to 42 C.F.R. part 2 (if applicable).

▪ If covered entity intends to use SUD records subject to 42 C.F.R. part 
2 for fundraising, then clear and conspicuous opportunity to opt out.

▪Other minor changes related to 42 C.F.R. part 2 (where applicable).

Notice of Privacy Practices
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Additional Requirement for Law Enforcement Requests
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A covered entity may disclose protected health information: …

(ii) In compliance with and as limited by the relevant requirements of: …

(C) An administrative request for which response is required by law, including an 

administrative subpoena or summons, a civil or an authorized investigative demand, or similar 

process authorized under law, provided that:

1. The information sought is relevant and material to a legitimate law enforcement inquiry;

2. The request is specific and limited in scope to the extent reasonably practicable in light of the 

purpose for which the information is sought; and

3. De-identified information could not reasonably be used.

Law Enforcement Administrative Requests
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▪ Applies to any law enforcement 
administrative request (not just 
related to reproductive health 
care)

▪HHS indicated that this was 
always intent and does not 
represent a substantive change.

▪ If written law enforcement 
request includes required 
elements, when is it obstruction 
of justice to not respond?

Law Enforcement Administrative Requests
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Other Miscellaneous Changes
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▪ Person means a natural person (meaning a human being who is born alive), trust 
or estate, partnership, corporation, professional association or corporation, or other 
entity, public or private.

▪ Public health, as used in the terms “public health surveillance,” “public health 
investigation,” and “public health intervention,” means population-level activities to 
prevent disease in and promote the health of populations. Such activities include 
identifying, monitoring, preventing, or mitigating ongoing or prospective threats to the 
health or safety of a population, which may involve the collection of protected health 
information. But such activities do not include those with any of the following purposes: 

1. To conduct a criminal, civil, or administrative investigation into any person for the mere 
act of seeking, obtaining, providing, or facilitating health care.

2. To impose criminal, civil, or administrative liability on any person for the mere act of 
seeking, obtaining, providing, or facilitating health care. 

3. To identify any person for any of the activities described at paragraphs (1) or (2) of this 
definition.

Other Miscellaneous Changes
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▪Reproductive health care means health care, as defined in this 
section, that affects the health of an individual in all matters 
relating to the reproductive system and to its functions and 
processes. This definition shall not be construed to set forth a 
standard of care for or regulate what constitutes clinically 
appropriate reproductive health care.

▪Revisions to: (1) exemption for personal representative in 
cases of abuse, neglect, endangerment situations; and (2) 
disclosures about victims of abuse, neglect, or domestic 
violence; clarifying that provision or facilitation of reproductive 
health care is not abuse, neglect, or domestic violence.

Other Miscellaneous Changes
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Next Steps and Challenges Ahead
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▪ Revise policies and procedures to 
implement prohibition and 
attestation requirement.

▪ Train release of information 
department on limiting disclosures 
and obtaining attestations.

▪ Revise notice of privacy practices.

▪ Compliance deadlines are:
▪ December 23, 2024 (Merry Christmas), 

except 
▪ February 16, 2026 for changes to notice of 

privacy practices.

Next Steps
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▪ Identifying when PHI may 
potentially relate to reproductive 
health care.
▪ Some business associates may 

not have visibility into nature of 
PHI.

▪Refusing or challenging 
government requests that are 
contrary to prohibition or do not 
include attestation.

▪Determining when it is 
unreasonable to believe an 
attestation.

Challenges Ahead
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▪ “This rule will propose modifications 
to the [Security Rule] under [HIPAA] 
and the [HITECH Act]. These 
modifications will improve 
cybersecurity in the health care 
sector by strengthening requirements 
for HIPAA regulated entities to 
safeguard electronic protected health 
information to prevent, detect, 
contain, mitigate, and recover from 
cybersecurity threats.”

▪ Timetable: September 2024 
(aspirational)

Changes to the Security Rule
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Other Changes to HIPAA

Rule Last Action Next Action

2021 Coordinated Care NPRM NPRM published 1/21/21, 

comment period ended 5/6/21

Final rule (2025?)

April 2022 RFI on Distribution of 

Penalties and Recognized 

Security Practices

Comments due 6/6/22 NPRM (?)
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FTC Focus on 

Consumer Health 

Information
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Recent Enforcement Actions

• Disclosure of 
website data to third 
parties advertising 
platforms

• Section 5 + BHNR

• $1.5 million civil 
monetary penalty

GoodRx (2/1/23)

• Disclosure of 
website data to third 
parties advertising 
platforms

• Section 5

• $7.8 payment to 
consumers

BetterHelp (3/2/23)

• Disclosure of 
website data to third 
parties advertising 
platforms

• Section 5 + BHNR

• $100,000 civil 
monetary penalty

Premom (5/17/23)

• Failure to destroy 
samples, failure to 
get opt in to change 
in privacy policy, lack 
of security

• Section 5

• $75,000 payment for 
consumer refunds

1Health.io (6/16/23)
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Recent Enforcement Actions

• Disclosure of 
website data to third 
parties advertising 
platforms

• Section 5 + Opioid 
Addiction Recovery 
Fraud Prevention Act

• $2.5M civil monetary 
penalty

Monument (4/11/24)

• Disclosure of website 
data to third parties 
advertising platforms

• Section 5 + Opioid 
Addiction Recovery 
Fraud Prevention Act

• $15M civil monetary 
penalty ($8M 
suspended)

Cerebral (4/15/24)
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▪ Conforms regulations to September 

2021 Policy Statement

▪ Applies HBNR to broad range of 

health and wellness apps

▪ Clarifies that “breach of security” 

includes any use or disclosure not 

authorized by consumer

▪ Provides more time to notify FTC

Health Breach Notification Rule (HBNR)
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Same Statute, Different Interpretations?

[REDACTED]

[REDACTED]

[REDACTED]
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Washington

My Health

Data Act
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Washington My Health My Data Act

▪ Covers “consumer health data” (CHD), which is broadly defined but 

excludes PHI.

▪ Covers WA residents and non-WA residents whose information is bought, 

rented, accessed, retained, received, acquired, inferred, derived, or 

otherwise processed in WA.

▪ Private right of action but must prove damages.
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Washington My Health My Data Act

▪ Transparency. Posting of consumer health data privacy policy.

▪ Consent. Obtain consent to collect or share CHD (other than as necessary to 

provide product or service).

▪ Authorization for Sale. More detailed authorization for sale of CHD, including 

name and contact info of purchasers.

▪ Geofencing Restriction. Restrict on geofencing around health care entities.
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Washington My Health My Data Act

▪ Consumer Rights.

▪ Confirmation of collection, sharing, or selling CHD.

▪ Access to CHD and list of third parties and affiliated with whom CHD was shared or sold.

▪ Right to withdraw consent.

▪ Right of deletion.

▪ Security Obligations. Reasonable security practices to protect confidentiality, 

integrity, and accessibility.
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Washington AG FAQs

Is a business that is covered by the My Health My Data Act required to 

place a link to its Consumer Health Data Privacy Policy on the company’s 

homepage?

Yes. Section 4(1)(b) of the My Health My Data Act explicitly provides that “[a] 

regulated entity and a small business shall prominently publish a link to its 

consumer health data privacy policy on its homepage.” The Consumer Health 

Privacy Policy must be a separate and distinct link on the regulated entity’s 

homepage and may not contain additional information not required under the My 

Health My Data Act.
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Washington AG FAQs

Does the definition of consumer health data include the purchase of 

toiletry products (such as deodorant, mouthwash, and toilet paper) as 

these products relate to “bodily functions”?

Information that does not identify a consumer’s past, present, or future physical 

or mental health status does not fall within the Act’s definition of consumer health 

data. Ordinarily, information limited to the purchase of toiletry products would not 

be considered consumer health data. For example, while information about the 

purchase of toilet paper or deodorant is not consumer health data, an app that 

tracks someone’s digestion or perspiration is collecting consumer health data.
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Does the definition of consumer health 

data include the purchase of non-

prescription medication?

MHMD defines consumer health data to 

include the “use and purchase of prescribed 

medication.” Non-prescription data is only 

considered consumer health data if the 

regulated entity draws an inference about a 

consumer’s health status from its purchase of 

non-prescription medication.

Washington AG FAQs
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▪ Consent for collection of CHD.

▪ Ambiguity over scope of CHD.

▪ No exceptions to right of deletion.

▪ Listing of all third parties to whom 

disclosures of CHD are made.

▪ Separate consumer health data 

privacy policy.

Challenges
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State 

Privacy 

laws
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States with General Privacy Laws

State Threshold* PHI Exempt CE/BA 

Exempt

Nonprofits 

Exempt

Date

California $25M or 100,000 

CA residents

Yes (in hands of 

CE/BA)

No Generally 

yes

Jan. 1, 2020

Colorado 100,000 CO 

residents

Yes (in hands of 

CE/BA)

No No July 1, 2023

Connecticut 100,000 CT residents Yes Yes Yes July 1, 2023

Delaware 35,000 DE residents Yes No No Jan. 1, 2025

Florida $1B and smart 

speaker or app store

Yes Yes Yes July 1, 2024

Indiana 100,000 IN residents Yes Yes Yes Jan. 1, 2026

* Does not include thresholds based on % of revenue from sale of personal data.
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States with General Privacy Laws

State Threshold* PHI Exempt CE/BA 

Exempt

Nonprofits 

Exempt

Date

Iowa 100,000 IA residents Yes No Yes Jan. 1, 2025

Kentucky 100,000 KY residents Yes Yes Yes Jan. 1, 2026

Montana 50,000 MT residents Yes Yes Yes Oct. 1, 2024

Nebraska Processes or 

engages in sale of 

personal data

Yes Yes Yes Jan. 1, 2025

New 

Hampshire

35,000 NH residents Yes Yes Yes Jan. 1, 2025

New Jersey 100,000 NJ residents Yes No Yes Jan. 15, 2025

* Does not include thresholds based on % of revenue from sale of personal data.
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States with General Privacy Laws

State Threshold* PHI Exempt CE/BA 

Exempt

Nonprofits 

Exempt

Date

Oregon 100,000 OR residents Yes (processed by 

CE/BA)

No No July 1, 2024

Tennessee $25M and 175,000 

TN residents

Yes Yes Yes July 1, 2025

Texas Process or engage in 

sale of personal data

Yes Yes Yes July 1, 2024

Utah $25M and 100,000 

UT residents

Yes Yes Yes Dec. 31, 2023

Virginia 100,000 VA residents Yes Yes Yes Jan. 1, 2023

* Does not include thresholds based on % of revenue from sale of personal data.
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State Reproductive Health Privacy Laws

▪ California AB 254 (approved 9/27/23)

▪ Revise “medical information” in Confidentiality of Medical Information Act (CMIA) to include 

reproductive or sexual health application information

▪ Applies CMIA to business that offers reproductive or sexual health application information

▪ California AB 352 (approved 9/27/23)

▪ Requires businesses that store or maintain medical information on the provision of 

sensitive services to enable security features such as segregating medical information 

related to gender affirming care, abortion and abortion-related services, and contraception

▪ Prohibits health care provider from cooperating with out-of-state inquiry or investigation of 

lawful abortion or abortion-related services
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State Reproductive Health Privacy Laws

▪ California AB 1242 (approved 9/27/23)

▪ Prohibits corporation that provides electronic communications services from providing abortion-

related records in response to an out-of-state warrant, court order, subpoena, etc.

▪ Requires attestation for out-of-state warrant that information is not sought for investigation or 

enforcement of abortion care

▪ Maryland SB 859 (approved 5/3/23)

▪ Prohibits judge from requiring a person to give testimony or produce evidence in another state 

related to pregnancy, contraception, assisted reproduction and abortion that is lawful in 

Maryland

▪ Maryland SB 786 (approved 5/3/23)

▪ A health information exchange may not disclose certain sensitive health services (e.g., abortion) 

without patient consent
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Website Disclosures 

of Personal 

Information in 

Healthcare



5353
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Websites and PHI

▪ Is website tracking information individually 

identifiable?

▪ Email address

▪ IP address

▪ Unique identifier in cookie or login
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Websites and PHI

▪ Is website tracking information Health Information?

▪ According to guidance, yes if:

▪ Authenticated page limited to patients/members

▪ Unauthenticated page but reveals:

▪ Login

▪ Scheduling an appointment

▪ Search for a doctor

▪ Specific condition or treatment

▪ According to guidance, no if only identifies that 

someone visited home page/non-condition specific 

page and does not reveal health-related actions
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OCR and FTC Send Joint Letter to ~ 

130 Health Care Providers
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FTC Publishes Blog on Website 

Health Info Privacy
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▪ AHA joined by Texas Hospital 

Association, Texas Health 

Resources, and United Regional 

Heath Care System

▪ Seeks declaratory judgment

▪ Alleges bulletin exceeds statutory 

authority

▪ Alleges HHS’s website is 

inconsistent with bulletin

AHA sues HHS Over Online Tracking Guidance 

(November 2023)
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OCR Updates Guidance on Online Tracking

(Mar. 18, 2024)

▪ Focuses on intent of website visitor.

▪ Student visiting hospital’s oncology webpage to write term paper is not PHI 

about student.

▪ Individual visiting same page to seek a second opinion on treatment options 

for a brain tumor is PHI.

▪ Indicates an enforcement priority on whether Security Rule risk 

analysis addresses website disclosure risks.
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Confidentiality of 

Substance Use 

Disorder Patient 

Records
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42 C.F.R. Part 2

▪ Applies to:

▪ Federally-assisted “programs”:

▪ Specialty facilities or individuals who hold themselves out as providing, and provides, substance use 

disorder diagnosis, treatment, or referral for treatment (“SUD services”);

▪ Identified unit within general medical facility that holds itself out as providing, and provides, SUD 

services; or

▪ Medical personnel or other staff within general medical facility whose primary function is provision of 

SUD services and is identified as such a provider.

▪ Quality service organizations (service providers)

▪ Lawful holders (receive SUD records pursuant to a consent)

▪ More stringent than HIPAA with respect to limits on uses and disclosures of SUD 

records
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▪Revises 42 C.F.R. Part 2 (“Part 2 Rule”) terms to be more consistent 

with HIPAA (e.g., “use and disclosure” throughout)

▪Revises Part 2 Rule’s consent requirement to make more consistent 

with HIPAA

▪ Permits patient to authorize uses and disclosures of Part 2 Records for 

treatment, payment, and health care operations (“TPO”)

▪Recipient of Part 2 Records based on TPO consent can further use 

and disclose as permitted under HIPAA

February 2024 Final Rule

62
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▪ Patient right to an accounting of 
disclosures

▪ Applies HIPAA Breach 
Notification Rule to Part 2 Rule

▪ Applies HIPAA criminal and civil 
enforcement mechanisms to Part 
2 Rule

▪ Prohibits use or disclosure of 
Part 2 Records for civil, criminal, 
administrative, or legislative 
proceeding against the patient

February 2024 Final Rule (continued)

63
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February 2024 Final Rule (continued)

▪ Likely impact:
▪ Continued need to segregate 

data

▪ Increased risk of enforcement

▪Compliance date:
February 16, 2026
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Update on 

Information 

Blocking
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Cures Act – Information Blocking Definition

▪ Except if:

▪ Practice is required by law

▪ Falls under HHS rulemaking exception

▪ Practice is likely to …

▪ Interfere with, prevent, or materially 

discourage …
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▪ Access, exchange, or use …

▪ Electronic Health Information

▪ Knowledge

▪ Knows or Should Know (health information technology developer, 

exchange, or network); or

▪ Knows practice is unreasonable (health care provider)

Cures Act – Information 

Blocking Definition (Cont’d)
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Information Blocking - Actors

Health Care Providers
Health IT Developers of 

Certified Health IT

Health Information 

Networks/Health 

Information Exchanges
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Eight Nine Exceptions

HHS Office of the National Coordinator of Health IT, https://www.healthit.gov/topic/information-blocking

https://www.healthit.gov/topic/information-blocking
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Recent Changes (January 2024)

▪ Defined “offer health IT” for purposes of definition of a health IT developer.

▪ To hold out for sale, resale, license, or relicense or to sell, resell, license, relicense, or 

otherwise provide or supply health information technology which includes one or more 

certified Health IT Modules for deployment by or for other individual(s) or entity(ies) under 

any arrangement.

▪ Correspondingly revised definition of health IT developer.



7171

Recent Changes (January 2024)

▪ “Offering health IT” does not include:

▪ Funding. Does not cover provides funds to cover health care provider’s acquisition, 

augmentation, or upkeep of health if not tied to inappropriate limitations.

▪ Certain Implementation and Use Activities. E.g., issuing user accounts or login 

credentials, implementing an API or patient portal, etc.

▪ Certain Consulting and legal services. E.g., certain outside counsel, consulting, or non-

health IT administrative services related to acquiring or implementing health IT.
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Recent Changes (January 2024)

▪ Removes limitations of scope of EHI that expired in October 2022 (i.e., the 

USCDI) from definition of information blocking and content and manner 

exception (now simply the “manner exception”)

▪ Infeasibility Exception

▪ Clarify that infeasibility must be “because of” an uncontrollable event that “in fact negatively 

impacts the actor’s ability to fulfill the request.”

▪ Exemption from having to allow a third party to modify EHI.

▪ Exemption if actor cannot reach agreement or technically fulfill request after offering at 

least two alternative manners from Manner Exception and does not offer the requested 

access to a substantial number of others.
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Recent Changes (January 2024)

▪ Trusted Exchange Framework and Common Agreement (TEFCA)

▪ New subpart in exceptions devoted to TEFCA

▪ If requestor can access the EHI through TEFCA, then actor does not need 

to provide alternative manner.

▪ To satisfy the exception:

▪ Both actor and requestor are part of TEFCA

▪ Requestor is capable of access, exchange, or use of requested EHI through TEFCA

▪ Request is not via API standards adopted under EHR certification standards

▪ Any fees and license requirements satisfy Fees and Licensing Exceptions
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Recent Guidance

Would it be information blocking if an actor does not fulfill a request to access, 

exchange, or use EHI in order to comply with federal privacy laws that require 

certain conditions to have been met prior to disclosure? (ID:IB.FAQ48.1.2023APR)

▪ No, if Privacy Exception is met.

▪ For example, not information blocking to not disclose abortion information to law 

enforcement where Privacy Rule does not permit such a disclosure (e.g., “If the 

request is not accompanied by a court order or other mandate enforceable in a court 

of law.”)

▪ Not information blocking if Privacy Rule requires an authorization and actor does not 

have a valid authorization.

https://www.healthit.gov/faq/would-it-be-information-blocking-if-actor-does-not-fulfill-request-access-exchange-or-use-ehi
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Recent Guidance

If an individual requests that their EHI not be disclosed, is it information blocking if an actor 

does not disclose the EHI based on the individual’s request? (ID:IB.FAQ47.1.2023APR)

No, if the actor’s conduct satisfies the requirements of the information blocking regulations, such as 

the Privacy Exception (45 CFR 171.202). For example, the sub-exception Respecting an Individual’s 

Request Not to Share Information permits an actor, unless the disclosure is required by law, to honor 

an individual’s request not to provide access, exchange, or use of the individual’s EHI, which aligns 

with the individual’s right to request a restriction on disclosures of their protected health information 

under the HIPAA Privacy Rule (45 CFR 164.522(a)(1)).

Separately, if an actor has privacy or security concerns about disclosing EHI to an app/app developer 

with which an individual may choose to share their EHI, an actor may educate the individual about 

such concerns consistent with the following FAQ: Will educating patients about the privacy and 

security risks posed by third-party apps that the patient chooses be considered interference?

https://www.healthit.gov/faq/if-individual-requests-their-ehi-not-be-disclosed-it-information-blocking-if-actor-does-not

https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-D/part-171/subpart-B#p-171.202(e)
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-D/part-171/subpart-B#p-171.202(e)
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-D/part-171/subpart-B/section-171.202#p-171.202(a)(2)
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-E/section-164.522
https://www.healthit.gov/faq/will-educating-patients-about-privacy-and-security-risks-posed-third-party-apps-patient-chooses
https://www.healthit.gov/faq/will-educating-patients-about-privacy-and-security-risks-posed-third-party-apps-patient-chooses
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Recent Guidance

If an actor, such as a health care provider, operates in more than one state, is it consistent with the 

information blocking regulations for the health care provider to implement practices to uniformly follow 

the state law that is the most privacy protective (more restrictive) across all the other states in which it 

operates? (ID:IB.FAQ49.1.2023APR) 

Yes, if the actor satisfies the requirements of the information blocking regulations, such as the Precondition Not 

Satisfied sub-exception of the Privacy Exception (45 CFR 171.202(b)).** For purposes of the information blocking 

regulations, health care providers and other information blocking actors operating under multiple state laws, or 

state and tribal laws, with inconsistent legal requirements for EHI disclosures may choose to adopt uniform 

policies and procedures so that the actor only makes disclosures of EHI that meet the requirements of the state 

law providing the most protection to individuals’ privacy (45 CFR 171.202(b))

[For example, if State A requires authorization for disclosure of reproductive health care EHI and State B does not, 

the actor may adopt a uniform policy of requiring authorization for such disclosures across both states.]

https://www.healthit.gov/faq/if-actor-such-health-care-provider-operates-more-one-state-it-consistent-information-blocking
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Recent Guidance

If an actor requires third-party applications (“apps”) to be vetted1 by them for security reasons before 

allowing patients to use such apps to receive EHI via API technology certified to the Standardized API 

certification criterion, is that practice likely to be an interference under the information blocking 

regulations? (ID:IB.FAQ51.1.2023MAY)

Yes. For API technology (i.e., a Health IT Module) to be certified to the Standardized API certification criterion (§ 

170.315(g)(10)), it must incorporate a number of security requirements, including the use of OAuth2 (see, e.g., 85 

FR 25741). In addition, the Standardized API certification criterion focuses on “read-only” responses to patient 

directed requests for EHI to be transmitted (see 85 FR 25742, “C. Standardized API for Patient and Population 

Services”). This means there should be few, if any, security concerns about the risks posed by patient-facing apps 

to the disclosing actor's health IT systems (because the apps would only be permitted to receive EHI at the 

patient's direction from the certified API technology). Thus, for third-party applications chosen by individuals to 

receive their EHI from API technology certified to the Standardized API certification criterion, there would generally 

not be a need for “vetting” the security of the app and such vetting actions would likely be an interference (85 FR 

25815).

https://www.healthit.gov/faq/if-actor-requires-third-party-applications-apps-be-vetted-them-security-reasons-allowing
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Information Blocking Penalties

▪ Civil monetary penalties up to $1 million per 

violation for:

▪ Health IT developers of certified health IT

▪ HIEs/HINs

▪ Health care providers → “appropriate 

disincentives” that fall under existing authority – 

awaiting rulemaking
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Status of Enforcement 
Health IT Developers and HIEs/HINs

▪ Applicability date was April 5, 2021

▪ OIG enforcement with respect to health IT developers and HIEs/HINs:

▪ $1 million per violation

▪ Final enforcement rule on July 3, 2023

▪ Enforcement rule became effective September 1, 2023
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Status of Enforcement
Health Care Providers

▪ Enforcement with respect to health care providers:

▪ Proposed enforcement rule on Nov. 1, 2023

▪ “Appropriate disincentives” would be:

▪ Lower Medicare reimbursement for one year through Promoting Interoperability Program (eligible 

hospitals, critical access hospitals, and eligible professionals that use MIPS for reimbursement)

▪ Loss of eligibility for Medicare Shared Savings Program for one year

▪ No proposed disincentives outside of Medicare program

▪ OIG would investigate and refer violations to Centers for Medicare & Medicaid Services 

(CMS)

80
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Questions
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Partner, Washington, DC

Davis Wright Tremaine

adamgreene@dwt.com

P: 202.973.4213

For more information …

Adam Greene
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