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Common Forms of MFA:
Push notifications
SMS

Authenticator apps/soft tokens
Voice
Email

Hardware token yEAED :

+ k-
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Social Engineering MFA Codes

MFA Fatigue Attack:

R okta
(I was spamming employee with push auth for over a
hour) i then contacted him on WhatsApp and claimed
< el e o be from Uber IT, told him if he wants it to stop he
vavod 7 el must accept it M
T el © sustrow
© wstnow And well, he accepted and | added my device
T il

Source: community.arubanetworks.com Source: bleepingcomputer.com
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Token theft example: &

1. Target receives phishing email
& Sign in to your account x  + with embedded link
& R e b eoievbe rvemo o 2. Target enters credentials into
phishing site
- - 4. Target
login.logincyberdemo.com completes MFA
challlenge
B® Microsoft
Sign in 00 ]
Email, phone, or Skype Phigh[ng Server 00 —
o0
No account? Create one! —
; i Threat Actor
authentication token
Back Next
3. Phishing server authenticates with
legitimate service and presents MFA 5. Phishing server
@, sign-in options challenge to user receives authentication
token
Terms of use  Privacy & cookies - - o o o 7. Captured cookie is imported and

authenticates to legitimate service,
accessing target account

Legitimate Service

Source: jeffreyappel.nl

Source: ZeroFox Intelligence
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Social Engineering Replacement MFA Devices
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Call to help desk

e Broken/lost phone
e Urgent task needing to be done
e Request to enroll new MFA device

W

Ly

LP
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EvilGinx Demo

€ C 2 loginmicrosoftonline.com/common/oauth2/v2.0/authorize?client_id=4765445b-32c6-49b0-83e6-1d93765276caBiredirect_uri=https%3A%2F%2Fwww.microsoft365.com%2Flandingv... Y& @ D o a

B® Microsoft

Pick an account

@ jtolles@59§

+ Use another account

Terms of use  Privacy & cookies
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Infostealers (SapphireStealer)

Infostealer Example

er Program.cs & X CI iur red s @
[l Sapphire - % Sapphire.Program % =
System.Threading.Tasks; a

=

Sapphire

plore v QX
o-sLEGE o K=

P~

Search Solution Explorer (Ctrl+;)

Solution ‘Sapphire' (1 of 1 project)

4 1[G Sapphire

b

sk Main()

Get();
GetCookies();

nshot . Make();
les.Grab();
ager . ArchiveDirectory();

353.Send();

© No issues found ln: 18 Ch:39 SPC CRLF
v QX
v output from: Debug - & 0O

‘Sapphire.exe' (CLR v4.0.30319: Sapphire.exe): Loaded 'C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System
‘Sapphire.exe’ (CLR v4.0.30319: Sapphire.exe): Loaded 'C:\Users\vboxuser\Documents\Sapphire\bin\Debug\AW!
‘Sapphire.exe' (CLR v4.0.30319: Sapphire.exe): Loaded 'C:\Users\vboxuser\Documents\Sapphire\bin\Debug\AW¢
‘Sapphire.exe' (CLR v4.08.3@319: Sapphire.exe): Loaded 'C:\Users\vboxuser\Documents\Sapphire\bin\Debug\Sy:
‘Sapphire.exe’' (CLR v4.0.30319: Sapphire.exe): Loaded 'C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System___
The program '[13708] Sapphire.exe' has exited with code @ (@x@).

‘

Output

£ Properties
&6 References
B8 Modules
b Auth

b [ Grabbers

b @B Helpers

b BB Information

b [ Others

b [l Steal

D) .gitignore

&) App.config

&) packages.config

C# Program.cs

I README.md

{8 Sapphire_TemporaryKey.pfx
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Planet Stealer | #1 Affordable, Modern, Effective Infostealer
by PlanetStealer - Sunday March 3, 2024 at 04:44 PM

% PlanetStealer

planet

Source: Dark Web Forum Exploit[.JIN

Sponsored
® ibbgolfclub.com -
TradlngV|ew Desktop - Download for Wlndowo PC
2t TradingView for y 0
www.divyaplasma.com/
Download Archiver - All File Formats - F
Ad - http://iwww.americanhomepainting.com/

Rufus - Download For Windows PC

Rufus - Utility that helps e bootable USB fl

flash drives

Source: zerofox.com/blog/stealing-the-show-top-5-infostealer-trends/
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1. Implement MFA using the strongest available method:
a. Hardware-based, phishing-resistant MFA (e.g.,
FIDO/WebAuthn/Passkeys)

b. Mobile app soft tokens (preferably push notification with number

matching)

c. MFA via SMS or voice (when no other options are possible)

2. Disable legacy protocols and leverage conditional access polices v .
3. Managed devices should be required for authentication c . =
4. Properly vet MFA enrollment requests. Extra scrutiny for privileged accounts! 85 / = o
5. Do not allow credential storage in browsers or allow browsers to sync with R | : : Z

2 I

non-corporate devices
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