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Goals for this Session

• Provide a brief overview of what third party trackers are, and why they matter in the 
context of privacy laws.

• Discuss how certain trackers are not always straight-forward on the types of personal data 
that may be shared with third parties.

• Discuss best practices for assessing collection of data through trackers, while staying 
compliant with privacy laws.



Overview of Digital Advertising Ecosystem



Third Party Tracker Legal Considerations

Law Requirement

General Data Protection Regulation Opt-in consent required for all  third-party trackers on websites

California Consumer Privacy Act Opt-out consent required for all third party trackers on websites

Video Privacy Protection Act Videos with Pixels. Consent for tracking may be required if: 
Are these live videos or pre-recorded? 

How much is the provision of videos a substantial part of the 
business of the website? 

Are the videos tailored to the services that your organization is 
providing?

California Invasion of Privacy Act Website operators alleged to be abetting in wiretapping, if live chats, 
session replays, or pixels are used.



Third Party Trackers in the News

Statistics on Third Party Tracker Use

(Lokker 2024 Data Privacy Report)

• 67% of websites use a consent banner, but consent 
management tools don't always work as intended. 

• 98.5% of websites load cookies upon page load before 
consent can be granted.

• 47% of websites have the Meta Pixel.

• 5% of websites are at risk of VPPA lawsuits.



Meta Pixel Capabilities

• The Meta Pixel has the ability to 
share both data about the 
websites you visit, as well as the 
data that you share back to 
Meta.

• Advanced Matching Capabilities 
have the ability to share data 
back to Meta  even if you are 
not logged into your facebook 
account at that time.



Meta Pixel Data Sharing Examples



Meta Pixel Data Sharing Examples


