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Agenda

1. Connected Devices—What’s the Big Deal?

2. Legal Framework

3. Effective Counseling



Why We Collect Data

• Data collection serves a purpose

• Development of technology benefits 
society

• Issue: Finding balance between 
benefits and risks



What’s the Big Deal with 
Connected Devices?



Complex Data Ecosystem

• Multitude of data sources
 Direct from consumer, third parties, 

cameras/microphones/sensors

• Number of data stakeholders
 Internal business units, business partners, vendors, 

affiliates 

• Volume, variety, sensitivity of data

• Range of consumer touchpoints
• Mobile app, car/device, websites



Bystanders and Remote Access

Bystander Issue

Collection of data from 
surrounding environment 
raises unique issues

Connectedness

Remote access to device 
heightens security, privacy 
risks



Legal Framework



Legal Framework

Biometric 
Privacy Laws 

Public 
Surveillance 

Requirements

Right to 
Repair Laws 

• Wiretap Laws/CFAA
• IoT Laws, Domestic 

Harassment/Stalking 
Laws

• UNECE and Other 
Cybersecurity 
Frameworks/Regulation

Comprehensive 
Privacy Laws



Effective Counseling



Transparency

What do you think?

When to give 
notice?

How to give 
notice?

What about 
context-
specific 
notices?

How much 
information 

to give?

Does the 
data 

subject’s role 
matter?



Data Subject Rights

What do you think?

Where?When?

Self-
service? How?

Context-
specific?

One 
hub?



Consent

What do you think?

What does it cover?

How detailed should it be?

How to withdraw consent?

How to futureproof?



Public vs. Private Spaces

What do you think?

Private Public
What is “public”?

What are consumers’ 
expectations?

How do we weigh benefits to 
society against risks?



Reputational Issues

What do you think?

Complex 
laws

Unclear 
disclosures

Unhappy 
consumers

Opportunity to 
counsel client



Cybersecurity

What do you think?

• Dense web of competing cybersecurity 
regimes

• How to explain security without 
compromising it

• Issues with “intermediaries” (e.g., safety 
operators and other administrators)
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