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   CJUE, January 9, 2025 – C-416/23 

Facts: 
• An Austrian citizen had submitted 77 complaints to the Austrian Data Protection Authority (DPA) within 

20 months, whereupon the authority limited processing to two complaints per month

Legal reasoning:
• Filing many complaints isn’t enough to label them as “excessive” 
• Authorities must prove abusive intent or bad faith
• Data protection authorities can refuse to act or charge a fee for excessive requests, but must justify 

their decision as necessary and proportionate
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CJUE, February 13, 2025 – C-383/23

Facts: 
• The Danish furniture store chain ILVA A/S, a subsidiary of the Lars Larsen Group, unlawfully stored 

personal data of at least 350,000 former customers
• The Danish public prosecutor's office requested a fine based on the turnover of the entire group

Legal reasoning:
• The term “undertaking” under the GDPR is interpreted in line with EU competition law—meaning any 

entity engaged in economic activity, regardless of legal form
• Fines under the GDPR should be based on the global turnover of the entire corporate group
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CJUE, February 27, 2025 – C-203/22

Facts: 
• An Austrian citizen applied to the City of Vienna for information about the logic and criteria used by Dun 

& Bradstreet Austria GmbH to create his credit score
• The credit agency refused to disclose the information on the grounds that it contained business secrets 

and personal data of third parties

Legal reasoning:
• Companies must clearly explain how automated credit scoring works
• Information must be presented so that individuals can understand and challenge the scoring decision
• Authorities must be able to review the balance between privacy and business interests
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CJUE, March 13, 2025 – C-247/23

Facts: 
• An Iranian national who was recognized as a refugee in Hungary applied to have his gender entry in the 

Hungarian asylum register corrected from “female” to “male”
• The Hungarian asylum authority rejected the application as there was no evidence of gender 

reassignment surgery

Legal reasoning:
• GDPR grants a right to rectification of inaccurate personal data without the need for gender 

reassignment surgery
• However, they may request relevant evidence that is reasonably necessary for the correction
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CJUE, January 25, 2024 – C-687/21

Facts: 
• Customer entered an installment contract with personal data at MediaMarkt
• Documents were mistakenly handed over to another customer
• Error was corrected within 30 minutes; no evidence of misuse

Legal reasoning:
• GDPR breach alone does not justify compensation — actual non-material damage required
• Only a well-founded fear of misuse can lead to damages
• Article 82 GDPR provides compensation, not punishment



EU Privacy & Security Law

CJUE, April 11, 2024 – C-741/21

Facts: 
• The claimant objected to the use of his personal data by juris GmbH for direct marketing 
• Despite this, he continued to receive promotional materials
• He sued for compensation under Article 82 GDPR for non-material damage

Legal reasoning:
• The controller cannot avoid liability by attributing the fault to an employee or agent 
• The criteria from Article 83 GDPR for setting fines should not be applied when determining 

compensation 
• Multiple infringements in the same processing operation should not affect the amount of compensation
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CJUE, June 20, 2024 – C-182/22

Facts: 
• Plaintiffs' personal data, including sensitive information, were stolen from a trading platform
• No evidence indicated that the stolen data were misused for fraudulent purposes

Legal reasoning:
• Under Article 82(1) GDPR, compensation is purely compensatory, not punitive 
• Non-material damage claims do not require a minimum severity threshold
• Minimal compensation is permissible if it fully addresses the damage suffered
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CJUE, June 20, 2024 – C-590/22

Facts: 
• A tax consultancy firm mistakenly sent clients' tax returns to an outdated address
• It was unclear whether unauthorized individuals accessed the documents

Legal reasoning:
• A GDPR infringement alone does not entitle one to compensation; actual damage must be proven
• Fear of potential data misuse can constitute non-material damage if it leads to demonstrable negative 

consequences
• Compensation under Article 82 GDPR is not intended to be punitive
• Violations of national laws do not influence compensation under Article 82 GDPR
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CJUE, May 4, 2023 – C-487/21

Facts: 
• The claimant requested a complete copy of his personal data from CRIF GmbH, a credit reporting 

agency, under Article 15(3) GDPR 
• CRIF provided only a summarized overview 
• The claimant demanded the release of full documents, including emails and database extracts

Legal reasoning:
• A "copy" under Article 15(3) GDPR is a complete and intelligible reproduction of all personal data 

undergoing processing 
• The copy may include extracts from documents or entire documents and database extracts if necessary 

to enable the data subject to effectively exercise their rights 
• The term "information" in Article 15(3) sentence 3 GDPR refers exclusively to the personal data of the 

data subject
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CJUE, June 22, 2023 – C-579/21

Facts: 
• A former customer and employee of the Finnish bank Pankki S requested access to his personal data 

under Article 15(1) GDPR 
• He sought information about who accessed his data, when, and for what purpose 

Legal reasoning:
• The right of access includes information about the identity of individuals who have accessed the data 

subject's personal data, as well as the purposes and dates of such access 
• Employees of the controller who process personal data within the scope of their duties and under the 

authority of the controller are not considered "recipients" under Article 15(1)(c) GDPR 
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CJUE, October 26, 2023 – C-307/22

Facts: 
• A patient requested a first copy of his complete medical records from his dentist without charge 
• The dentist refused and demanded reimbursement of costs under the German Civil Code (BGB)

Legal reasoning:
• Patients have the right under Article 15(3) GDPR to obtain a first copy of their personal data, even if the 

purpose is not to verify the lawfulness of processing 
• The patient is not required to provide a reason for requesting the copy 
• The copy must be a complete and intelligible reproduction of all personal data undergoing processing
• National provisions allowing the controller to charge for the first copy of medical records are, with 

minor exceptions, incompatible with the GDPR



LLMs under the GDPR
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Preliminary: what is “personal data”?

Art. 4 No. 1 GDPR: “‘personal data’ means any information relating to an identified or identifiable natural 
person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, 
in particular by reference to an identifier […]”

• CJEU, October 19, 2016 – C-582/14 (Breyer); (theoretical) legal possibility of establishing a link to a 

person is sufficient

• CJEU, November 9, 2023 - C-319/22 (VIN); means that can “reasonably” be used to establish a link to a 

person

• CJEU, April 26, 2023 - T-557/20: relative standard; the decisive factor is whether the “holder” of the 

information can establish a personal reference by his own means (pending C-413/23)
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And transferred to LLM based AI models?

Is training data in the LLM changed in such a way that only anonymized information is “stored” in the 
parameters?
• Generally no storage of personal data in the individual layers
• Controversial: Is tokenization merely a “modification” of data?

What is the significance of targeted attacks on LLMs (“privacy attacks” or “PII extraction”)?
• Able to reproduce training data, which may contain personal data
• But: usually illegal or only possible with a disproportionate effort → data can rather not be qualified as 

personal in view of Art. 4 No. 1 GDPR and Recital 26 GDPR

And who has to prove all this?
• Very controversial! EDPB: the controller
• But: accountability (Art. 5 para. 2 GDPR) only where personal data is processed.
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EDPD Opinion of December 17, 2024 – 4 Key Points

1. For an AI model to be considered anonymous, both (1.) the likelihood of direct 
(including probabilistic) extraction of personal data from individuals whose data was 
used to develop the model and (2.) the likelihood of intentionally or unintentionally 
obtaining such personal data from queries must be very low

2. The general balancing of interests clause is in principle a suitable legal basis for the 
processing of personal data both in the context of training and the use of the AI model
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EDPD Opinion of December 17, 2024 – 4 Key Points

3. If an AI model has been trained in violation of data protection law and personal data 
can be assumed in the context of the application, the unlawfulness may (case by case) 
affect the model

4. If an AI model has been trained in violation of data protection law, but no personal 
reference can be established in the context of the application, then the AI model is 
exempt from data protection law (and can be used)



Insights into recent 
enforcement trends 
under the GDPR and the 
upcoming GDPR reform
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Until 2024: GDPR sacrosanct - no reforms

• GDPR enforcement across EU borders is failing, with 
slow, unclear procedures and little recourse against 
inactive authorities

• Only exception: cooperation between data 
protection authorities - but not adopted to date
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2024: EP elections and new Commission

• Axel Voss and Max Schrems propose a three-tier 
GDPR model that differentiates obligations based on 
company size and data use

• Revising the GDPR risks lobby influence and global 
impact, with concerns that reopening it could dilute 
privacy protections and undermine the EU’s role in 
setting international data standards



EU Privacy & Security Law

European Commission and Parliament open to reforms

• EU plans to simplify the GDPR to reduce burdens on 
businesses, especially SMEs, while preserving its core data 
protection principles

• Proposed changes may include easing documentation 
requirements like record-keeping and data protection 
impact assessments

• Risk of intense lobbying from Big Tech and privacy groups 
raises concerns that reopening the GDPR could weaken the 
regulation
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Goal: Reduction of bureaucracy

Plan:

• Consent solutions are to be replaced by 
objection solutions

• Non-commercial activities, SMEs and low-
risk data processing should be excluded 
from the scope of the GDPR
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Goal: Data protection reform

Plan: Rather vague

“Use all existing flexibilities of the 
GDPR to ensure consistency, uniform 
interpretations and simplifications in 
data protection”
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