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Evolving Legal and
Regulatory Landscape

For Children's and Teen
Privacy




25 Years of Youth Online — Legal Evolution of Revolution?

State Privacy Laws (2023-25)
10+ states with enhanced protections

COPPA Takes Effect (2000) for teens (13-17) )
First U.S. law protecting children’s COPPA Updated (2013) 'I/(COPPA 2.0 Proposed 2023
online data (under 13 Extended to mobile apps, plugins, . ,
( ) and connected devices GDPR (EU, 2018) Reintroduced 2025)

Would extend protections to

Enhanced protection for all data
Teens ages 13-16

subjects, specific protection for children
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. Under 13 CCPA (California, 2020) Maryland Age-Appropriate
) Extends protections to teens Design Code (2024)
Ages 13-16 (13-16) requires consent Similar to the CAADC perhaps more narrow
B Ages 13-17 [

CA Age-Appropriate Design

sodelauzy Amended COPPA Rule Published (2025)
Enhanced protection for all minors Expanded parental and kids' rights

accessing online services likely Sl e litiits on data Handing
to be accessed by children
- .==== Privac‘I+ Key Trends
0 [ ] Secu ritv 1. Expanding age coverage from under 13 to include teens (13-17)
HEREER F 2. Expansion of federal protections and new state-level regulations
B EErorum



Gatekeepers of
the Playground:
Tackling Age
Verification and
Audience

Management
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Balancing Speech, Access and Online Safety*

‘ . Tey At-risy . .

Needs online Limited Needs digital Support Different Different
community access literacy resources needs needs

Authentication Wall

Blocks access for both minors and adults

Potential Harms of Broad Age Authentication Some Stated Regulatory Goals
* Privacy invasions * Protect minors from harmful content
 Security risks * Block minors from “addictive” features
e Authentication walls/false denials e Enhance parental control and supervision
* Costs to publishers

Surveillance state? / /
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] BEe S e c rit *Concepts taken from Eric Goldman's piece: The "Segregate-and-Suppress" Approach to Regulating Child Safety Online
u ‘I Stanford Technology Law Review (forthcoming 2025) Santa Clara Univ. Legal Studies Research Paper No. 5208739
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Playground Patrol: Understanding

Regulatory Actions and Their Impact

Newly announced and recent enforcement activity
« (A - search engine's data collection lawsuit (2025)
* NJand Ml -alleged COPPA violations (2025)

e Los Angeles +FTC -$5 Million settlement alleging consumer
protection and COPPA violations (2024)

e FTC - $20 Million COPPA settlement with video game maker
(2025)

Policy trends
* FTC continues to focus on kids & teen privacy and online safety

» State regulators actively working to expand privacy and social
media laws and bring enforcement actions (in some cases
leveraging COPPA)




Building Castles: Crafting Effective -
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Compliance Strategies in Digital Sandboxes = = Forum

Best practices
e Adopt privacy-by-design principles

* Make good use of risk assessments
» Engage technological solutions

* Ensure your promises match your deployments (make use
of internal assessments and audits)

e Keep up with industry standards

e Maintain intentional cross-functional collaboration and
unify risk-based messaging (legal, privacy, infosec, etc.)

e Investin training and bottom-up compliance oversight

» Test products before launch for consumer comprehension
to minimize confusion, frustration and complaints.

* Monitor complaints and consumer feedback across
channels and proactively enhance disclosures, consumer
interfaces and product behaviors when possible.




The Horizon Beyond the Swings: Future m_ “EEPrivacy+
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Privacy Trends for the Next Generation = = " Forum

Emerging technologies

Behavioral trends

Regulatory evolution

Industry innovations
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