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Defining Artificial 
Intelligence



What is AI? 

Basics:
● Computerized ability to perform tasks 

commonly associated with human 
intelligence – reasoning, discovering 
patterns, etc.

Machine Learning:
● Algorithms improve through experience

Generative AI:
● AI techniques that train models on 

existing data and then generate new 
content

Neural Networks and Deep Learning:
● AI techniques that teach computers to 

process data in a way inspired by the 
human brain



Overview of Applicable 
Laws, Regulations, and 
Self-Regulatory 
Regimes



Family Educational Rights and Privacy Act

What is FERPA?

• Federal student privacy law enacted in 1974

• Applies to schools that receive federal funding from the U.S. 
Department of Education.

• Gives parents (and eligible students) the right to access and 
amend their child’s education records.

• Prohibits a school from disclosing personally identifiable 
information from a student’s education record to a third party 
without written consent from the parent or eligible student 
(unless an exception applies).

• Requires reasonable security methods. 

FERPA Enforcement

• U.S. Department of Education enforces FERPA

• Penalties

• Schools can lose federal funding

• School can be banned from using a vendor for 5 years

Source: Data Quality Campaign



What Type of Data Does FERPA protect?

◼ Directory information 

◼ School official exception 

◼ Audit and evaluation and exception

◼ Studies exception

◼ Health and safety exception

◼ Law enforcement and subpoena

◼ Lawsuit

• Information contained in an educational record that would 
not generally be harmful if disclosed

• Examples:
• Name
• Address 
• Photograph
• Phone number
• Date and place of birth
• Grade level
• Dates of attendance
• Participation in officially recognized sports and activities
• Degrees, honors and awards received

• Annual notice must be given to parents
• Parents must have a way to opt out of sharing directory 

information. 

Directory Information 



Children’s Online Privacy Protection Act

Who is a “child”?

  Minor Under the Age of 13.

What is “personal information” in the context of COPPA?

Broadly defined to include persistent identifiers that can recognize users 
over time and across different websites or online services,  
photo/video/voice, and precise geolocation

Requirements, subject to certain exceptions, include: 

“Notice” of operator data collection, use, and disclosure practices, and 

“verifiable parental consent” before the operators collects, uses, or 
discloses the personal information. 

Penalties?

Up to $46,517 per violation

Data destruction

20 year reporting requirements.

State Attorneys General may also enforce the Rule

Congress in 1998 enacted 
COPPA better protect 
children and their personal 
information while online.

Applies to “any operator of 
a website or online service 
directed to children, or any 
operator that has actual 
knowledge that it is 
collecting personal 
information from a child.” 



Comprehensive State Privacy Laws with 
Requirements for EdTech

California

• Must obtain opt-in consent 
from minors age 13 to 15 and 
from parents of minors under 
the age of 13 before selling or 
sharing their personal 
information.

• ADMT Regulations Pending 

New Jersey
• Must obtain opt-in consent 

from parents of minors under 
the age of 13 before selling or 
sharing their personal 
information.

• Must obtain consent for minors 
aged 13 to 16  to sale or use 
their personal information for 
targeted advertising or 
profiling.



Best Practices for 
EdTech Companies



 Best Practices / AI Principles for EdTech



AI Transparency Example: 
McGraw Hill AI Reader

Link to Resource: 
https://www.mheducation.com/highered/
digital-products/ai/disclosures 

https://www.mheducation.com/highered/digital-products/ai/disclosures
https://www.mheducation.com/highered/digital-products/ai/disclosures
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Additional Information



What is AI? 

Basics:
● Computerized ability to perform tasks 

commonly associated with human 
intelligence – reasoning, discovering 
patterns, etc.

Machine Learning:
● Algorithms improve through experience

Generative AI:
● AI techniques that train models on 

existing data and then generate new 
content

Neural Networks and Deep Learning:
● AI techniques that teach computers to 

process data in a way inspired by the 
human brain



Risks

• Data privacy concerns

• Bias and fairness issues

• Cybersecurity threats

• Lack of accountability 

• Lack of explainability and transparency

• Misinformation



Opportunities 

• Supporting students through use of AI for personalized learning

• Supporting teachers by automating time-consuming tasks

• Supporting administrators with faster and more nuanced data insights 
about students. 



Overview of Applicable 
Laws, Regulations, and 
Self-Regulatory 
Regimes



What Laws Govern? 

Old laws still apply → New laws are coming



President Trump Signs Executive Order to 
Advance AI Education in K-12 Schools 

The Order instructs federal agencies 
to: 
• teach students how to use AI
• train teachers to incorporate it into 
their tasks, and 

• partner with the private sector to 
develop relevant programs in 
schools.



Family Educational Rights and Privacy Act

What is FERPA?

• Federal student privacy law enacted in 1974

• Applies to schools that receive federal funding from the U.S. 
Department of Education.

• Gives parents (and eligible students) the right to access and 
amend their child’s education records.

• Prohibits a school from disclosing personally identifiable 
information from a student’s education record to a third party 
without written consent from the parent or eligible student 
(unless an exception applies).

• Requires reasonable security methods. 

FERPA Enforcement

• U.S. Department of Education enforces FERPA

• Penalties

• Schools can lose federal funding

• School can be banned from using a vendor for 5 years

Source: Data Quality Campaign



Top Exceptions to FERPA’s Parental Consent 
Requirements

•Records that are directly related to a student and are maintained by an educational 
agency or institution or by a party acting of the educational agency or institution. 

Education Records:

•Name and address.
•Parents' or other family members' names and addresses.
•Personal identifier, including a Social Security number or student number.
•Biometric records, including fingerprints, retina, and iris patterns, voiceprints, DNA 

sequence, facial characteristics, or handwriting.
•Indirect identifiers, including a birth date and location or mother's maiden name.
•Other information that, alone or in combination, is linked or linkable to a specific student 

that would allow a reasonable person in the school community, who does not have 
personal knowledge of the relevant circumstances, to identify the student with 
reasonable certainty

•Information requested by a person who the educational agency or institution reasonably 
believes knows the identity of the student to whom the education record relates.

Personally Identifiable Information (PII): 

What’s Not Covered?

Deidentified information 
–requires the removal of all 
personally identifiable 
information and for the 
educational institution to make 
"a reasonable determination that 
a student's identity is not 
personally identifiable, whether 
through single or multiple 
releases, and taking into account 
other reasonably available 

information."



What Type of Data Does FERPA protect?

◼ Directory information 

◼ School official exception 

◼ Audit and evaluation and exception

◼ Studies exception

◼ Health and safety exception

◼ Law enforcement and subpoena

◼ Lawsuit

• Information contained in an educational record that would 
not generally be harmful if disclosed

• Examples:
• Name
• Address 
• Photograph
• Phone number
• Date and place of birth
• Grade level
• Dates of attendance
• Participation in officially recognized sports and activities
• Degrees, honors and awards received

• Annual notice must be given to parents
• Parents must have a way to opt out of sharing directory 

information. 

Directory Information 



State Student Privacy Laws
Most states have enacted student privacy laws

• Generally, all impose restrictions on the use and 
disclosure of student data. 

Common Frameworks
• Laws that govern schools

• E.g., Illinois School Student Records Act is similar to 
FERPA.

Laws that govern vendors
• California’s Student Online Personal Information 

Protection Act (“SOPIPA”) was the first law to 
comprehensively address student privacy. 

• Unlike FERPA, it imposes direct liability on 
operators. 

• It prohibits Targeting advertising; Creating student 
profiles except for K-12 purposes; and Selling 
student information (except for M&A).

• Laws that govern both
• New York State Education Law §2-d (“Ed Law 

2D”) requires both schools and vendors to comply 
with the NIST Cybersecurity Framework in an effort 
to secure student data. 

Resource: State Student Privacy Laws - Student 
Privacy Compass

https://studentprivacycompass.org/state-laws/
https://studentprivacycompass.org/state-laws/


Children’s Online Privacy Protection Act

Who is a “child”?

  Minor Under the Age of 13.

What is “personal information” in the context of COPPA?

Broadly defined to include persistent identifiers that can recognize users 
over time and across different websites or online services,  
photo/video/voice, and precise geolocation

Requirements, subject to certain exceptions, include: 

“Notice” of operator data collection, use, and disclosure practices, and 

“verifiable parental consent” before the operators collects, uses, or 
discloses the personal information. 

Penalties?

Up to $46,517 per violation

Data destruction

20 year reporting requirements.

State Attorneys General may also enforce the Rule

Congress in 1998 enacted 
COPPA better protect 
children and their personal 
information while online.

Applies to “any operator of 
a website or online service 
directed to children, or any 
operator that has actual 
knowledge that it is 
collecting personal 
information from a child.” 



How Does COPPA Apply in the School 
Setting? 

COPPA allows, but does not require, 
schools to act as agents for parents in 
providing consent for the online 
collection of students’ personal 
information.
The school’s ability to consent on behalf 
of parents is limited to the educational 
context, and no other commercial 
purposes. 
The operator must continue to meet all 
other COPPA requirements.
Best practice: obtain consent from the 
school, rather than the teacher.



COPPA Enforcement – AI Focus

Why Compliance is Key

Kurbo (formerly Weight Watchers) was required to delete personal information 
illegally collected from children under 13, destroy any algorithms derived from the 
data, and pay a $1.5 Million because of COPPA violations. The FTC’s complaint 
alleged that Kurbo’s signup process encouraged users to falsely claim they were 
over the age of 13. 
March 2022

Amazon (Alexa) was required to pay $25 Million for violating COPPA by retaining 
voice recordings of children indefinitely by default and failing to honor deletion 
requests. Notably, the FTC called out the company for using kids’ data to feed its 
algorithms to aid in developing artificial intelligence. 
May 2023

NGL Labs was required to pay $5 Million, has been banned from offering its 
anonymous messaging app to kids under 18, and is prohibited from making 
misrepresentations about capabilities of its AI technology.  NGL Labs allegedly 
violated COPPA and Section 5 of the FTC Act by actively marketed their service to 
kids despite being aware of the harms from similar services without obtaining 
verifiable consent and made false claims about their AI content moderation 
program. 
July 2024



FTC Publishes Final COPPA Rule

2000: 
COPPA 
Rule in 
effect

2013: 

FTC 
Revised 
COPPA 
Rule in 
Effect

2019: 

FTC 
Announced 
COPPA Rule 
Review

2023: 

FTC 
Proposes 
Updates to 
COPPA Rule 

2025:                                               
FTC 
Publishes 
to COPPA 
Rule



Key Amendments to the COPPA Rule

• Broader Definitions (Personal Information)

• Expanded Factors for Determining When a Website is Directed to 
Children

• Mixed Audience Clarification 

• Stronger Parental Notice and Consent Requirements

• New Verifiable Consent Methods

• Enhanced Security and Data Retention Requirements

• Safe Harbor Programs



Age Appropriate Design Codes

California, Colorado, Connecticut, Florida, 
and Maryland have enacted AADCs
• Thresholds:  Florida, Colorado and Connecticut do not have 

minimum business thresholds (California and Maryland do).  

• Age: Definition of child varies from <13 to <18. 

• Harm: Prohibitions on Prohibitions against:
• using data in a manner that harms the child or is not in 

the best interests of the child. 
• profiling a child (subject to limited exceptions)
• the collection, sharing or selling of a child’s personal 

information (subject to limited exceptions in some 
states)

• the collection of precise geolocation information 
(subject to limited exceptions)

• using dark patterns

• DPIAs: Required in most states. 

• Litigation: Many have been challenged and/or enjoined on 
First Amendment grounds. 

Other states have proposed modified 
AADCs

Illinois 
South 

Carolina 
Vermont

Nebraska Oklahoma
Rhode 
Island 

South 
Carolina 

Vermont Washington



New York Child Data Protection Act

• The New York Child Data Protection Act (CDPA) prohibits operators of 
online services from processing the personal data of minors ages 13 – 
17 without informed consent from the minor, or unless doing so is 
strictly necessary for the service. Effective June 20, 2025

• Operators must: 
• Respect age flags—i.e., treat a user as a covered user if the 

user’s device communicates or signals that the user is a minor
• Enter into a written, binding agreement with third-party 

operators and processors.
• Delete personal data within 30 days if the operator learns that 

such data was improperly collected from a covered user and 
notify any third-party recipients of that data

• New York’s office of attorney general has rulemaking and 
enforcement authority

• Penalties include disgorgement of unlawfully obtained data and other 
ill-gotten profits or gains, and up to $5,000 in civil penalties per 
violation.



Comprehensive State Privacy Laws with 
Requirements for EdTech

California

• Must obtain opt-in consent 
from minors age 13 to 15 and 
from parents of minors under 
the age of 13 before selling or 
sharing their personal 
information.

• ADMT Regulations Pending 

New Jersey
• Must obtain opt-in consent from 

parents of minors under the age 
of 13 before selling or sharing 
their personal information.

• Must obtain consent for minors 
aged 13 to 16  to sale or use their 
personal information for targeted 
advertising or profiling.

•



State AI Laws 

Utah AI Act
• Effective May 1, 2024

Connecticut AI Act
• Effective July 1, 2025

Colorado AI Act
• Effective February 1, 

2026

California ADMT 
Regulations 
• Effective date: TBD

Note: AI laws like the Colorado AI Act  have a challenging 
undefined language of Educational impact  opportunity



Best Practices for 
EdTech Companies



 Best Practices / AI Principles for EdTech



FPF Resource Provides Considerations for 
AI Use Cases

◼ Does the use case require student PII? 

◼ Is the technology able to meet to meet 

requirements for transparency and 

explainability? 

◼ Will the edtech company use student PII for 

product improvement? 

◼ Will the tool be used for substantive decision 

making? 

Link to Resource: 
https://fpf.org/wp-content/upload
s/2024/10/Ed_AI_legal_complianc
e.pdf_FInal_OCT24.pdf 

https://fpf.org/wp-content/uploads/2024/10/Ed_AI_legal_compliance.pdf_FInal_OCT24.pdf
https://fpf.org/wp-content/uploads/2024/10/Ed_AI_legal_compliance.pdf_FInal_OCT24.pdf
https://fpf.org/wp-content/uploads/2024/10/Ed_AI_legal_compliance.pdf_FInal_OCT24.pdf


Resource: EDSAFE AI SAFE Framework

Link to Resource: 
https://www.edsafeai.org/_files/ug
d/5be6a9_0dffff673cd042578c25c
c098b2929fc.pdf 

https://www.edsafeai.org/_files/ugd/5be6a9_0dffff673cd042578c25cc098b2929fc.pdf
https://www.edsafeai.org/_files/ugd/5be6a9_0dffff673cd042578c25cc098b2929fc.pdf
https://www.edsafeai.org/_files/ugd/5be6a9_0dffff673cd042578c25cc098b2929fc.pdf


AI Transparency Example: 
McGraw Hill AI Reader

Link to Resource: 
https://www.mheducation.com/highered/
digital-products/ai/disclosures 

https://www.mheducation.com/highered/digital-products/ai/disclosures
https://www.mheducation.com/highered/digital-products/ai/disclosures

