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Agenda

 HIPAA Amendments to Further Safeguard Reproductive Health Care

» Other HIPAA Privacy Rule Changes

« HIPAA Security Rule Notice of Proposed Rulemaking

« Website Disclosures of Health Information

« Immigration Enforcement and Patient Privacy

* Al and Health Data

« Confidentiality of Substance Use Disorder Patient Records Amendments
« State Health Information Privacy Laws

 FTC Enforcement of Health Privacy
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HIPAA Amendments to Further
Safeguard Reproductive Health Care
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2024 Reproductive Health Care Amendments

» Prohibition on using or disclosing protected health information (PHI) to investigate or impose

liability on seeking, obtaining, providing, or facilitating lawful reproductive health care.

« Attestation of permitted purpose for uses and disclosures for health oversight activities,
judicial and administrative proceedings, law enforcement, and (for decedents) coroners and

medical examiners.

« Changes to HIPAA notice of privacy practices (with respect to both reproductive health care

and substance use disorder records).
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Reproductive Health Care Amendments

* Final rule on April 26, 2024.
 Compliance deadline of December 23, 2024.

» Delayed February 16, 2026, deadline for amending notice of privacy
practices with respect to reproductive health care and substance use

disorder records.

* On December 5, 2024, HHS Office for Civil Rights (OCR)
announced that it was committed to enforcing the amendments.
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Purl Decision (June 18, 2025)

« Held that plaintiffs had standing due to regulatory burden.

» Held that 2024 rule violated HIPAA statute by limiting public health activities
(child abuse reporting) that HIPAA does not preempt.

 Also applied major-questions doctrine to find that HHS’ broad authority to
promulgate privacy standards does not extend to addressing major questions
like abortion.

» Vacated rule nationally (except for notice of privacy practices changes related
to substance use disorder records governed by 42 C.F.R. part 2).

« HHS had 60 days to appeal (deadline of August 17, 2025).
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After Purl Decision

« Trump v. CASA limited national injunctions by district courts but did not impact the Purl decision: “Nothing we
say today resolves the distinct question whether the Administrative Procedure Act authorizes federal courts to
vacate federal agency action. See 5 U. S. C. §706(2) (authorizing courts to “hold unlawful and set aside
agency action”).”

« HHS did not appeal, confirming no intent to do so on September 2, 2025.

 City of Columbus, OH, Doctors for America, City of Madison, WI:

» Sought to intervene on January 17, 2025;

» Court denied intervention request on April 15, 2025;

* On June 13, 2025, proposed intervenors appealed denial of intervention request to Fifth Circuit;

« On August 15, 2025, proposed intervenors appealed court’s vacating of the 2024 amendments to Fifth Circuit; and

« On September 4, 2025, interveners filed an unopposed motion to dismiss their appeal (“Defendants have chosen not to
appeal the District Court's Summary Judgment Orders, and Movants-Appellants have concluded that the resources of
the parties and the courts would be best conserved by dismissing this appeal.”); and

* On September 10, 2025, Fifth Circuit dismissed appeal.
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Other HIPAA Privacy Rule Changes
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2021 Proposed Privacy Rule Amendments

* Right of Access
 Shorter deadline

« Reconcile with Ciox Health decision (limiting 3" party directives to e-copies of

EHR PHI)

« Requires CEs to submit right-of-access requests on individuals’ behalf
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2021 Proposed Privacy Rule Amendments

* Improvements to care coordination
» Revision to definition of “health care operations”
« Disclosures to community-based organizations

« Exception to minimum necessary for health plan’s case management and care

coordination
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2021 Proposed Privacy Rule Amendments

« Miscellaneous
« Eliminate acknowledgment of notice of privacy practices
* “Professional judgment” becomes “good faith belief” in several places
« “Serious and imminent” becomes “reasonably foreseeable harm”
» Disclosures to telecommunications relay services

« Disclosures to uniformed services personnel

 HHS is seeking to finalize in May 2026
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HIPAA Security Rule Notice of
Proposed Rulemaking
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Security Rule NPRM

« Eliminates “addressable” implementation specifications — all would be
required.

* More detailed requirements, such as inventory of technology assets, network
map, patch management with 15-day deadline, 1-hour deadline for
terminating employee access, etc.

« Requires encryption and multifactor authentication with very limited
exceptions.

« Requires business associates to agree to 24-hour notification of activation of
contingency plan.

* Requires dozens of actions to be done on an annual basis.

IF Davis Wright .
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Security Rule NPRM

1%

Proposed on January 6, 2025.
Comments due on March 7, 2025.
4 747 comments received.

HHS is seeking to finalize rule in
May 2026. Finalization of all
proposed provisions seems
unlikely.
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AHA wins lawsuit (June 20, 2024)

« “Simply put, Identity (Person A) + Query (Condition B) # IIHI (Person A has
Condition B).”

« Declared the guidance unlawful and vacated with respect to the “Proscribed
Combination” of “circumstances where an online technology connects (1) an
individual's |IP address with (2) a visit to a [unauthenticated public webpage]
addressing specific health conditions or healthcare providers.”

* Does not seek to declare the remainder of the guidance unlawful.

 OCR updated its bulletin, indicating that “HHS is evaluating its next steps in
light of [the] order.”
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Largest threat remains class action lawsuits:

e R ITA e
LOCAL MEW

NC hﬁspital system settles patients Meta Pixel lawsuit for $6.6 million

Mass General Brigham Settles ‘Cookies
Without Consent’ Lawsuit for $18.4 Million

Advocate Aurora settles pixel suit for $12M

Naomi Diaz - Thursday, August 17th, 2023
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Immigration Enforcement and
Patient Privacy
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General HIPAA Issues

« Scope of “protected health information” (PHI) — includes
mere fact that someone is a patient.

* Definition of “disclosure” — includes “provision of access
to” information, but it is not clear whether failing to block
federal agents from entering treatment areas constitutes
“provision of access to” any resulting PHI.

« Reasonable safeguards — a covered entity must implement
reasonable safeguards to prevent impermissible uses and
disclosures of PHI, but is it reasonable to block a federal
agent from entering a treatment area?
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HIPAA Guidance on Access to Media

https://www.hhs.gov/hipaa/for-professionals/faq/2023/film-and-media/index.html

 Does not address disclosures to law enforcement but can be read
as generally restricting third parties’ facility access.

« “The HIPAA Privacy Rule does not require health care providers to
prevent members of the media from entering areas of their
facilities that are otherwise generally accessible to the public,
which may include public waiting areas or areas where the public
enters or exits the facility.”

« “Health care providers cannot invite or allow media personnel,
including film crews, into treatment or other areas of their facilities
where patients’ PHI will be accessible in written, electronic, oral,
or other visual or audio form, or otherwise make PHI accessible to
the media, without prior written authorization from each individual
who is or will be in the area or whose PHI otherwise will be
accessible to the media.”
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General Guidelines

» Do not proactively disclose information about a patient to immigration
enforcement officials unless a HIPAA law enforcement permission
applies. [Crime on premises?]

« Do not invite immigration enforcement officials into treatment areas
unless a HIPAA law enforcement permission applies (e.g., court order,
court-ordered warrant, patient’'s HIPAA-compliant authorization).

 HIPAA s unclear on whether you must actively block immigration
enforcement officials from entering treatment areas if they insist on doing
SO.

« Are you “providing access” if they insist on access and threaten
obstruction?

» Is it ever a “reasonable safeguard” to obstruct an immigration
enforcement official from performing their duties?

EI Davis Wright
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General Guidelines

1t|E|Ee|S|E|a|EI9|IIFIGG]HI_IGIIIGI At '|S. eausﬁmg a-ot e|| |||et|e|_| se_F e”;epeet
request PHI-that could-encompassreproductive-health-eare
« Under current administration, OCR is unlikely to allege a

HIPAA violation if you cooperate with immigration

enforcement officials. State AGs, however, are different
stories.

It is ultimately a risk-based decision — balancing likelihood of
HIPAA or AG enforcement vs. risk from immigration
enforcement vs. best interests of patients.
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HIPAA and Al

* Al can be used to support treatment, payment, and health care operations.

« Development of Al:
« Health care operations? Must be primarily to benefit the covered entity.

« Research? Must be “systematic investigation” and intended to contribute to
generalizable knowledge.

« Part of delivering a TPO service? Does improving the service fall within providing the
service?

* Proper management and administration of business associate?
* De-identified data.

« Sale of PHI — Is covered entity providing technology company with access to PHI in
exchange for remuneration (discount, free services, IP rights, etc.)?

ad Davis Wright
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State Laws

« California Consumer Privacy Act (CCPA)

« Regulates “profiling” using Al, but does not apply to PHI that is collected by a HIPAA
covered entity.

« Any contract for the sale or license of deidentified information derived from PHI, where
one of the parties is a person residing or doing business in California, shall include the
following, or substantially similar, provisions:

1. A statement that the deidentified information being sold or licensed includes deidentified
patient information.

2. A statement that reidentification, and attempted reidentification, of the deidentified _
mfotr_matlon by the purchaser or licensee of the information is prohibited pursuant to this
section.

3. Arequirement that, unless otherwise required by law, the purchaser or licensee of the
deidentified information may not further disclose the deidentified information to any third
pa(rjty un!je_{s_,s the third party is contractually bound by the same or stricter restrictions
and conditions.

EI Davis Wright
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State Laws

e« (Colorado Al Act

« High-risk Al system includes any Al system that makes or is a substantial factor in
making a decision that impacts provision of health care services.
« A deployer of a high-risk Al system shall:

Use reasonable care to protect consumers from any known or reasonably foreseeable
risks of algorithmic discrimination;

* Implement a risk management policy and program regarding algorithmic discrimination;
« Complete an impact assessment;

* Notify the consumer that deployer has deployed a high-risk Al system, the purpose, and
the right to opt out;

* Provide additional information about adverse consequential decisions; and
« \Website notice.

« FDA and ONC exemptions.
« HIPAA exemption if involves health care provider action to implement and not high risk.
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Confidentiality of Substance Use
Disorder Patient Treatment Records
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42 C.F.R. Part 2

* Federally-assisted “programs’:

« Specialty facilities or individuals who hold themselves out as providing, and provides,
substance use disorder diagnosis, treatment, or referral for treatment (“SUD services”);

 |dentified unit within general medical facility that holds itself out as providing, and
provides, SUD services; or

« Medical personnel or other staff within general medical facility whose primary function
is provision of SUD services and is identified as such a provider.

« Qualified service organizations (service providers)

« Lawful holders (receive SUD records pursuant to a consent)

« More stringent than HIPAA with respect to limits on uses and disclosures of

SUD records

aed Davis Wright
I TremainerLr 29



February 2024 Final Rule

 Revises 42 C.F.R. Part 2 ("Part 2 Rule”) terms to be more consistent with HIPAA
(e.g., “use and disclosure” throughout)

* Revises Part 2 Rule’s consent requirement to make more consistent with HIPAA

* Permits patient to provide one-time consent for all uses and disclosures of Part 2
Records for treatment, payment, and health care operations (“TPO”)

« HIPAA-regulated recipient of Part 2 Records generally pursuant to TPO consent
can further use and disclose as permitted under HIPAA [Not clear if limited to
general, one-time T,P, and O consent or whether applies to more limited T, P, or
O consent]

IF Davis Wright 20
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February 2024 Final Rule (continued)

» Patient right to an accounting of disclosures

» Applies HIPAA Breach Noaotification Rule to Part
2 Rule

» Applies HIPAA criminal and civil enforcement
mechanisms to Part 2 Rule

* Prohibits use or disclosure of Part 2 Records for
civil, criminal, administrative, or legislative
proceeding against the patient

aed Davis Wright
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February 2024 Final Rule (continued)

 Likely impact:
« Continued need for Part 2 programs to
segregate data, despite tech limitations

* |ncreased risk of enforcement

« Remaining question: If patient
provides limited consent, can CE/BA
recipient use and disclose to the
extent permitted by
HIPAA?

« Compliance date: February 16, 2026

EI Davis Wright 2
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State Health Information
Privacy Laws
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State Consumer Health Privacy Laws

« Passed in Washington, Nevada, and Connecticut, with New York awaiting
Governor’s signature.

« Consent requirements for collection of consumer health data (CHD) other than
to deliver requested product or service.

« Strong notice requirements (WA AG requires separate CHD notice)
« Strong transparency requirements (e.g., listing of third-party recipients)

« Strong privacy rights (such as right of deletion without exception)

EI Davis Wright 2
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Reproductive Health Privacy Laws

« California and other states are enacting laws limiting disclosure of
reproductive health care (and sometimes gender affirming care).

« Creating potential obstacles to interstate HIE.

« After Purl vacated 2024 HIPAA amendments to safeguard reproductive
health care privacy, more state laws may be likely.
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FTC Enforcement of
Health Privacy
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FTC Health Information Privacy Enforcement

« Section 5 of the FTC Act — Prohibition on Unfair and Deceptive Practices
« Basis for FTC’s general privacy and security enforcement.
« Generally, does not apply to non-profits.
« Has been applied to HIPAA covered entities and business associates.
» Likely to lessen under new administration.

« FTC Health Breach Notification Rule

* Applies to personal health records (PHRs), which FTC interprets very broadly.
* Does not apply to PHI that is subject to HIPAA.
 FTC less likely to interpret PHR as broadly under new administration.
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Questions?
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