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I. Online Safety Laws

Current state



US Law Developments

States Rush to Protect Minors

 Online Safety Laws

 Age-Appropriate Design

 App Store Age Verification 

 State Privacy Laws

 Harmful Materials Laws

Source:  https://onlinesafety.orrick.com/



Avalanche of State Online Safety Laws

Details at: https://onlinesafety.orrick.com/



And there's more: State Privacy Laws

Details at: https://onlinesafety.orrick.com/



Online Safety Law Trends

 Expanded definition of "child" to <16 or <18

 Age reporting (actual knowledge) or age assurance

 Opt-in consent (or ban) on targeted advertising, sales, profiling

 Age-appropriate design

• Privacy-protective default settings 

• User interface design (avoid dark patterns and prevent "addiction")

• Avoid heightened risk of harm to minors 

 Data minimization and limits on secondary use



II. Rise of AI Chatbots

Risks and Regulation



Federal Activities

LEGISLATION

GUARD Act (S. 3062)

• Broad definition of AI Companion
• Bans AI chatbots for minors requiring 

broad age verification for all users
• Criminalizes AI that solicits or produces 

sexual content for minors.

CHAT Act (S. 2714)

• Requires age verification, parental 
consent for a minor to access chatbot 



Many more to come… 

State Legislative Updates

California
SB 243 regulates “companion chatbots” 
requiring disclosure, safety protocols, and 
reports to state authorities.  

Illinois 
WOPR Act places significant limits on AI 
usage in mental health counseling. 

Maine
Chatbot Disclosure Act establishes 
transparency requirements for chatbots 
used in trade and commerce. 

Nevada
AB 406 regulates the use of AI in mental 
and behavioral healthcare. 

New York
Enacted as part of the state budget (S-
3008C), requires platforms to remind users 
they are not interacting with a human and 
identify when the user expresses thoughts 
of suicide or self-harm.

Utah
HB 452 establishes rules and transparency 
requirements for suppliers of AI mental 
health chatbots. 



Investigations and Oversight



AI in Children’s Spaces: 
Smart toys, chatbots, 
learning apps, and 
personalized content

• Designed to help 
identify and mitigate 
risks of gen AI systems 
specific to kids

• Maps key risk areas, 
examples, potential 
harms, corporate 
responsibilities, and 
practical steps



Top Risk Categories Identified:
• Misleading and deceptive advertising
• Deceptive influencer/endorser practices
• Privacy invasions / data protection risks
• Bias and discrimination in use of AI
• Harms to mental health and development
• Manipulation and over-commercialization
• Exposure to harmful content
• Lack of transparency

Gen AI & Kids Risk Matrix



Core Compliance Mitigations:

• Embed privacy-by-design and obtain verifiable parental consent

• Implement human-in-the-loop oversight for AI outputs

• Use clear disclosures and AI explainability tools

• Restrict behavioral targeting and disable nudging techniques

• Apply robust moderation for AI and user-generated content

Corporate Governance:

• Vet third-party vendors and data practices

• Establish AI “Greenlight” or ethics review committees

• Conduct bias impact assessments

Mitigating Risks in Child-Directed AI Products

Relevant Frameworks:

• FTC COPPA Rule, FAQs, 
Endorsement Guides
• CARU’s Advertising & 
Privacy Guidelines
• IEEE Trustworthy AI 
• EU Digital Services Act
• UNICEF & OECD AI 
Principles
• UK ICO Children’s Code
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• Orrick Online Safety Law Center: U.S. State Law Tracker, last updated November 7, 2025, available at: 
https://onlinesafety.orrick.com/

• CARU Generative AI & Kids: a Risk Matrix for Brands and Policymakers, available at 
https://bbbprograms.org/getmedia/ef4f972c-7c04-4739-8356-94ae9bca31ec/Generative-AI-Risk-Matrix.pdf

• FPF "Understanding the New Wave of Chatbot Legislation: California SB 243 and Beyond," updated 
November 4, 2025, available at: https://fpf.org/blog/understanding-the-new-wave-of-chatbot-legislation-
california-sb-243-and-beyond/

• Georgetown Law Institute for Technology Law & Policy, "How Existing Laws Apply to AI Chatbots for Kids and 
Teens," updated November 10, 2025, available at: https://www.law.georgetown.edu/tech-
institute/insights/how-existing-laws-apply-to-ai-chatbots-for-kids-and-teens/ and Google Doc

• Orrick AI Law Center, updated monthly, available at: https://ai-law-center.orrick.com/

• FTC 6(b) Inquiry press release and draft Orders, available at: https://www.ftc.gov/news-events/news/press-
releases/2025/09/ftc-launches-inquiry-ai-chatbots-acting-companions
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