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How Is User Consent Captured And Transmitted? =Security
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----------------------------- ' Adapted from:
https://www.linkedin.com/pulse/what-
consent-management-platform-cmp-how-
does-work-maciej-zawadzinski/
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N
Ex[m - A
<!-- Facebook Pixel Code --> e o . S e
<script> billing-ul-v3=sJABbIGho2ilSkAnJdqzOHQ. .. / Session
ifunction(f,b,e,v,n,t,s) 7201252_84_88_104280_84_446940 / 2023-10-10T20:52:22.000Z
{if(f.fbq) return;n=f.fbg=function(){n.callMethod? 511=mKWgeMmONJQERJ34S6wi96i6uel.... / 2024-03-16721:51:29.099Z
n.callMethod.apply(n,arguments) :n.queue.push(arguments)}; INYN / 2024-09-07T00:29:27.2222
if(1f._fbq)f._fbqen;n.push=n;n.loaded=!0;n.version='2.0"; A\

n.queue=[];t=b.createElement(e);t.async=10; ;
t.srcav;s=b.getElementsByTagName(e) [0]; k=
s.parentNode.insertBefore(t,s)}(window, document,'script’,
‘https://connect. facebook.net/en_US/fbevents.js'); —
fhq('init®, 'R ) ; —
fbq('track', 'Pageview');

ints

PV -

—_— Cookies record informationin a
[

<noscript><img height="1" width="1"

enable services such as

1d=18850843549348398ev=PageViewtnoscript=1*
/></noscript> e
<!-- End Facebook Pixel Code -->

personalization, advertising, and
anti-fraud protections for the site.

Pixels are scripts and 1X1 images

embedded within websites, ads, and emails - Tags are pieces of code snippets embedded in
webpage code that perform a variety of

functions on the site. A pixel is one type of tag.
Tags can also serve images, enable features,
and bring in sub-processors to the user's
browsing session.

that send user info directly to third party
servers.
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- Pixels and cookies can track behavior, personalization,
analytics, and cross-site experiences

- All cookies function the same - context determines the
label (1st vs 3rd party)

- Browsers can limit 3rd party cookies (but only in the
technical sense)

- Pixels and cookies work together - pixels can trigger the
setting or reading of cookies

- Pixels are often JavaScript-based - collecting richer data
and enabling advanced user tracking
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Tags Cookies

Tags Cookies
Tags
_
_
Retailer <

'l%c;: —

When tags piggyback onto a page, 4th+ Parties can collect consumer data
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1.6%

1.0%

0.5%
0.3%

75-124 125-174 175-224 225+

Most home pages have
<24 cookies, while some
exceed 200

2.4% 1.2% 3.5%
— A
0-24 25-49 50-74 75+

Source: Boltive
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Marketing team engages AdverTech for targeted ads

I

: =3 1. VitaminMart places AdverTech’s tag on the site
<img height="1" width="1" . .
style="display:none;" alt="" [ 2. AdverTech’s tag is set up to drop cookies on the cart page
src="https://pi.(.ids.llnkedln. [ . - —
SretonTaneorogtostnimgin 1o [N 3. Users can be tracked, data can be utilized for ad targeting
—

Uservisits another site

= = D= PE——
= . 1. Site also works with AdverTech

i 2. AdverTech recognizes user

== 3. AdverTech serves folate product ad

User visits, becomes a prospect
1. Uservisits VitaminMart site
2. User puts folate product in cart )i’/f’;;?ﬁz J/'x/z'//J
3. User qualifies for targeted ads "
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. Supply of inventory
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E—";’-!u__ s/,@.
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Pl sharing

3. Ad server
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Adapted from
https://adtechbook.clear
code.cc/adtech-

platforms-and-
intermediaries/
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ROOT |:] IFRAME [

o
Situation: Direct to RETARGETING DETECTED rooT[] &
consumer personalized [ carerot 7 ‘ c%%?i% ase @
vitamin retailer ~$§E’ﬁ°§: 02
Sa AT s 0°
e e SR
Problem: Hundreds of - e ¥ Mg o8® .
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attractive consumer °‘
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:- o ftnessgoml. oot
Click Here for More Information : 3;0 -m‘“%?gg
o 98t i .
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| *° & 888 = .
From a study with & = -
Consumer g goma — =
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0
56.6% 4.0%

0.5% 0.4%

BN .
75-124 125-174 175-224 225+

Most ads have <49 pixels
and other trackers, while
some exceed 200

28.7% 0.1%

9.8%
- -
0-24 25-49 50-74 75+

Source: Boltive




ALTERNATIVE

TRACKING METHODS

m_mmmms Privacy-

u_giEESecurity

= mmForum



_ _ _ . Privacy+
Alternative Tracking Example: Fingerprinting = Security

Forum

}s

“"connection_type”: "wifi”,
“countey-. “lIS*"
"cpu_type”: "16777228",
debug : talse,
“"environment™: “FULL_APP",
“"facebook_app_link checked™: false,
- Ll _time-- 162406812868 223

b

['model”: “iPhoneld, 2" |

“"opted_in_status™: "not_determined”,

ros”: "105%,

"os_version™: "16.27,

"plugin_name”™: "ReactNative”,

"plugin_version®™: "5.4.17,

‘hardware_id": “BB66OFE7-8834-4017-AF26-8CD6FAIBAIAS" "2::3::;25:?2::31?:;&}?7:ifié§;gggé99s152596“,
hardware_id_type : "vendor_id , %

: i "randomized_device_token™: "1146819458909906090",
instrumentation™: { “retryNumber”: ©
. ’

/vl/open-brtt™: "481 "screen dpi”: 3,

“screen_height™: 2532,
"screen width™: 1170,
“"sdk™: "io0sl1.42.07,
“"update”: O,
“user_agent”: “"Mozilla/5.9 (iPhone; (PU iPhone 0S 16_2 like Mac 0S X)
RppleWebKit/605.1.15 (KHTML, like Gecko) Mobile/15E148]

}s

“is hardware id real”™: true,

"language”™: "en”,
l1astest _update tTime™: 1674321124000,

2 . 1674661286723,

"local_ip”: "192.0.0.27,
“locale™: "en U,

"metadata”: {
“"skan_time_window™: "86400.000000"
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Business’s App/Website Business’s Server Third Party’s Server

A
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IP MAILING PHONE HASHED EMAIL EMAIL ID
ADDRESS ADDRESS NUMBER

SUSIEQ  11.111.11.111 1 MOUSE LANE 123-23-2345 SUSIE@QGMAIL.COM Hj123I d7984b9599199b83cc213f1 NOP456
9¢cb2906d2

MOUSEWORLD
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Do Not Sell or
Share Personal

Disclosures
(privacy notice, Contracts
cookie policy)

Banner or
No Banner

Information
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- Trust as a competitive advantage: respecting privacy
fosters trust, impacting reputation and loyalty

- Enhanced consumer experience: anticipate consumer
preferences and adapt accordingly to create better UX

- Improved ad effectiveness: deliver relevant, high-quality
ads and receive better ad campaign analytics

- Mitigate legal and regulatory risks: avoid fines, legal
action, and reputational harm stemming from non-
compliance
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- Review consent disclosures and privacy policies
- Schedule regular touchpoints with product and marketing

- Create digital tracker/adtech governance program (e.g.
policy, process, scanning, etc.)

- Test consent mechanisms and opt-outs across platforms
regularly

- Monitor ongoing regulatory developments
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Q&A

Thank You!
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