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Our Agenda

Review key requirements of the Rule and PADFA
Discuss how compliance can build on privacy
program elements

Discuss how Rule/PADFA compliance can reinforce
privacy programs

Answer your questions
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PI-\DFI-\ Bulk Data Rule

15 U.S.C. § 9901 28 C.F.R. part 202
Prohibits “data brokers” from selling “personally ° Issued by DOJ under IEEPA

identifiable sensitive information” to “foreign adversary e , ,
. . e  Prohibits “data brokerage” and restricts access to U.S. bulk
countries” or entities they control it | data th h | ¢ d
nsitiv rson I m ment, vendor, or
e  “Data broker”: sells U.S. personal data that was not .se Sive personal data through e .p oyment, ve ? » ©
. o . . investment agreements by countries of concern or “covered
directly collected from individuals to third parties persons”

e  “Sensitive” data includes health, financial account, . ..
. . . . . o ° Data brokerage” includes the sale of data collected on a
biometric, genetic, precise geo, private communications . )
) . : . . . first-party basis
° Control” is determined by direct or indirect ownership — . i L L o
" . e  “Sensitive” data includes combinations of online identifiers as
U.S.-based entities are in scope s .
well as the sensitive categories under PADFA
e Enforced by FTC “Control” is determined by direct or indirect control but
Civil penalties of up to $53,088 per violation ontrot-1s de (.armlne y direct or indirect control bu
U.S.-based entities generally are not covered persons

Both regulations are currently enforceable.
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e The scope of PADFA is different from the scope of the Bulk Data Rule.

e The Rule has a much broader definition of “data broker,” which
includes sales of first-party data.

e The Rule’s ownership test has brighter lines but applies to a much
broader range of activities: employment, vendor, and investment
agreements in addition to data brokerage.
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e How do you do an initial assessment of exposure?

e \Which elements of a privacy program are helpful in assessing exposure?
What if you're starting from scratch?

e \Which teams should be part of the assessment and compliance process?

e |s Rule/PADFA compliance a privacy team responsibility? How can this
team communicate the importance of compliance?
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e \What is the Data Security Program? |s it mandatory?
e \What are the options to remedy prohibitions on data brokerage?

e How can companies control risks of restricted agreements under the Bulk
Data Rule?
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PADFA/Rule compliance efforts can help strengthen:
e Data mapping

e Auditing capabilities

e Tracking technology management processes

e (Customer and supplier due diligence processes



Bulk Data Rule — High-Level Decision Tree

Key Dates
April 8, 2025: BDR breomas effective fexvepl Subparl J [due diligence ond audiling lor restricled trensoctions) and corlain
repnrting requirements
April 8 - July 8, 2025: Limited civil enforcement: DOJ will not prioritize enfarcement against campznies that engzge in
"zood faith efforts to comply with or come into compliznce” with the BDR.
October 6, 2025: all BEDR provisions are ettective

No *all persans are <ibject *o e EDR'S
prehibitovns or evasians, attempts,
causing violations. snc conspircies.

Yes

“SaNsItiva PArsONAl Gata” Mears Parsanal tinanclal 6ata Aclides data AbaLt ar  coverad parsnnal lgantifler I<:
- Personal health data adwicas s credit, charge, o d 1) 2 listed identifer
- Personal financial dats E ounil, us vee lay du.e L F3
Is the datz sensitive L - Cavered persanal Iden-itiers Al 43 1OMENTS B CRofit rapars, (2)fa; anothar listad Idantitier
personal data? - Precise geolotstic dasa o
=1an wInic te by Personal health data includes data that reveals 12003 other inlormi on thet @ cisclused o ke
Eieenotrie I ent tere a0 IndIvIcual's past, prasant, or future physical trascact an that makes ot e llsted Ioent fier
There iz na exemptian for ar mental health conditian, treatment, ar linked ar linkable to another |sted identifer or
preadonyrn o, de den.i payment. other seasitive persanal data
Yes OF EnEryptac,

Bulk U.S. sensltive personal data

1] personal health data or personal financlal data
about 10,000 or more LS. persons and (2 covered personal identifiers zbaut 100,000 or more
L.S. persons made accessible through covered datz transzctions in 2 12-manth period.

Is the data bulk U.S. sensitive | N0
personal data {"bulk data"}?

l Yes

Countrins of cancarn are aina,

L Ir2 9, North Korea, Russiz. and vereruria,

fecipient vt not <ollect 2 <5 Uhe data ot issue in the Uensecton,

£ covered parson |

brokerage tc a country of concern A
I (41 3 "0relgn eatlny That 1 1] 305 06 More cwree ay & 20UNTgHIEs of conceea,

or covered person?

T Provit i eccust 1o government-related data (k.
<an als:

acive military sta.es)

Does the transaclinn provide :"“‘ '":"ﬁ."!t; il ngar P'Y-"'-""' " “:‘ '."'t""r 'hh:'ffm;lh s h
ranszeniar] 1a data to any otaer persor [21c "racigia vhere the
access to bulk data via data R £

0r {21 50% o rmore eviet by Enotier cevered pr d Lnder
overeddata transa L aer of e his u prinepal place f busines in o cour by ¢ ceneerm;
No (R} A tarolgr Indluidial sE1peimanly & res dent

2 (2] an empieyee of @ s pourtry &

Does the transaction provide vos | Restricted e

Azl tos

ot .

" A coartry st conceon

Fcovenee periorn
CUDEE g8 SUVLTEL L

access to bulk data via data »| (seek Legal
brokerage Lo ¢ forcign person? Euidance)

Na

Dozs the lrensaction prowde

aczess o bulk data vz a vendar | Yes Restri

agreement to 3 country of
concern or covered person?

No

Vendor agreements include claud starage, HRIS, and ather processar agreemeants,

1Doss the Irznsaction peowide
zccess to bulk datz viz Yes o Restricted Employment agreements include foreign subsidiaries' employment agreements.

an employment agreement to {— | Contractors are not covered (but could be considered vendors).
acountry of concern or covered
person? Investment agreements include the

lm

quisition nf awnershipin & U.S. entity.

Dees the trensaction provide

sucess Lo bull dats vis Yes

an Investment agreement 1o M Restricted

a country of concern or covered
person?

No
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