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The End of an Era: A
Decade of Cybersecurity
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Protections Expire

Cybersecurity & Data Privacy Alert
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With the new fiscal year upon us, it is official — the legal protections for sharing of cyber
threat information among private sector entities and with the federal government were
not renewed by Congress and have expired. The Cybersecurity Information Sharing Act Related Peo P le
of 2015 encouraged and, more importantly, protected, companies and businesses who

shared cyber threat information.

At its core, the sharing encouraged by the Act allowed private sector entities to not only
share their own information with the federal government but also to receive
information from the federal government. This multilateral sharing allowed entities to
learn from the lessons of others and be on the lookout for threats and indicators of
compromise for which they might not have been aware of. It also provided an antitrust

safe harbor for companies to share cybersecurity information directly with each other,

and authorized companies to take defensive measures to detect, prevent, and mitigate

cybersecurity threats. Zachary A. Myers

Now that it has lapsed, companies should be very thoughtful about sharing information. Partner

Since there is no longer blanket legal authority for sharing, businesses should review
log-on banners, employee policies, and privacy notices to ensure that they have consent
to monitor and/or share the information. To avoid entanglement with antitrust laws,
companies should ensure that information exchanged is not competitively sensitive,
including pricing, future plans, and output levels. Antitrust authorities recognize,
however, that much of the information exchanged in cyber security best practices is
technical and physical, the exchange of which is designed to reduce cyber-attacks, an

efficiency enhancing benefit for consumers. Companies should also consider carefully

the defensive measures they employ to protect their systems and networks to avoid
taking actions that may create risks no longer covered by the expired protections of
CISA 2015.

Erin M. Prest

Partner
To learn more about what the expiration of the Cybersecurity Information Sharing Act

might mean for your company, contact Zachary A. Myers, Erin M. Prest, or a member of
the McCarter & English Cybersecurity & Data Privacy team.

This alert is for informational purposes only and does not constitute legal advice or
create an attorney-client relationship.

Robin S. Crauthers

Partner
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