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Overview

• Privacy threat modeling

• NIST NCCoE Genomic Data Project

• Privacy threat modeling approach

• What are we doing?

• What could go wrong?

• What do we do about it?

• Conclusion
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Privacy Threat Modeling
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NIST National Cybersecurity Center of 
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Project Summary

• Risk-based cybersecurity and privacy guidelines for the genomic data community

• Cross-stakeholder engagement

• Government

• Academia

• Industry

• Genomic Data and Privacy Frameworks Community Profile

• Privacy Enhancing Technologies (PETs) Testbed

• Initial focus: privacy-preserving federated learning

• NIST Special Publication (SP) 1800-43, Genomic Data Threat Modeling

• Volume A: Executive Summary

• Volume B: Cybersecurity Threat Modeling

• Volume C: Privacy Threat Modeling



Genomic Data Cybersecurity and Privacy Frameworks 
Community Profile
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CYBERSECURITY AND 
PRIVACY OF GENOMIC DATA  
The NIST National Cybersecurity Center of Excellence (NCCoE) is investigating genomic data processing cybersecurity and 
privacy challenges, along with mitigation strategies. This fact sheet provides an overview of the NCCoE Genomic Data 
Project, including background & challenge, Cybersecurity Framework (CSF) & Privacy Framework (PF) Profile 
development, threat modeling & privacy enhancing technologies projects, and a project roadmap.

BACKGROUND & CHALLENGE 
Innovations in genomic data processing advance scientific and medical research, improve health outcomes, and help 
organizations compete within the biotechnology sector. Genomic data underpin precision medicine through 
understanding disease risk, facilitating diagnoses of complex conditions, and developing targeted therapies. At the same 
time, these developments heighten cybersecurity risks that may impact the confidentiality, integrity, and availability of 
this valuable genomic data, introducing economic, discrimination, and national security risks. Processing human genomic 
data also introduces privacy risks that may impact individuals when systems fail to meet NIST privacy engineering 
objectives—predictability, disassociability, and manageability.  

CYBERSECURITY & PRIVACY FRAMEWORKS PROFILE DEVELOPMENT 
The NCCoE engaged government, academia, and industry stakeholders to develop risk-based cybersecurity and privacy 
guidelines for the genomic data community. The NCCoE first published NIST Internal Report (IR) 8432, Cybersecurity of 
Genomic Data, which outlines genomic data cybersecurity and privacy issues, and possible solutions identified from 
NCCoE public workshops and early stakeholder discussions. As a follow-on effort, the NCCoE collaborated with 
stakeholders to identify Mission Objectives and prioritize NIST CSF Categories and Subcategories for genomic data 
processing. This led to the release of Draft NIST IR 8467, the CSF Profile for Genomic Data, which provides a structured 
approach for organizations looking to manage and mitigate genomic data cybersecurity risks. To help organizations 
prioritize both cybersecurity and privacy outcomes, the NCCoE engaged additional privacy stakeholders to revise Draft 
NIST IR 8467 to CSF 2.0 and incorporate the PF 1.0 (updates to PF 1.1 in progress). This effort produced the Genomic 
Data Cybersecurity and Privacy Frameworks Community Profile (Genomic Data Profile).  

 

 

 
NIST NCCoE, “Cybersecurity and Privacy of Genomic Data Factsheet.” Available at https://www.nccoe.nist.gov/sites/default/files/2024-12/genomics-fact-sheet.pdf



PETs Testbed 
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THREAT MODELING & PRIVACY ENHANCING TECHNOLOGIES PROJECTS 
In NIST Special Publication (SP) 1800-43 Genomic Data Threat Modeling, the NCCoE demonstrates  threat modeling for 
cybersecurity and privacy  on a genomic data sequencing workflow [see left figure below]. SP 1800-43 Volume A 
provides an Executive Summary, Volume B (released earlier as DRAFT CSWP 35) will describe the process for 
cybersecurity threat modeling, and Volume C outlines the process for privacy threat modeling. Additionally, the NCCoE is 
developing a Privacy Enhancing Technologies (PETs) Testbed initially focused on privacy-preserving federated learning 
(PPFL) [illustrated in the right figure below].

GENOMIC DATA PROJECT MILESTONES 

The NCCoE Genomic Data Project will continue collaborating with the genomics stakeholder community to produce the 
following publications, host workshops and webinars, and adjudicate public comments.  

1. NIST IR 8467 Genomic Data Profile with CSF 2.0 and PF 1.0 [December 2024]  
2. Genomic Data Project Updates Webinar (January 2025) 
3. Genomic Data Hybrid Workshop (May 2025) 
4. NIST SP 1800-43 Genomic Data Threat Modeling—Volume A: Executive Summary, Volume B: Cybersecurity, 

Volume C: Privacy [final expected in 2025] 
5. NIST IR 8467 Genomic Data Profile with CSF 2.0 and PF 1.1 [final expected in 2025]  
6. NIST PETs Testbed Development and Red Teaming [throughout 2025] 

 

The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards and Technology (NIST), is a collaborative hub 
where industry organizations, government agencies, and academic institutions work together to address businesses’ most pressing cybersecurity 
challenges. Through this collaboration, the NCCoE develops modular, easily adaptable example cybersecurity solutions demonstrating how to apply 
standards and best practices using commercially available technology.

LEARN MORE 
For more information about this project, visit:  
https://www.nccoe.nist.gov/projects/cyber 
security-and-privacy-genomic-data  

  

@NISTcyber linkedin/showcase/nccoe 

NIST NCCoE, “Cybersecurity and Privacy of Genomic Data Factsheet.” Available at https://www.nccoe.nist.gov/sites/default/files/2024-12/genomics-fact-sheet.pdf
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NIST NCCoE, “Cybersecurity and Privacy of Genomic Data Factsheet.” Available at https://www.nccoe.nist.gov/sites/default/files/2024-12/genomics-fact-sheet.pdf
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Four Questions Framework

NIST CSPW 35 ipd  Cybersecurity Threat Modeling the 
December 16, 2024  Genomic Data Sequencing Workflow 
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2. Threat Modeling Example 288 

This section applies the Playbook methodology [9] to provide an example of how to conduct 289 
threat modeling on the genomic sequencing workflow using the Four Question Framework 290 
(Figure 2). For completeness, we include Tables 2, 3, and 4 from the Playbook [9] to guide the 291 
interpretation of system architecture diagrams that describe the sequencing workflow. We 292 
refer readers to the Playbook and the Shostack website4 for more threat modeling examples 293 
and thorough descriptions that extend beyond genomics.  294 

 
Figure 2. Visualization of the Four Question Framework for Threat Modeling [11] 295 

2.1.  Question 1: What are we working on? 296 

Answering Question 1 helps teams identify activities and language to better understand and 297 
describe the system(s) being analyzed. This involves reviewing the system, interviewing 298 
associated personnel, analyzing architecture documents, and building out the use case to 299 
develop a shared understanding of the system components, functionality, and interfaces. 300 
Through this process, the team establishes a baseline understanding that will support analyzing 301 
cybersecurity threats against the system, evaluating the effectiveness of cybersecurity 302 
mitigations, and characterizing the resilience of the system.  303 

This section identifies and characterizes the system and data of interest using Dataflow 304 
Diagrams (DFDs) and High-Value Dataflows (HVDs). First, we describe the diagraming 305 
techniques and then apply those techniques to provide example diagrams for both the 306 
Genomic Sequencing Laboratory and Research Partner environments. 307 

Dataflow Diagrams. The team developed DFDs to document “What are we working on?” The 308 
DFDs depict trust boundaries and communication paths between different components of the 309 

 
4  https://shostack.org 

Four Question Framework For Threat Modeling

What are we 
working on?

What could go 
wrong?

What are we 
going to do 

about it?

Did we do a 
good job?

Question 1: Question 2:

Question 3: Question 4:

https://pages.nist.gov/nccoe-genomic-data-threat-modeling/Vol_C/Appendix/appendixC.html



Strategic View
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STRIDE Element Description

Spoofing Tricking a system into believing a false entity is a true entity

Tampering Intentional modification of a system or data in an 
unauthorized manner

Repudiation Disputing the authenticity of an action taken

Information Disclosure Exposing information intended to have restricted access 
levels

Denial of Service (DoS) Blocking legitimate access to the functionality of a system 
by malicious process(es)

Elevation of Privilege (EoP) Gaining access to functions to which an attacker should not 
normally have access according to the intended security 
policy

STRIDE

The MITRE Corporation and Medical Device Innovation Consortium (MDIC) (2021), Playbook for Threat Modeling Medical Devices. Available at 
https://www.mitre.org/sites/default/files/2021-11/Playbook-for-Threat-Modeling-Medical-Devices.pdf



Strategic View
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LINDDUN Element Description
Linking Learning more about an individual (or a group) by associating 

related data items with one another
Identifying Identity of an individual can be learned through leaks, deduced, or 

inferred when that is undesirable

Non-repudiation An individual is unable to deny certain claims pertaining to them as 
a result of data collected, data shared, or a system action taken by 
the individual or others
Note that this directly conflicts with the repudiation threat type in 
STRIDE

Detecting Becoming aware of an individual’s involvement, membership, or 
participation via observation of relevant information

Data Disclosure Avoidable transfer of an individual’s data across a boundary, 
whether intended or unintended

Unawareness and 
unintervenability

Insufficiently informing, involving, or empowering the individual 
with respect to their role and relation to the system

Non-compliance Lack of adherence to statutory or regulatory requirements or to 
standards or best practices

LINDDUN

https://linddun.org/



Tactical View

16

57

Mirroring Cybersecurity Threat 
Modeling (2/2)

https://attack.mitre.org/



Tactical View
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57

Mirroring Cybersecurity Threat 
Modeling (2/2)

https://ptmworkshop.gitlab.io/#/panoptic



Supporting Players

• NIST Privacy Risk Assessment Methodology (PRAM)

• NIST Privacy Framework v1.0

• NIST Genomic Data Profile

• NIST Special Publication 800-53r5

• NIST Privacy Framework – SP 800-53r5 mapping

18



Process Flow (Questions 1 – 3)

19

Identify system 
boundaries 

and use cases

Document 
environmental and 

system contexts

Capture 
operational 
description

LINDDUN 
analysis

PANOPTIC 
analysisValidate threats

Prioritize 
threats

Determine 
responses



What are we doing?
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Environmental Context

• PRAM Worksheet 1

• Task 1: Frame organizational objectives

• Mission needs, functional capabilities, privacy-related goals

• Task 2: Frame organizational privacy governance

• Legal environment, privacy-related commitments and policies, risk 
tolerance

• PRAM Worksheet 2

• Contextual factors for organization

• Contextual factors for individuals

• For each use case: clinical and research



System Context (1/2)

• PRAM Worksheet 2

• System privacy capabilities for

• Predictability

• Manageability

• Disassociability

• System contextual factors

• For each use case: clinical and research

• Privacy threat: “[A]ny circumstance or event with the potential to compromise 
the predictability, manageability, and/or disassociability of systems involving 
data associated with individuals.”*

22 *Pulivarti R, Wagner J, Kreider B, Shapiro S, Snyder J,  Wilson K, Wojtyniak M, Ross S, Whitlow P, Brown-Cantrell I, Pape P, Sheldon J (2025) Genomic Data 
Threat Modeling: Privacy:  An implementation for genomic data sequencing and analysis. (National Institute of Standards and Technology, Gaithersburg, 
MD), NIST Special Publication 1800-43C ipd. Available at https://www.nccoe.nist.gov/sites/default/files/2025-08/nist-sp-1800-43c-draft.pdf



System
Context (2/2)
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PANOPTIC Contextual Mapping for Research
Use Case

Dataflow Diagram Legend
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Operational Description*
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DRAFT 

NIST SP 1800-43C: Genomic Data Threat Modeling: Privacy  
An Implementation for Genomic Data Sequencing and Analysis  18 

  

 

Figure 4. Core Example Dataflow Diagram 439 

DFDs depict communication paths among components of the system being analyzed, which provide 440 
information important to any analysis of data privacy. DFDs also help teams produce a common 441 
architecture document that can be used for other collaboration and development activities outside the 442 
threat modeling effort. 443 

To address privacy, this notation was altered and augmented in several ways. First, components were 444 
assigned more informative symbols as well as unique identifiers. All symbols are identified in the 445 
Component Symbol Legend of the diagrams. The identifiers include a prefix and a suffix, with the prefix 446 
indicating which use case the component belongs to. Because the core example DFD is, by definition, a 447 
shared dataflow, the “S” prefix is used in all cases. (In the full analysis, “C” and “R” are used to indicate 448 
the clinical and research use cases respectively. Also, because these are drawn from the complete 449 
example, the numbering is not fully sequential.) The suffix indicates more specific sub-case(s), including 450 
potentially all, in which the component participates. Delineating these is optional but can aid 451 
interpretation by further contextualizing components based on their roles.  452 

Second, each component was annotated with a management symbol indicating the responsible party. 453 
These are identified in the Management Symbol Legend of the diagrams. Note, that in the core example 454 
DFD a single party, the sequencing service, is responsible for all elements. Third, each dataflow was 455 



What could go wrong?



LINDDUN Analysis*

No. Source Dataflow 
Type

Data Action 1 Data Action 2 Destination Context 
(Purpose)

Applicable LINDDUN 
Threats

1 Receiving
Clerk

(S1-PH)

Physical 
sample

Transfer Lab Tech 
(S2-A)

Send 
physical 

sample to 
lab tech 

for 
research 
project

L2.2.1 Sending 
samples to 
wet lab 
known to be 
researching 
a specific 
disease at 
that time 
could link 
samples to 
that disease



PANOPTIC 
Analysis
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PANOPTIC Privacy Activities Mapping for
Clinical Use Case

 

PANOPTIC Privacy Activities Mapping for
Research Use Case
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Validation* 
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PA01 
Notice

PA02 
Consent

PA03 
Collection

PA04 
Insecurity

PA05 
Identifica-
tion

PA06 
Quality 
Assurance

PA07 
Manage-
ability

PA08 
Aggrega-
tion

PA09 
Processing

PA10 
Sharing

PA11 Use PA12 
Retention & 
Destruction

PA13 
Deviations

Attack Scenario Threat LINDDUN Analysis Implicated Privacy 
Engineering Objectives

PA03.09 
PA03.11 
PA08.01.01
PA10.01 
PA11.01

S1.1 L2.2.1 Sending samples to wet lab 
known to be researching a 
specific disease at that time 
could link samples to that 
disease

Predictability 
Disassociability

PA03.09 
Recording

PA03.11 
Biological 
sample

PA08.01.01 
Single source 
profiling

PA10.01 
Affording 
revelations

PA11.01 
Implication



What are we going to do about it?



Prioritization*
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These values and weights were multiplied for each attack and the results used to rank order the threats 665 
in the core example from highest to lowest priority, as shown in Table 20. (Ties are resolved using attack 666 
number.) The prioritization of threats for the complete example is provided in Appendix G. 667 

Table 20. Core Example Threats in Ranked Order from Highest to Lowest Priority 668 

No. LINDDUN Threat Feasibility Difficulty Ranking Value 
55 DD.4.1.2 Plausible Minor 0.80 
5 L.2.1.2 Plausible Minor 0.56 
26 I.2.1.1 Plausible Moderate 0.51 
1 L.2.1.2 Plausible Moderate 0.42 
3 L.2.1.2 Plausible Moderate 0.42 
4 L2.1.2 Plausible Moderate 0.42 
14 L.2.2.1 Plausible Moderate 0.42 
15 L.2.2.1 Plausible Moderate 0.42 
65 U.1.1 Plausible Minor 0.40 
2 L.2.1.2 Plausible Significant 0.28 

 

Given the limited number of threats in the core example, it would be reasonable to explicitly consider a 669 
response to each threat, including the option of acceptance. However, given that the number of threats 670 
in the complete example is an order of magnitude larger, some organizations may opt to accept threats 671 
below a certain priority threshold without further deliberation. Determining that threshold is a function 672 
of organizational tolerances and resources. 673 
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No. PANOPTIC 
Attack 

LINDDUN 
Threat LINDDUN Analysis Feasibility Difficulty 

26 PA05.01.01 I.2.1.1 Nature of genomic data makes 
complete disassociability impossible to 
guarantee 

Plausible Moderate 

55 PA03.09, 
PA09.01.01, 
PA09.01.03, 
PA09.01.04, 
PA11.01 

DD.4.1.2 Bioinformatics tools come from a 
variety of developers that can change 
over time; corruption within this 
supply chain, especially if left 
unmonitored, could result in research 
subject data being disclosed 

Plausible Minor 

65 PA02.02, 
PA07.05 

U.1.1 Data subject does not clearly 
understand what data actions that 
analysis tools along the pipeline will 
perform on their data 

Plausible Minor 

 

Once all validated threats have had feasibility and difficulty values assigned, the different combinations 656 
can be assigned normalized numerical values for ranking purposes, as shown in Table 18. Plausible 657 
attacks of negligible difficulty carry the highest value (resulting in higher priority) while implausible 658 
attacks of severe difficulty carry the lowest value (resulting in lower priority). To incorporate additional 659 
nuance into the rankings, weights were assigned to the LINDDUN threat types to reflect their relative 660 
severity in the context of genomic sequencing, as shown in Table 19. Note, though, that these values are 661 
purely an ordering mechanism and do not have any intrinsic meaning. 662 

Table 18. Attack Feasibility and Difficulty Combination Values 663 

Difficulty 
Feasibility 

Negligible Minor Moderate Significant Severe 

Plausible 1.0 0.8 0.6 0.4 0.2 
Indeterminate 0.9 0.7 0.5 0.3 0.1 
Implausible 0.8 0.6 0.4 0.2 0.0 

 

Table 19. LINDDUN Threat Weights 664 

LINDDUN Threat Type Weight 
Data Disclosure 1.0 
Identifying 0.85 
Linking 0.7 
Non-compliance 0.5 
Unawareness and Unintervenability 0.5 
Detecting 0.3 
Non-repudiation 0.2 
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or raw
sequencing data



Options

• Eliminate

• Disrupt

• Transfer responsibility

• Accept
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Potential Controls*

PANOPTIC Threat Action Privacy Framework Sub-Categories SP 800-53 Controls

PA08.01.01 Aggregation: Profiling: Single 
source profiling

Disassociated Processing CT.DP-P2
Data are processed to limit the
identification of individuals [1 2 1 2]

Identification & Authentication IA-4(8) 
Pairwise Pseudonymous Identifiers – 
Generate pairwise pseudonymous 
identifiers.

System & Information Integrity SI-12(1) 
Limit Personally Identifiable Information 
Elements – Limit personally identifiable 
information being processed in the 
information life cycle to the following 
elements of PII: [Assignment: organization-
defined elements of personally identifiable 
information].

Protective Technology PR.PT-P2
The principle of least functionality is 
incorporated by configuring systems to 
provide only essential capabilities [3 2 2 2]

Configuration Management CM-7 Least 
Functionality – Configure the system to 
provide only [Assignment: organization-
defined mission essential capabilities].

Disassociated Processing CT.DP-P3
Data are processed to limit the
formulation of inferences about 
individuals’ behavior or activities
[2 3 2 2]

Audit & Accountability AU-16(3) 
Disassociability – Implement [Assignment: 
organization-defined measures] to 
disassociate individuals from audit 
information transmitted across 
organizational boundaries.

32



Conclusion



Takeaways

• Privacy threat modeling identifies privacy threats to data subjects, including 
those posed by the system itself

• Potential risk is addressed at the earliest possible point: at the origin of the risk 
chain

• Privacy threat modeling complements cybersecurity threat modeling but is 
distinct

Ordinary mortals can do this, in a reasonable amount of time with a 
reasonable amount of effort

It’s not a zero-sum game



Resources

• NIST Special Publication 1800-43C (ipd): https://www.nccoe.nist.gov/sites/default/files/2025-
08/nist-sp-1800-43c-draft.pdf

• Appendices: https://pages.nist.gov/nccoe-genomic-data-threat-modeling/

• LINDDUN: https://linddun.org/
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• NIST Privacy Risk Assessment Methodology (PRAM): https://www.nist.gov/document/nist-pram-
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• NIST Privacy Framework v1.0: https://doi.org/10.6028/NIST.CSWP.01162020

• NIST Genomic Data Community Profile (2pd): https://doi.org/10.6028/NIST.IR.8467.2pd
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• NIST Privacy Framework – SP 800-53r5 mapping: 
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