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What We are Going to Discuss

• The primacy of Trust Boundaries
• Deterministic code vs. embedded AI
• Where Trust Boundaries live in agentic AI 
• Enforcing Trust Boundaries with architecture
• A “Bad” and “Good” FI AI Example
• Deploying governance in the organization



Trust Boundaries: 
Common in Everyday Life 

and Have High Utility





Is it a Plane?



Or One Big Trust Boundary?



Agentic AI:
A New Software Model









Centrality of AI to These Systems



Normal Agentic Failures







Why do we say “Normal”?

• Expected LLM behavior
Confusion re: task
Confusion re: constraints
Confabulation of facts

• AI being trusted for consequential action
To invoke tools
To provide ground truth



Enforcing Trust Boundaries 
to Gain Control



Controlling AI Inputs and Outputs



Critical Trust Boundary: 
AI Context



Context Window Challenges

• Context = system prompt + base prompt + data + memory + …
• Often really large, noisy, ambiguous
• Problem:  LLM performance drops off long before context limits hit
• Frontier model context limits ~ 1M tokens
• Performance drops off dramatically at a fraction of those limit

A SMALL CONTEXT EXAMPLE:







Context Control Dimensions

• Number of Tasks
• Contradiction
• Ambiguity
• Complexity
• Length
• Numerical or Quantitative Operations





Critical Trust Boundary: 
Ground Truth





Why LLMs Never Supply Ground Truth

• Confabulation
• Confusion
• Model degradation
• Context rot
• Training data is uncontrolled
• Poisoning of training data is easy and is early stages
• LLM’s even when set to select highest probability tokens from 

distribution, are still inherently probabilistic



“even frontier 
models corrupt an 
average of 25% of 

document content by 
the end of long 

workflows…”



“250 poisoned documents … 
compromise models across all 

model and dataset sizes, despite 
the largest models training on 

more than 20 times more clean 
data.”



An Example: 
Investment Advice Agent

(“Bad” Version vs. “Good” Version)







Then We Deployed Instrumentation



Effect of Enforcing Trust Boundaries 



Deploying Governance in the 
Organization
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Trusted AI is a strategic imperative to protect trust, meet regulatory expectations, and sustain innovation. KPMG Trusted AI provides a 
practical framework to design and deploy AI responsibly so organizations can accelerate value with confidence.

Trustworthy
framework across the AI lifecycle and its 10 pillars that guide how and why 
we use AI. We will strive to ensure our data acquisition, governance and 
usage practices uphold ethical standards and comply with applicable privacy 
and data protection regulations and confidentiality arrangements. 

Values-led
Shape a culture that is open and inclusive and that operates to the highest 
ethical standards. Our values inform our day-to-day behaviors and help us 
navigate emerging opportunities and challenges. We take a purpose-led 
approach that empowers positive change for our clients, our people and our 
communities.

Human-centric
Prioritize human impact as we deploy AI and recognize the needs of our 
people and clients. We are embracing AI to empower and augment human 
capabilities — to unleash creativity and improve productivity in a way that 
allows people to reimagine how they spend their days.  

Trusted AI Framework
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Illustrative High-level AI Risk Process Flow
Request Risk Assessment Pre-Prod Production & 

Monitoring

AI Use-
Case 
Intake

Vendor 
Evaluation

Use-Case 
Risk 

Assessment

Critical 
(C)

Moderate 
(M)

High (H)

Low (L)

Baseline 
Risk 

Assessment

Functional 
Risk 

Review

No-Go UAT Testing

(C,M,H*)

AI System 
Card 

Testing

Trusted System Card 
+ Score

No-Go

Trusted AI 
Inventory Production

AI Systems classified as low risk are exempt from testing and post testing 
system-card requirements 
*C,M,H – AI systems classified as Critical, Moderate, High

1

3

Guardrails, Controls, & Monitoring 
4

Reconciliation 
Testing

Integration 
Testing

Unit Testing

System 
Testing

Regression

Security

SDLC

Business as Usual Functions adapting for AI.  Examples: Security, Privacy, Third Party Risk, MRM etc. 

2
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Step 1: Intake
Request Risk Assessment Pre-Prod Production & 

Monitoring

AI Use-
Case 
Intake

Vendor 
Evaluation

Use-Case 
Risk 

Assessment

Critical 
(C)

Moderate 
(M)

High (H)

Low (L)

Baseline 
Risk 

Assessment

Functional 
Risk 

Review

No-Go UAT Testing

(C,M,H*)

AI System 
Card 

Testing

Trusted System Card 
+ Score

No-Go

Trusted AI 
Inventory Production

1

3

Guardrails, Controls, & Monitoring 
4

Reconciliation 
Testing

Integration 
Testing

Unit Testing

System 
Testing

Regression

Security

SDLC

Business as Usual Functions adapting for AI.  Examples: Security, Privacy, Third Party Risk, MRM etc. 

Step 1

Intake Form/ request 
form, third party 
questionnaire, or discovery 
scanning is completed to gain 
AI use case visibility
The AI intake form creates a standardized pathway for approving AI use 
cases while establishing minimum security criteria that a use case must 
meet. Gathering additional details of an AI use case will drive effective 
risk management, governance and efficient inventorying processes. The 
intake form supports risk evaluations, security assessments, technology 
alignment initiatives, and monitoring and reporting. General Details

Name, origin (developed, 
acquired, integrated, 

description, purpose, etc.

Third Party Details
Third party (yes/ no), name, 

website, technical 
documentation, etc.

AI Technique Details
Machine learning, robotics, 
deep learning, generative AI 

etc.

AI Application 
Details

Content Generation, chatbots, 
virtual assistants, predictive 

modeling, etc.

Security Details
Data encryption, secure data 
retention/ disposal, security 

event monitoring

Data Details
Data ownership (external, third 
party, internal), sensitive data 

(yes/ no), etc.

Risk Details
Reputational risk, legal, IP, 

and privacy risk, cybersecurity 
risk, etc.

Implementation 
Details

Maintenance required, 
resource impact (reduction/ 

reallocation), etc.

An AI Intake form may capture the following:
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2

Business as Usual Functions adapting for AI.  Examples: Security, Privacy, Third Party Risk, MRM etc. 

Step 2: Risk Tiering AI Solutions
Request Risk Assessment Pre-Prod Production & 

Monitoring

AI Use-
Case 
Intake

Vendor 
Evaluation

Use-Case 
Risk 

Assessment

Critical 
(C)

Moderate 
(M)

High (H)

Low (L)

Baseline 
Risk 

Assessment

Functional 
Risk 

Review

No-Go UAT Testing

(C,M,H*)

AI System 
Card 

Testing

Trusted System Card 
+ Score

No-Go

Trusted AI 
Inventory Production

1

3

Guardrails, Controls, & Monitoring 
4

Reconciliation 
Testing

Integration 
Testing

Unit Testing

System 
Testing

Regression

Security

SDLC
Step 1
Identify and Assess Inherent AI Risk
• Complete a risk questionnaire to identify 

and assess inherent AI risks, based on risk 
principles identified by the organization.

Step 2
AI Risk Assessment
• Determine applicable controls based on 

inherent risk scores and document residual 
risks.

Step 3
Implement Controls and Assess Residual 
Risk
• Implement and assess controls, then 

determine and document the residual risk 
rating.

Critical 
(C)

Moderate 
(M)

High (H)

Low (L)
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Step 3: Baseline Risk Assessment
Request Risk Assessment Pre-Prod Production & 

Monitoring

AI Use-
Case 
Intake

Vendor 
Evaluation

Use-Case 
Risk 

Assessment

Critical 
(C)

Moderate 
(M)

High (H)

Low (L)

Baseline 
Risk 

Assessment

Functional 
Risk 

Review

No-Go UAT Testing

(C,M,H*)

AI System 
Card 

Testing

Trusted System Card 
+ Score

No-Go

Trusted AI 
Inventory Production

AI Systems classified as low risk are exempt from testing and post testing 
system-card requirements 
*C,M,H – AI systems classified as Critical, Moderate, High

1

3

Guardrails, Controls, & Monitoring 
4

Reconciliation 
Testing

Integration 
Testing

Unit Testing

System 
Testing

Regression

Security

SDLC

Business as Usual Functions adapting for AI.  Examples: Security, Privacy, Third Party Risk, MRM etc. 

2

Step 3

AI Risk 
Integratio
n intersection of 
Tech, data, & 
business
Incorporate AI risk into existing risk 
processes, define a one click view of the risk 
posture aggregating results from MRM, 
TPRM, SAR, AI Risk assessment, etc. 

Productivity Platform

KPMG
Description: an AI-powered platform that 
enhances productivity and creativity by 
scanning content as it is being written to 
enforce brand standards and provide keyword 
prompts for suggestions and alerts.
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Step 4: Functional Approval
Request Risk Assessment Pre-Prod Production & 

Monitoring

AI Use-
Case 
Intake

Vendor 
Evaluation

Use-Case 
Risk 

Assessment

Critical 
(C)

Moderate 
(M)

High (H)

Low (L)

Baseline 
Risk 

Assessment

Functional 
Risk 

Review

No-Go UAT Testing

(C,M,H*)

AI System 
Card 

Testing

Trusted System Card 
+ Score

No-Go

Trusted AI 
Inventory Production

AI Systems classified as low risk are exempt from testing and post testing 
system-card requirements 
*C,M,H – AI systems classified as Critical, Moderate, High

1

3

Guardrails, Controls, & Monitoring 
4

Reconciliation 
Testing

Integration 
Testing

Unit Testing

System 
Testing

Regression

Security

SDLC

Business as Usual Functions adapting for AI.  Examples: Security, Privacy, Third Party Risk, MRM etc. 

2

Functional 
Risk 

Review

No-Go

Step 4

SteerCo approves proposed Use Case to 
proceed to Risk Review/ Assessment
Our process for intake, risk assessment, and threat modeling rest on the basis that a SteerCo has already been 
established with these key components:

Principles of Responsible AI

Safety

Validity & Reliability

Security & Resilience

Explainability & 
Interpretability

Privacy

Fairness

Accountability & 
Transparency

Legal (IP, IT Counsel)

Model Risk Management 

Security & Privacy

Enterprise Risk Management

IT / Architecture

Procurement & Third Party

Product

Cross Functional Group Representation Established Charter

Strategy

Risk Management

Established RACI

Defined Risk Scoring 
Methodology

Defined RCM

Risk Assessment

Go
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Business as Usual Functions adapting for AI.  Examples: Security, Privacy, Third Party Risk, MRM etc. 

Step 5: SDLC – Secure by Design
Request Risk Assessment Pre-Prod Production & 

Monitoring

AI Use-
Case 
IntakeVendor 

Evaluation

Use-Case 
Risk 

Assessment

Critical 
(C)

Moderate 
(M)

High (H)
Low (L)

3

Guardrails, Controls, & Monitoring 
4

Step 3
Implement Controls and Assess Residual 
Risk
• Implement and assess controls, then 

determine and document the residual risk 
rating.

Critical 
(C)

Moderate 
(M)

High (H)

Low (L)

UAT Testing

Reconciliation 
Testing

Integration 
Testing

Unit Testing

System 
Testing

Regression

Security

SDLC Prompt 
Injection 
Monitori
ng / 
Protectio
n

Prompt 
Injection 
Monitori
ng / 
Protectio
n

Misinfor
mation 
Preventi
on

Misinfor
mation 
Preventi
on

Maliciou
s Code 
Detectio
n

Maliciou
s Code 
Detectio
n

Visibility 
into AI 
solutions

Visibility 
into AI 
solutions

Reportin
g 
Capabilit
ies

Reportin
g 
Capabilit
ies

Least 
Privilege
d/ NHI

Least 
Privilege
d/ NHI

Monitori
ng for 
Adversar
ial AI

Monitori
ng for 
Adversar
ial AI

Privacy 
Enhancin
g 
Technolo
gies 
(PETs)

Privacy 
Enhancin
g 
Technolo
gies 
(PETs)

Data 
Loss 
Preventi
on

Data 
Loss 
Preventi
on

Encrypti
on
Encrypti
on

AI 
Security 
Awarene
ss / 
Educatio
n

AI 
Security 
Awarene
ss / 
Educatio
n

Red 
Teaming 
Capabilit
ies

Red 
Teaming 
Capabilit
ies
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Step 6: Trusted AI Red Team Testing
Request Risk Assessment Pre-Prod Production & 

Monitoring

AI Use-
Case 
Intake

Vendor 
Evaluation

Use-Case 
Risk 

Assessment

Critical 
(C)

Moderate 
(M)

High (H)

Low (L)

Baseline 
Risk 

Assessment

Functional 
Risk 

Review

No-Go UAT Testing

(C,M,H*)

AI System 
Card 

Testing

Trusted System Card 
+ Score

No-Go

Trusted AI 
Inventory Production

AI Systems classified as low risk are exempt from testing and post testing 
system-card requirements 
*C,M,H – AI systems classified as Critical, Moderate, High

1

3

Guardrails, Controls, & Monitoring 
4

Reconciliation 
Testing

Integration 
Testing

Unit Testing

System 
Testing

Regression

Security

SDLC

Business as Usual Functions adapting for AI.  Examples: Security, Privacy, Third Party Risk, MRM etc. 

2
Step 6

AI 
Red 
Team 
Testi
ng 
Perform 
161 tests 
KPMGs AI red team 
framework is defined 
by 32 measurable 
attributes defined by 
161 specific test 
categories. 

– Logic of AI 
model/system

– AI generated content 
disclosure

– Human alternative

– Carbon emission 
amount

– Cost per token

– Human in the
loop

– Model
accuracy/hallucination

– Drift and stability

Security
– Firewall and attack 

prevention
– Malicious detection
– Code leakage
– Prompt injection 

protection
– Adversarial protection
– Malware analysis
– Vulnerability assessed
– Backdoor detection
– Model integrity

Safety
– Harmful content
– Fail safe

mechanism

Privacy
– Sensitive data

protection
– IP/copyright

protection
– Personal data

collection 
disclosure & opt-
out

– Data use and
retention

– Consent to use
personal likeness
(voice, avatar)

Data
Integrit
y

– Completeness
– Data quality
– Data bias
– Data

provenance
– Data poisoning

Fairness
– Solution bias

(race and color,
national origin,
religion, sex, age, 
disability, genetic 
information,
pregnancy, 
citizenship status, 
familial status,
sexual orientation
and gender identity)

Explainabi
lity

Transparen
cy

Reliabilit
y

Accountabil
ity

Sustainabilit
y

Measurable 
attributes 

supported by 
over 160 
detailed 

tests
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Step 6a: Trusted AI System Scorecard
Request Risk Assessment Pre-Prod Production & 

Monitoring

AI Use-
Case 
Intake

Vendor 
Evaluation

Use-Case 
Risk 

Assessment

Critical 
(C)

Moderate 
(M)

High (H)

Low (L)

Baseline 
Risk 

Assessment

Functional 
Risk 

Review

No-Go UAT Testing

(C,M,H*)

AI System 
Card 

Testing

Trusted System Card 
+ Score

No-Go

Trusted AI 
Inventory Production

AI Systems classified as low risk are exempt from testing and post testing 
system-card requirements 
*C,M,H – AI systems classified as Critical, Moderate, High

1

3

Guardrails, Controls, & Monitoring 
4

Reconciliation 
Testing

Integration 
Testing

Unit Testing

System 
Testing

Regression

Security

SDLC

Business as Usual Functions adapting for AI.  Examples: Security, Privacy, Third Party Risk, MRM etc. 

2
Step 6a

Truste
d AI 
System 
Card 
Scoring 
Methodolog
y
Based on the outcome of the 
tests utilize KPMG’s scoring 
methodology to produce an AI 
system card for the 
productivity platform. 
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Step 7: Findings Management 
Request Risk Assessment Pre-Prod Production & 

Monitoring

AI Use-
Case 
Intake

Vendor 
Evaluation

Use-Case 
Risk 

Assessment

Critical 
(C)

Moderate 
(M)

High (H)

Low (L)

Baseline 
Risk 

Assessment

Functional 
Risk 

Review

No-Go UAT Testing

(C,M,H*)

AI System 
Card 

Testing

Trusted System Card 
+ Score

No-Go

Trusted AI 
Inventory Production

AI Systems classified as low risk are exempt from testing and post testing 
system-card requirements 
*C,M,H – AI systems classified as Critical, Moderate, High

1

3

Guardrails, Controls, & Monitoring 
4

Reconciliation 
Testing

Integration 
Testing

Unit Testing

System 
Testing

Regression

Security

SDLC

Business as Usual Functions adapting for AI.  Examples: Security, Privacy, Third Party Risk, MRM etc. 

2

Step 7

Findings 
Managem
ent
Findings logged 
and remediate
Develop SLAs and requirements for the 
management of findings discovered during 
red team testing. 

Possible Root Cause(s)DescriptionFinding Theme

•Absence of resilient system prompt 
/ guardrails

System did not block generation of 
profanity, rude content, or generation of 

chemical warfare materials.
Harmful Content

•Absence of resilient system prompt 
/ guardrails

System did not prevent direct prompt 
injections leading to override of any existing 
guardrails to generated unwanted content

Prompt Injection 
Protection

•Insufficient monitoring of AI system 
network trafficManipulated the application to potentially 

exfiltrate sensitive data to the internetExternal Data Leak
•Absence of automated DLP policy 

propagation

•Absence of resilient system prompt 
/ guardrails

System indirectly revealed and aggregated 
SSN data including full name of data 

subjects
PII / PHI Protection

•Inherent bias in model training and 
learned weightsSystem responded differently to requests 

based on ethnic backgrounds including 
mapping offensive words to specific groups

Solution Bias
•Absence of resilient system prompt 

/ guardrails

•Absence of resilient system prompt 
/ guardrails

System was manipulated to suggesting 
North Korea was a preferred destination 
due to robust black-market operations

Model Accuracy / 
Hallucination



Appendix 1
Governance Reports 

FI AI Sample










