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Since the beginning of 2025, there have been a flurry of bills introduced at the state and
federal level related to genetic privacy, which follows a similar trend over the past

several years. These bills have focused on a range of issues, including general genetic
privacy, national security implications of “foreign adversaries” accessing genetic
information, the privacy practices of direct-to-consumer (“DTC”) genetic testing
companies, and the transfer of genetic data as part of bankruptcy proceedings, among
others. We summarize a subset of such bills moving through state and federal
legislatures below.

State Legislation

Montana SB 163

On May 1, the Montana governor signed SB 163 to amend the state’s Genetic
Information Privacy Act (“MT GIPA”), which was originally enacted in 2023. Effective
October 1, 2025, there will be several changes to the law, including:

« Creating Deidentification Exemption: The original version of MT GIPA did not
contain an express exemption for deidentified data. SB 163 amends the law to
include an express exemption for the use of deidentified genetic data for certain
research purposes. Specifically, SB 163 includes an exemption for “deidentified
genetic data obtained from a third party to the extent that the data is used to
conduct internal, medical, or scientific research.” The deidentification standard is



similar to the standard adopted under many comprehensive state privacy laws and
other state DTC genetic privacy laws.

« Waiver of Certain Rights in the Clinical Trial Context: The law provides that
consumers’ rights to access and delete data, destroy samples, and revoke consent
must be waived in a limited context related to the collection of genetic data as part
of a clinical trial if certain conditions are met, including prescriptive requirements for
consent. Specifically:

« The relevant entity generally must obtain express and informed written consent
for participation in a clinical research trial, including the collection and use of
any genetic data, which must, among others, be in accordance with the good
clinical practice (“GCP”) guideline issued by the international council for
harmonisation of technical requirements for pharmaceuticals for home use and
include the entity’s biological sample and data retention, sharing, and use
policies.

« The biological sample and genetic data must be utilized for clinical research
purposes only.

SB 163 states that these requirements are meant to “supersede all exceptions to,
and waivers of” informed consent pursuant to the federal Common Rule.
However, it is not clear how this new limited exemption is meant to interact with
the existing exemption for entities that are engaged in collecting, using, or
analyzing genetic data or biological samples in the context of scientific or clinical
research with express consent of the individual and in accordance with human
subject research frameworks, including GCP, the federal Common Rule, or FDA's
human subjects research regulations at 21 C.F.R. parts 50 and 56.

« Neural Data: The obligations under the law will now also apply to “neurotechnology
data” defined as “information that is captured by neurotechnologies, is generated by
measuring the activity of an individual’s central or peripheral nervous systems, or is
data associated with neural activity, which means the activity of neurons or glial cells
in the central or peripheral nervous system, and that is not nonneural information.”
Montana becomes the third state to enact a privacy law that specifically protects
neural data.



Texas HB 130

On May 23, the Texas legislature passed HB 130 (the “Texas Genomic Act of 2025”),
which seeks to protect genetic information of Texas residents by regulating the collection,
storage, and use of genome sequencing data. The bill is focused on ensuring that
“foreign adversaries” (as defined in 15 C.F.R. § 791.4(a) and includes China, Cuba, Iran,

North Korea, Russia, and Venezuela) are unable to access the genetic information of
Texas residents. Notably, the definitions of “foreign adversaries” aligns with the countries
that are identified as “countries of concern” in the U.S. Department of Justice’s recently
finalized Data Security Program (“DOJ DSP”), which focuses on access to bulk U.S.
sensitive personal data (including human genomic data) by these countries and certain
“covered persons.”

The bill would go into effect on September 1, 2025. Key provisions are summarized
below:

« Broad Applicability: The bill would apply to a “medical facility, research facility,
company, or nonprofit organization that conducts research on or testing of genome
sequencing or the human genome” in Texas.

» Storage and Access to Genome Sequencing Data: The bill would impose
obligations on regulated entities with respect to their storage of genome sequencing
data of Texas residents within the borders of a foreign adversary, including access
to such data within the borders of a foreign adversary. Notably, these requirements
do not apply to the storage of genome sequencing data by the regulated entities
that is collected as part of a clinical trial or biomedical research study subject to, or
conducted in accordance with, the DOJ DSP. The bill also contains substantive
provisions related to the use of genomic sequencing equipment or software
produced by or on behalf of a foreign adversary or certain related parties.

« Sale or Transfer of Genomic Sequencing Data: The bill would prohibit the sale or
transfer of genomic sequencing data of Texas residents as part of a bankruptcy
proceeding to a foreign adversary, state-owned enterprise of a foreign adversary, or
a company domiciled in a country that is a foreign adversary or its subsidiary or
affiliate.



« Annual Certification: By December 31 of each year, each regulated entity must
certify its compliance with the Texas Genomic Act of 2025 to the Texas Attorney
General.

« Private Right of Action and AG Enforcement: Texas residents can seek recovery
for alleged violations, including actual damages or statutory damages up to $5,000
per violation. The Attorney General can also seek up to $10,000 for each violation.

Florida SB 768

Notably, the Florida governor recently signed a bill, SB 768, which is similar to certain
provisions of the Texas Genomic Act of 2025, but is generally narrower in scope.
Specifically, the bill amends the provisions of Florida law that apply to the licensing of
laboratories to require that the laboratory not use any operational or research software
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for genetic sequencing that is produced by a “foreign country of concern.” “Foreign
country of concern” aligns to “foreign adversaries” under the Texas Genomic Act of 2025,

though also includes Syria.

Federal Legislation

On May 22, 2025, a bipartisan group of Senators introduced the “Don’t Sell My DNA
Act’ which would amend the federal Bankruptcy Code, including to impose a notice and

affirmative consumer consent requirement before genetic information is used, sold, or
leased in a bankruptcy proceeding.

This is the second genetic privacy bill introduced during this Congress, with Senators
Cassidy (R-LA) and Peters (D-MI) having introduced the Genomic Data Protection Act
(“GDPA”) earlier this session in March, which specifically focuses on the privacy practices
of DTC genomic testing companies. Shortly after being introduced, the GDPA was
referred to committee and has not advanced further. We covered the GDPA in a prior
Inside Privacy post, available here.
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